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REPORT ON INTERNAL AUDIT ACTIVITIES IN 2015/16 INCLUDING ANNUAL 
ASSURANCE 
 
Introduction 
 

1. Members are invited to note and comment on this paper which reports on internal 

audit work in 2015/16 and provides Members with an interim assurance relating to the 

systems of internal control, governance and risk management.   

 

2015/16 Annual Assurance and Overall Opinion 
 

2. As part of the SFRS’ corporate governance arrangements, the ARAC plays an 

important role in reviewing the effectiveness of internal control. This helps the Accountable 

Officer (AO) to sign the Governance Statement in SFRS’ Annual Accounts. 

 

3. Our work is undertaken in accordance with Public Sector Internal Audit Standards 

(PSIAS) and our programme of work is designed to enable us to provide an independent 

opinion on the adequacy of SFRS’ risk management, control and governance. This opinion 

is therefore a key element of the framework to support the Governance Statement 

process.  

 

4. During 2015/16 our Internal Audit Service has faced significant capacity challenges 

as a result of unprecedented absences. While this has had an impact on the delivery we 

are pleased to report that the approved SFRS audit programme for 2015/16 has been 

sufficiently covered to enable us to provide Members with an Interim Reasonable 

Assurance in respect of SFRS’ risk management, control and governance arrangements.  

Annex 1 provides details of the definitions used for our assurance categories. This opinion 

is mainly based on the results of the operational activity carried out as part of the approved 

2015/16 Audit Plan (see below) but also takes into account the findings from advisory work 

we have undertaken and that of other relevant third party assurances, e.g. Grant Thornton 

and HMI Fire and Rescue. 

 
Operational Activity in 2015/16 
 

5. The 2015/16 Plan was approved at the March 2015 ARAC meeting and contained 

seven main assignments and one advisory review. Delivery has been affected by 

significant periods of staff absence and as agreed with SFRS management and the ARAC 

Chair our opinion is based on both final reports and emerging findings. Although not 
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formally finalised, findings have been agreed in principle with management in the various 

areas. The status of the reviews are such that; two final reports have been completed, one 

has been issued in draft and fieldwork has concluded on the iTrent Payroll remits and the 

Environmental Responsibilities review, where outcome meetings have been undertaken 

to discuss emerging findings. Of the remaining two, the review of Leased Cars will not be 

undertaken, although it will remain on the list of future audits and the risks around this 

area will be reviewed as part of the 2016/17 planning process. In terms of the Succession 

Planning review, the Terms of Reference has been agreed and fieldwork will commence 

shortly to feed into the 2016/17 Annual Review.  Table 1 below highlights the position of 

each review and where relevant the individual assurance level provided. 

 
Table 1:  Audit Assignments and Individual Assurances Provided  
 

Audit Title  Status/ Comments Assurance 

 
Records Management  
 

 
Final report issued 

 
Reasonable 

Banking, income and Cash 
Management 

Final report issued Reasonable 

Risk Management, Business 
Continuity and Insurance 
arrangements 

Draft report issued Emerging Reasonable 

iTrent Remit 1: Roll out and 
migration project 

Fieldwork completed and 
outcome meeting concluded 
 

Emerging Reasonable 

iTrent Remit 2: New Central 
Payroll Controls 

Fieldwork completed and 
outcome meeting concluded 
 

Emerging Limited 

Environmental Responsibilities 
(including Energy Management 

Carbon footprint compliance 

requirements/ reduction) 

Fieldwork completed and 
outcome meeting concluded 

Emerging Limited 

Performance Management  Advisory. Additionally 
Performance Management 
was included as part of the 
Environmental Review 

N/A 

Succession Planning  The Terms of Reference has 
been agreed and fieldwork 
commenced. 
 

The assurance level 
following completion of 
this review will feed into 
2016/17 assurance   

Travel and Subsistence 
 

 Due to capacity issues this 
review will not be undertaken.   

N/A 
We will assess the risks 
in this area as part of 
our future planning 
process. 
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6. Members are copied our final reports for information as they are issued, however, 

Annex 2 contains a brief summary of the scope, findings and outcome of the main 

reviews. In broad terms, we found the overall control environment was working effectively 

in a number of areas as reflected in those provided with a reasonable assurance.  

Weaknesses were however identified in the new central payroll controls around the 

authorisation of additional payments and permanent and temporary amendments, and 

around the requirement to apply consistency and ensure regular testing of Business 

Continuity arrangements. Additionally, while we acknowledge that Environmental has 

been subject to capacity challenges and a new Environmental Management System is 

being developed, we were unable to fully verify that controls are operating effectively and 

that SFRS is fully compliant with legislative requirements.  We are however encouraged 

by the response of management to our findings. 

 
Follow-up 
 

7. Our follow-up activity also found that management had taken or were in the process 

of taking suitable action to implement recommendations that we had made in previous 

reviews.  See Annex 3 

 
Advisory and Other Services 

 

8. IA has continued to be involved in providing ad-hoc controls advice throughout 

15/16. In addition, IA has been responsible for administrating, coordinating and 

undertaking National Fraud Initiative investigation work regarding potential data matches.  

The data matching process has resulted in the identification of a number of duplicate 

payments. As a result further controls have been put in place and duplicate payment 

reports will now be run on a monthly basis and corrective action taken as part of business 

as usual.  Table 2 below provides detail of the advisory work undertaken. 

 

Table 2: Internal Audit Advisory Coverage 

Advisory Area Coverage/ Status 

Code Of Governance On-going advice provided through attendance at the 

Working Group. 

Fraud Implemented a fraud log and provided advice around an 

updated Fraud Policy. 
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Additionally, throughout 2015/16 advice has been 

provided around control requirements following a number 

of fraud investigations 

HR/ Payroll New Project  Ad hoc advice as required regarding areas such 

introduction of RDS payment sheet and standardisation 

of paperwork 

Bacs Requirements Around 

Supplier Bank Amendments 

Complete – Management letter issued with 

recommendations related to compliance and efficiency 

improvements.  

 

 
Strategic Review 
 
9. Following completion of the Strategic Review of Internal Audit, it was agreed with 

the ARAC that we would provide a regular update regarding the progress of actions. 

Annex 4 provides a summary of the key progress, which includes the appointment of 

Sharon Fairweather as Director of Internal Audit who took up post on 11 April 2016.  

 
Audit Performance 

 

10. Our own performance is subject to monitoring in various ways. At a strategic level, 

the ARAC shapes the audit service through reviewing audit plans, strategies and 

committee reports. At an operational level, we formally oversee the audit effort through 

the application of specific performance targets. The standard of our work is subject to 

independent validation through an annual review by Audit Scotland.  The 2015/16 review 

found that SGIAD complied with the PSIAS in adopting a risk-based audit approach in 

planning and undertaking internal audit work.  

 

Conclusion 

 

11. Members are invited to: 

11.1 consider the report and its contents; 

11.2 note the level of assurance; and 

11.3 offer any comments. 
 
Myra Binnie 
Internal Audit Directorate 
June 2016 
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Annex 1 

 
DEFINITION OF ASSURANCE CATEGORIES AND RECOMMENDATION PRIORITIES 

CATEGORIES OF ASSURANCE 

Substantial Assurance 

 

 

Controls are robust and well managed. 

Risk governance and control procedures are effective in 

supporting the delivery of any related objectives.  Any exposure to 

potential weakness is low and the materiality of any consequent 

risk is negligible. 

Reasonable Assurance 

 

 

Controls are adequate but require improvement 

Some improvements are required to enhance the adequacy and 

effectiveness of procedures.  There are weaknesses in the risk, 

governance and/or control procedures in place but not of a 

significant nature. 

Limited Assurance 

 

 

Controls are developing but weak 

There are weaknesses in the current risk, governance and/or 

control procedures that either do, or could, affect the delivery of 

any related objectives.  Exposure to the weaknesses identified is 

moderate and being mitigated. 

Insufficient Assurance Controls are not acceptable and have notable weaknesses 

There are significant weaknesses in the current risk, governance 

and/or control procedures, to the extent that the delivery of 

objectives is at risk.  Exposure to the weaknesses identified is 

sizeable and requires urgent mitigating action. 

 

RECOMMENDATION PRIORITY CATEGORIES 

High  
 
 

Serious risk exposure or weakness requiring urgent consideration. 
 

Medium  
 
 

Moderate risk exposure or weakness with need to improve related 
controls 

Low  
 
 

Relatively minor or housekeeping issue 
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Annex 2 
SUMMARY OF THE FINDINGS FROM 2014/15 INTERNAL AUDIT REVIEWS 

 
Audit Title Assurance, Key Findings and Status 

 

Records Management  
Fieldwork Ended – 02/10/2015  
Draft report issued – 04/11/2015  
Final Report Issued – 24/11/2015  
Planned days – 35  
Outturn – 39  
 

No. of Recommendations – 1 High, 5 

Medium, 1 Low  

Reasonable Assurance  
 
The Information Governance Team is within the Strategic Planning, Performance and 
Communications Directorate. The Business Support Manager has oversight of the team which is 
headed up by an Information Governance Manager. The team has responsibility for records 
management, freedom of information/data protection, information security and 
complaints/compliments. The main recommendations for the review relate to improving governance 
arrangements by planning the implementation of policies, procedures and records management 
systems and processes and ensuring that key roles in respect of information security are in place. In 
addition, internal scrutiny of responses to requests for information is required to ensure that SFRS 
meet the relevant statutory requirements.  
 
All recommendations were accepted.  

Banking, Income and Cash Management 
 
Fieldwork Ended – 26/02/2016 
Draft report issued – 18/3/2016 
Final Report Issued – 31/3/2016 
 

No. of Recommendations – 2 High, 2 

Medium 

Reasonable Assurance 

 
Banking, Income and Cash Management is the responsibility of a small team of staff comprising a 
Cash Accountant, Cashier and Assistant Cashier, managed by an Accounting Manager.  Oversight 
of the team is provided by the Head of Finance and Procurement.  SFRS operate within the 
Government Banking Scheme (GBS) for the receipt of funding and processing of all main payments 
and receipts.  New banking arrangements are expected to be implemented imminently within SFRS 
as part of the GBS and preparation is underway to ensure that SFRS shall be ready to commence 
using the new bank accounts.  A number of recommendations have been made to enhance control 
over the banking and cash management arrangements including: 

 formalise policies and procedures to support existing guidance available to staff,  

 maintain an up to date authorised signatory list;  

 introduce periodic management checks to the reconciliation process, and  

 enhance scrutiny of forecast arrangements to ensure accuracy and a sound basis for effective 
decision making. 

 
All recommendations were accepted. 
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Audit Title Assurance, Key Findings and Status 

 

Risk Management, Business Continuity 
and Insurance Arrangements 

Emerging Reasonable Assurance 
 
Fieldwork has concluded and a draft report has been issued for the high level review of Risk 
Management, Business Continuity and Insurance Arrangements. Reasonable assurance has been 
awarded on the basis that while there are generally sound systems operating for Risk Management 
and Insurance, there are weaknesses in the arrangements for Business Continuity which require to 
be addressed. 

 
Risk Management 
Risk Management arrangements are generally operating effectively. A Risk Management Framework 
was approved in November 2013, which has been subject to  review and improvement, including  
format changes of Risk Registers and on-going scrutiny through the Board, ARAC and the Senior 
Leadership Team.  Additionally, SFRS has recently established their Risk Appetite which Corporate 
Risks are measured against. Recommendations are generally of a low level and relate to updating 
and aligning risks with the new Strategic Plan following finalisation. 
 
Business Continuity 
Business Continuity arrangements are in a developing stage and have been for some time.  We do 
recognise and welcome the current action and priority to approve the Business Continuity Strategy, 
along with a comprehensive timetable to ensure implementation of a consistent roll out across the 
organisation.  However, while management have advised that there are pockets of good practice, 
limited evidence is available online and we have not been provided with assurance that current BC 
Plans have been subject to regular testing.  Recommendations made support the requirement to 
focus and prioritise BC along with ensuring there is sufficient capacity within the team to successfully 
and timeously implement the Strategy. 
 
Insurance Arrangements 
The Risk Management and Audit team have responsibility for monitoring and reporting insurance 
claims.  In the year 2015/16, claims of some £833k were settled by SFRS and premiums of £1.488m 
paid covering all Insurance types, but excluding IPT and VAT. The majority of these claims relate to 
motor fleet. While there are some improvements required including a decision regarding formal 
procedures, development of improved management information and finalising a records retention 
schedule, the control environment around claims is operating effectively. 
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Audit Title Assurance, Key Findings and Status 

 

iTrent Remit 1: Roll out and migration 
project 

Emerging Reasonable Assurance 
 
The migration and rollout of the SFRS ITrent payroll system involved the integration of 20 different 
payrolls from 8 payroll providers, all of which were subject to differing terms and conditions. 
 
We found that the migration project had successfully delivered the challenging requirements on time, 
but we have some identified some weaknesses around the level of project documentation and the 
extent to which key information around the project activity has not been fully recorded due to the 
challenging timescales involved.  We will therefore recommend an exercise to capture this knowledge 
before key individuals are no longer available and additionally advise that a lessons learned exercise 
is undertaken to ensure any lessons are considered as part of future projects.  

 
iTrent Remit 2: New Central Payroll 
Controls 

Emerging Limited Assurance  
 
Following the roll out of the new HR/Payroll system, iTrent, changes were made to legacy processes 
for input of payroll data.  The result of the changes has led to some confusion about the on-going 
responsibility of staff involved in the payroll process and weaknesses identified in the checking and 
authorisation of source data for additional payments to salary such as overtime and 
expenses.  Additionally, the notification process for leavers has not been effectively communicated, 
which may lead to the risk of salary overpayments; however the process is being reviewed to address 
these issues which will include timescales for key activities.   The new start processes were found to 
be efficient and effective with clear communication of documentation requirements.   High priority 
recommendations will focus on control improvements to ensure that additional payments are valid 
and accurate and processes are documented to inform staff of their responsibilities. 

 
Environmental Responsibilities (including 

Energy Management Carbon footprint 

compliance requirements/ reduction) 

Emerging Limited Assurance  
 
SFRS has developed an Environmental Strategy for 2014-17 in response to the strategic priorities 
outlined in the Fire and Rescue Framework for Scotland 2013, which require SFRS to: 
1. Comply with its statutory duties under the Climate Change (Scotland) Act 2009; 
2. Develop ambitious waste management and carbon management strategies; 
3. Assess the environmental impact of its plans, programmes and policies. 
 
The Strategy, and the underlying Environmental Action Plan, are a sound foundation for delivering 
the first phase of the above requirements, which have been focused on the delivery of estate related 
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Audit Title Assurance, Key Findings and Status 

 

responsibilities.  Within the Strategy SFRS have set an initial number targets to achieve the strategic 
priorities and we note that there has been progress on some of these. However, while we recognise 
that there are capacity challenges and that a new Environmental Management System is in 
development, there are a number of areas of concern highlighted for action, including: 

 
 the current arrangements do not capture all of SFRS’s environmental duties going forward; 

 a number of initial targets set out within the Strategy were missed and have subsequently 
been delayed, mainly due to resourcing issues, of which the Board was recently advised; 

 concern that the revised targets may not be met. 
   
The main focus of the recommendations is therefore around the requirement to undertake a re-
prioritisation exercise to determine those responsibilities which are most relevant, particularly those 
ensuring legal compliance.  We understand that at a recent meeting of the Environmental Forum, the 
governance body for Environmental Strategy delivery, that this was also discussed as a way forward, 
with a maturity matrix to be developed to determine priorities. 
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                  Annex 3 
MONITORING IMPLEMENTATION OF AGREED HIGH/MEDIUM PRIORITY RECOMMENDATIONS FROM 2013/14 AND 2014/15 REVIEWS 

Audit Title 

 High/Medium Recommendations 

Comments 
Audit Year  Overall No  No Due Superseded 

 
Fully 

Implemented 
Part 

Implemented 
or In 

Progress 

Not 
Implemented 

Tech 1 Finance System 
Security and 
Administration 

2013/14 7 7 0 4 3 0 
ICT and Information 

Governance are jointly 

working on a series of 

security audits with 

timescale to be completed 

by the end of the year. 

Introduction of a systems 

development strategy and 

project plan is a short term 

action point for the new 

Systems Manager. 

Budget Setting, 
Monitoring and 
Reporting  

2013/14 3 3 0 1 2 0 
Budget holder policy is 

being developed with the 

Director of FCS. 

Initial development of a 

budget model in Tech 1 

proved unsuitable and so 

work is now progressing 

on a revised version. 
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Audit Title 

 High/Medium Recommendations 

Comments 
Audit Year  Overall No  No Due Superseded 

 
Fully 

Implemented 
Part 

Implemented 
or In 

Progress 

Not 
Implemented 

IT Security 
Arrangements 

2013/14 5 5 1 1 3 0 
Qualitative assessment of 

the ICT technical controls 

in place across SFRS and 

legacy areas will be 

undertaken and findings 

available by February 

2017 and 

recommendations will be 

collated and produced as 

an annual assurance 

report by March 2017. 

Work is underway in 

conjunction with 

Information Governance 

Team to produce a 

mandatory e-learning 

training course for all staff. 

Fleet Management  2014/15 4 4 0 1  2 1 
Peer review/assurance 

process is on hold until the 

third quarter of this year 

due to interim outsourcing 

arrangements being in 

place. 

Formulation of 

standardised policies and 

procedures of SFRS has 

been delayed due to 

resourcing issues. 

Procurement: 
Governance, Operations 
and Contract 
Management 

2014/15 5 5 0 5 0 0 
Audit Closed 
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Audit Title 

 High/Medium Recommendations 

Comments 
Audit Year  Overall No  No Due Superseded 

 
Fully 

Implemented 
Part 

Implemented 
or In 

Progress 

Not 
Implemented 

Property Management  2014/15 1 1 0 0 1 0 
Key policies have been 

introduced, awaiting 

further evidence of full 

implementation. 

 

External 
Communications 
Arrangements 

2014/15 4 0 0 0 0 0 
N/A 

Total   29 25 1 12 11 1 
 

Percentage on  Recs 
Due 

   4% 48% 44% 4% 
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