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PUBLIC MEETING - AUDIT AND RISK ASSURANCE COMMITTEE 

WEDNESDAY 27 MARCH 2019 @ 1000 HRS 

BRAIDWOOD SUITE, SCOTTISH FIRE AND RESCUE SERVICE,  
SFRS HEADQUARTERS, WESTBURN DRIVE, CAMBUSLANG, G72 7NA 

 
AGENDA 

 
 
1 CHAIR’S WELCOME 
 
 
2 APOLOGIES FOR ABSENCE 
 
 
3 CONSIDERATION OF AND DECISION ON ANY ITEMS TO BE TAKEN IN PRIVATE 
 
 
4 DECLARATION OF INTERESTS 
 Members should declare any financial and non-financial interest they have in the items of 

business for consideration, identifying the relevant agenda item, and the nature of their interest. 
 
 
5 MINUTES OF LAST PUBLIC MEETING:  17 JANUARY 2019 (attached) 
 
 
6 ACTION LOG (attached) 
 
 
7 INTERNAL AUDIT G Gibb 
a) SFRS Internal Audit Progress Report 2018/19 (attached) 
b) Draft Internal Audit Plan 2019/20 (attached) 
 
 
8 EXTERNAL AUDIT C Jamieson 
a) Planning Report for Year Ending 31 March 2019 (attached) 
b) Scottish Fire and Rescue Service Sector Development Report (attached) 
 
 
9 ARRANGEMENTS FOR PREPARING THE ANNUAL  
 GOVERNANCE STATEMENT 2018/19 (attached) M Blunden  
 
 
10 ACCOUNTING POLICIES (attached) S O’Donnell 
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11 INTERNAL AUDIT REPORTS – PROGRESS UPDATE 
a) Information Governance - GDPR (verbal) M McAteer 
b) Purchasing Card Arrangements (verbal)                                                                J Thomson 
c) Audit of the Procurement of Fire Kit and Personal Protective  

Equipment –Action Plan Update (attached) S O’Donnell 
 
 
12 REVIEW OF COMMITTEE TERMS OF REFERENCE (attached) A Cameron  
 
 
13 INTERNAL CONTROLS UPDATE  S O’Donnell 
a) Strategic Risk Register (attached) 

i. Spotlight Reports 
 CR7.1 Breach of Cyber Security (S Fox) 

b) Anti-fraud (verbal) 
 
 
14 FORWARD PLANNING  B Baverstock 
a) Committee Forward Plan Review (attached) 
b) Items for Consideration at Future IGC, Board and Strategy Days meetings 
 
 
15 DATE OF NEXT MEETING 
 To be confirmed 
 
 
PRIVATE SESSION 
 
 
16 MINUTES OF LAST PRIVATE MEETING:  17 JANUARY 2019 (attached) 
 
 
17 INTERNAL AUDIT REPORTS – PROGRESS UPDATE 
a) Internal Audit Action 2013/14 – Technology One Security and  
 Administration (attached) S O’Donnell 
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PUBLIC MEETING - AUDIT & RISK ASSURANCE COMMITTEE 

 
THURSDAY 17 JANUARY 2018 @ 1000 HRS 

 
BRAIDWOOD SUITE, SCOTTISH FIRE AND RESCUE SERVICE HEADQUARTERS 

WESTBURN DRIVE, CAMBUSLANG, G72 7NA 
 

PRESENT:  
Brian Baverstock (BB), (Chair)  Fiona Thorburn (FT) 
Mhairi Wylie (MW)              Tim Wright (TW) 
Lesley Bloomer (LB)  
  
IN ATTENDANCE: 
Sarah O’Donnell (SO’D)    Director of Finance & Contractual Services 
Mark McAteer (MMCA) Director Strategic Planning Performance and 

Communications 
Ross Haggart (RH) Deputy Assistand Chief Officer Strategic Planning 

Performance and Communications 
Gary Gibb (GG)   Internal Audit  
Julie Taylor (JT)   Internal Audit 
Jim Montgomery (JM)   Internal Audit 
David Johnston (DJ)   Risk and Audit Manager 
Caroline Jamieson (CJ)   External Audit 
Carol Wade (CW)    Information Governance Manager 
Alasdair Cameron (AC)   Board Support Manager 
Leanne Watson (LW)     Corporate Admin Assistant Team Leader/Minutes 
 
OBSERVERS: Derek Smith   Scottish Government 
 
 

 
1 CHAIR’S WELCOME 
1.1 The Chair opened the meeting, thanked everyone for attending and welcomed the new 

members of the committee Mhairi Wylie and Lesley Bloomer.  
 

2 APOLOGIES 
2.1 Anne Buchanan      Board Member 

Alasdair Hay           Chief Officer 
  

3 CONSIDERATION OF AND DECISION ON ANY ITEMS TO BE TAKEN IN PRIVATE 
3.1 The Committee agreed that the Best Value Review of Internal Audit would be taken in private 

due to the commercial sensitivities around this. In addition the HMRC Compliance visit would 
be discussed in private as discussions with HMRC are ongoing at this time.  
 

4 
4.1 

DECLARATION OF INTERESTS 
None. 

Agenda 
Item 5 
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5 MINUTES OF LAST PULIC MEETING: 09 OCTOBER 2018 
5.1 
 
 
5.2 
 
 
 
 
5.3 

GG pointed out an issue with 10.1.2; Internal Audit draft the report prior to getting it signed off 
not Internal Governance.  
 
JM noted 10.1.3 the last sentence, JM reviewed the Scottish Governments approach to GDPR 
a few months back, should be amended to Scottish Government Internal Audit. 
 

ACTION - BST 
 
Matters Arising 
None. 
 
The minutes of the public meeting held on 09 October 2018 were approved as a true record 
of the meeting with the amendments noted above.  
 

6 
6.1 

ACTION LOG 
All actions on the log would be raised throughout the meeting  

  
7. INTERNAL AUDIT 
7.1 
7.1.1 
 
 
 
 
7.1.2 
 
 
 
 
 
7.1.3 
 
 
 
 
 
 

 
7.1.4 
 
 
 
 
 
 
 
 
 
 
 
 

a) SFRS Internal Audit Progress Report 2018/19 
GG gave an overview of 2018/19 plan, it comprises of 7 reviews. GG advised that since the last 
ARAC meeting, 2 reviews have been finalised and reports have been circulated, these were in 
relation to the Improvement Strategy and Corporate Governance. Both reviews attracted 
reasonable assurance.  

GG advised there has been a change to 18/19 programme. After consultation with the Chief 
Officer and ARAC Chair it has been decided to defer consideration of reviews of SFRS 
Performance Management and Transformation Programme until the 2019/20 audit programme. 
This decision has been taken as these areas have been looked at recently by other assurance 
providers, it was felt to do another review at this time would not be of value. These reviews will 
be replaced with reviews of SFRS Brexit Preparations and the use of SFRS Procurement Cards.  

The Committee questioned how easy it would be to audit against EU withdrawal arrangements 
given there is no clarity at this time as to what the withdrawal would look like. GG advised one of 
the areas that would be looked at is potential scenarios and the planning in place for these 
scenarios. GG did agree this would present a challenge. BB commented that initially he had 
similar reservations however, feels that we could benefit from benchmarking what the Service is 
doing against other organisations. MMcA advised that, based on advice from the Scottish 
Government, a worst case scenario would be prepared for and the Service could work back from 
this point if need be. 

The Committee referred to the recommendations that had not been completed on time. The 
deadline dates had been pushed back and in several cases quite significantly. The Committee 
asked SO’D if there was any particular reason for this. SO’D advised the deadlines are set by 
the Service not by Internal Audit. It is likely that the initial deadlines were ambitious and while 
they were set with the greatest of intentions it had become clear further down the line that more 
was involved than initially thought. SO’D referred to several recommendations that relate to the 
Employee Self-Service portal, these cannot be progressed until the harmonisation of Terms and 
Conditions is finalised. When this happens several recommendations will be completed and 
removed. SO’D did agree that going forward the Service will need to reflect on our realism when 
setting deadline dates. BB suggested going forward recommendations are broken down into 
more manageable parts to prevent items running behind deadline due to being tied in with 
another task. SO’D agreed this would be done going forward. 
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7.1.5 
 
 
 
 
7.2 
 
 
 
 
 
 
 
 
7.2.1 
 
 
7.2.2 
7.2.3 
 
 
 
7.2.4 
 
 
 
7.2.5 
 
 
 
 
 
 
 
 
 
 
 
 
 
7.2.6 
 
 
 
 
 
 
 
 
7.3 
7.3.1 
 
 
 
 
 
 

BB requested that the outstanding recommendations are looked at to assess if they have been 
superseded and to tidy up the tracker. 

ACTION SO’D/JT 

The Committee asked GG to give background as to how this set of reviews came to be in the 
programme for this year. GG advised that planning would commence for 2019/20 audit year over 
the next few weeks. This would involve calling in risk registers, key corporate documents, 
strategic plans and reviewing all material within these to identify key areas of risk within the 
organisation. Once key areas have been identified, discussions would take place with SO’D and 
Chief Officer to review the proposals.  Proposals would also go to the SLT. Thereafter a plan 
would be put in place and an audit programme paper would be submitted for the next Committee 
meeting to allow members to consider the plan.  

The Committee asked for further clarification on why the Improvement Strategy review was taken 
in this year. GG advised that the Chief Officer had requested this be done in order to ascertain 
whether or not the Improvement Strategy was appropriately designed and focused.  

Service Improvement Strategy 
JT advised the scope of the audit was to review the Governance arrangements, planning 
processes and development of the process improvement of mismanagement. There are a 
number of areas of good practice that were identified. JT gave an overview of the audit.   
 
Some members of the Committee noted that they did not have a copy of the report to refer to. 
BB advised this report was issued back in November and going forward previously issued reports 
would be provided with the current meeting papers for ease of reference. 
 
The Committee referred to the response given on recommendation 3, the response being that it 
would be assessed to determine whether or not action is required here. The Committee noted 
normally the response would be to either agree or disagree with the recommendation. RH 
advised that the Service Improvement Strategy is monitored through the Corporate Assurance 
Board (CAB), the CAB is a fairly new executive board which is why there was a review of those 
governance arrangements. RH advised the executive team is content that there are executive 
governance arrangements in place, the issue was whether there was the need for non-executive 
oversight as well. This is why there is further discussion required around this recommendation. 
RH advised since the action plan has been developed there has not been an opportunity to 
formally discuss this issue at the CAB. RH will provide update on the issue around 
recommendation 3 for the next meeting. 
 

ACTION:  RH 
 
The Committee referred to paragraph 4.1 in the report, the action plan for the strategy was to be 
presented to the Board in August 2018, which did not go ahead and there is no specified date 
for this to happen in the future. The Committee asked if this was connected to the comments 
from RH on trying to be clear on what governance oversight is required. JT confirmed it is 
connected  and there needs to be a decision made regarding the level of governance. RH noted 
the strategy had been agreed by the Board, the implementation of the strategy was the issue 
needing addressed. RH feels the implementation of the strategy would sit at Executive level via 
the CAB, as directed by the Board. The Committee agreed with this position. 
 
Corporate Governance Review 
JH advised the scope of the audit was to review the processes for supporting decision making, 
training and development for Committee members, meeting processes and risk appetite 
development and monitoring. A number of areas of good practice were noted within the report. 
There were 7 recommendations made, 5 medium and 2 low, these were centred around the 
requirements of fully completing the governance route of reports to Committees.  
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7.3.2 
 
 
 
 
 
7.4   
 
7.4.1 
 
 
 
 
 
 
 
 
7.4.2    
 
 
 
 
7.4.3     
 
 
 
 
 
 
 
7.4.4   
 
 
 
 
 
 
7.5 
7.5.1    
 
 
 
8.      
8.1 
 
 
 
 
 
 
 
 
 
9.    
9.1 
 
 

LB noted it would be helpful if papers for Committees were always issued 5 days prior to 
meetings. JH advised this is covered within the report. In addition LB noted there was mention 
of equality impact assessments not being in place for Board approval papers. MMcA advised 
there are arrangements currently being worked on  by the equalities team surrounding this point. 
.  
 
b) Audit of the Procurement of Fire Kit and Personal Protective Equipment – Action Plan 
Update 
SO’D presented a report to the Committee to provide assurance that the action plan was being 
progressed noting that the majority of actions had been or were near completion. Significant 
progress has been made since October. One main accomplishment is fully resourcing the 
procurement team. There has also been excellent progress made on the review of the 
procurement practice notes, they are now at a place where the consultation process has been 
concluded and they are ready to be finalised. The development of the website has been 
progressing well and the procurement page is ready to launch. There would be an option on the 
site for staff to provide feedback to the team.  
 
The Committee queried why action A1 is 90% complete and asked what was outstanding. SO’D 
advised that this was a year-long action to rebuild the reputation of the procurement team. The 
last 10% is leaving time for the ongoing work being conducted  in the team to clear the backlogs 
and also to get continuous positive feedback that the team is up and running and working well.  
 
The Committee referred to action B2 where we are reviewing the structure and remit of 
Equipment & Logistics team, we have been looking at other services to benchmark our current 
structures. The Committee noted that it  appears to be problematic getting responses from other 
organisations in relation to this and questioned if it is therefore necessary to continue down this 
route. SO’D advised that we are not getting much back from these organisations and they are 
not seen as exemplary. SO’D will discuss with the head of function other ways to move this 
forward.  
 
The Committee asked SO’D if there are signs that within Procurement we are a more compliant 
organisation now. SO’D feels that the organisation was largely compliant, the issue was people 
become frustrated with the lack of progress within the team and we are now doing better with 
this. The final report will be brought back to the next meeting for sign off. 
 

ACTION:  SO’D 
 
c) Internal Audit Action 2013/14 – IT Security Arrangements  
SO’D advised the purpose of the report is to provide the Committee with an update and to provide 
assurance that cyber security is under control. Point 3.5 in the report has highlighted a need for 
greater visibility, this would be drawn into the 2018/19 annual accounting.  
 
EXTERNAL AUDIT 
CJ provided a brief update. Planning for 2018/19 has only begun this week and meetings are 
taking place with key officers onsite. CJ advised currently External Audit are refreshing their 
understanding of the organisation and ensuring they are aware of any changes. The plan would 
be presented at the next ARAC meeting in March. CJ wanted to bring IFRS 15 to the attention 
of the Committee, this is a new revenue standard and also there is IFRS 9 which is a new financial 
instrument.  There will be changes to the accounting policies that will be presented but it is not 
expected that there would be any impact on the figures that are presented.  
 

ACTION:  CJ 
 
GIFTS, HOSPITALITY AND INTERESTS POLICY – QUARTERLY UPDATE 
The Committee noted the report. 
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10. 
   
10.1 
 
 
 
 
 
 
10.2 
 
 
 
 
 
 
11.    
 
11.1  
 
 
 
 
 
 
 
 
 
11.1.2       
 

 
11.1.3 

 
11.1.4 

 

 

 

11.1.5 

 

 

 

 

 

ANNUAL GOVERNANCE STATEMENT – IMPROVEMENT ACTION PLANS MID-YEAR 
REVIEW 
AC presented a report to the Committee providing an overview of the action plan noting the 15 
reasonable and 5 limited assurances. As of October 2018 there are 6 substantial and 10 
reasonable and limited assurances. The responsibility for addressing these would be monitored 
through CAB and also this Committee. A further update would be given at the end year review. 
The Committee are asked to note the report and agree that the report is only seen again on an 
exceptions basis where targets have not been met or are required to be extended. 
 
The Committee noted that there is some slippage with the proposed completion dates. There is 
nothing that is overly concerning, however it may be a concern if this is still the case at the next 
ARAC meeting. AC advised that the update is given as of October 2018 and not at present.  
 
The Committee noted the report and are in agreement that it would only be seen again on 
an exceptions basis. 
 
PERFORMANCE IMPROVEMENT FORUM AUDIT SCOTLAND: THE SCOTTISH FIRE AND 
RESCUE SERVICE MAY 2018 ACTION PLAN UPDATE 
RH gave background on the Performance Improvement Forum (PIF). It was created soon after 
the Scottish Fire and Rescue Service (SFRS) came into being. The PIF’s primary function is to 
undertake action plans in relation to reports coming from HMFSI and also Audit Scotland. The 
PIF meets quarterly and each quarter around half of the ongoing action plans are discussed and 
each plan is updated every 6 months. The action plan at Appendix A on this report was originally 
presented to ARAC on 9th October 2018, therefore it was not scheduled to be seen at ARAC 
again until the next meeting. RH felt that due to this being a new action plan it would be 
appropriate to give this to the committee earlier, which is why it is being brought to the committee 
today.  
 
RH advised there are 7 actions now complete, 23 on track and 5 that are slipping a little but not 
of great concern. There is 1 action sitting at red and this is unlikely to be completed by the target 
date, this action is linked to the Equality Impact Assessment (EIA) and a review has been 
undertaken on the overall EIA process, the action surrounding this has been delayed as a result 
of that review.  
 
ARAC is asked to note the establishment and update of this action plan and to endorse it as part 
of the PIF reporting cycle. RH would also like to hear the Committees views on how they would 
like the information presented in the future. The Committee agreed that it would want to see the 
report onthe PIF come back to the Committee.  
 
The Committee commented that recommendation 5 from Audit Scotland appeared straight 
forward and asked why the action cannot be completed on time and whether interim 
arrangements could be considered. The Committee would also like to see some of the main 
considerations of an EIA included in the papers for the Board and also a link provided to the full 
assessment for viewing if required. This should then mean that the recommendation from Audit 
Scotland can be marked as complete.  
 
The Committee referred to recommendation 1B and felt that the actions in response to this did 
not really match up with the recommendation. RH advised the general recommendation was for 
SFRS to increase its pace to reform and implement plans for transforming into a more flexible, 
modern service, in particular the delivery and implementation of the transformation programme. 
RH advised the recommendation has been separated out and there are actions specifically 
related to the transformation programme. The recommendation has been split into 1, 1a and 1b. 
It has been realised that in order to deliver service transformation and complete this 
recommendation several aspects of the organisation would have to make improvements.  
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11.6  

 

11.7 

 

11.8 

 
12   
12.1 
 
12.1.2 

 

12.1.3 

 

 
12.1.4 

 

 
12.1.5 

 

 
12.1.6 

 

 
12.2 

 

 

 

 

The Committee asked for an update on plan referred to in action at recommendation 1c. SO’D 
advised the work on the strategy is close to completion and in terms of an Asset Management 
plan this would be addressed through the 3 year Capital programme?. 
 
The Committee recognised the value of an action plan that addresses broader issues, however, 
it should be made clear exactly what action is being taken in order to address the 
recommendations that have been made.   
 
The Committee request that the full plan be brought to the next meeting.  

ACTION - RH 
 
INTERNAL CONTROLS UPDATE 
a) Strategic Risk Register 
 
SO’D advised the Strategic Risk Register is brought to the Committee today to bring an update. 
Paragraph 3.2 highlights the areas where there have been significant changes. There are some 
risks that have increased and 1 new risk identified. 
 
With reference to 3.2.5, CR1.2 where it states resources and capacity are unavailable due to 
financial pressures and refers to additional support being required to manage this risk, the 
Committee asked what additional support this would be. SO’D to update the Committee at the 
next meeting. 
 

ACTION – SO’D  
 
With reference to CR5.3 this relates to failure to comply with Health, Safety and Welfare 
legislation. The Committee asked that in future the word descriptors are always included, SO’D 
will ensure this happens going forward. LB feels this seems like a serious issue and would expect 
it to be sitting higher than a 16. SO’D suggested it might be useful to select this risk for a spotlight 
report. The Committee would like to see this as a spotlight report at the next meeting. 
 

ACTION – BST 
 
The Committee noted that it would be useful to have some explanation given when a risk is 
increased or decreased and reasons given as to why this has happened. SO’D agreed and would 
come back to the Committee to provide explanations and would include narrative going forward. 
 

ACTION: SO’D  
 
The Committee referred to CR1.2, looking through the register there is nothing that mentions the 
broader capacity and capability of the senior workforce. The Committee felt that there should be 
something specifically referencing this risk. SO’D agreed and would seek to include this on the 
register.  
 

ACTION – SO’D. 
 

i. Spotlight Reports 
CR5.5: Information Governance GDPR 
CW gave an overview of the risk highlighting the following key areas: 

 General Data Protection Regulations came into effect May 2018 along with a new 
Data Protection Act. 

 Organisations are required to tighten up how data is handled and more rights have 
been awarded to individuals. 

 SFRS started looking at this around 18 months prior to GDPR coming into effect. 
 Assessed what higher risks would be and included them on Corporate Risk Register 

and also monitored at a lower level such as CAB. 
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12.2.1 

 

12.2.2 

 
12.2.3 

 

 
12.3 

12.3.1 

 
12.3.2 

 

 

 

 

 

 

 Non-compliance could bring severe financial penalties as well as reputational 
damage. 

 Information Asset Register is a key document the organisation utilises in order to 
display our governance and accountability and what we do with data.  

 Any new project or process within the organisation must give consideration to privacy 
impact, there are templates available to fill in to assess this. 

 Gap analysis is being done. 
 Action Plan is being worked on and being updated regularly, there are a number of 

key actions hoping to get signed off by Internal Audit next week. 
 Working group is in place in order to ensure everyone knows what they should be 

doing and the correct information is being filtered throughout the organisation.  
 Information sharing protocols are being worked up and training is being organised 

with local area liaison officers.  
 CW feels the organisation is in a good place and a bit ahead of the game, other 

organisations have requested to use our templates for processes, etc.  
 Since May there have been 4 data breaches and these are monitored on a 

spreadsheet. Only 1 having to be reported to the Commissioner who decided no 
further action required was required.  

 
The Committe asked for clarification on a third party data breach. CW advised that the 
commissioner would look at each of the controls in the process and as long as we have followed 
all procedures correctly we would not be held accountable. 
 
The Committee asked if the deadline extension given to be compliant by the end of December 
2018 was a hard deadline. CW advised that this was not a hard deadline, the Service were in 
regular communication with the Commissioners Office and were able to show that progress was 
being made towards being fully compliant.   
 
The Committee asked whether training and awareness raising of GDPR was being considered. 
CW advised there is an e-Learning package which is ready to launch. There is some media to 
go out before hand to make everyone aware that the package is being released and it would be 
mandatory for everyone within SFRS. There would be posters going up and information would 
be put on the iHub. There would also be targeted training with individuals face to face. The 
Committee recommended that a deadline be set for all employees to complete the e-Learning 
package.  The Committee thanked CW for a comprehensive overview of the work being 
undertaken to mitigate this key risk. 
 
CR8:7 Failure to give appropriate consideration to SFRS reputation in the corporate decision 
making process. 
MMcA advised this would be a topic worth following up once the new Head of Communications 
is in place hopefully by late summer. This item was added to the register without the knowledge 
of MMcA. Going forward MMcA feels Directors should be made aware of new items being added 
to the Risk Register. 
 
MMcA gave an update on the risk and highlighted key points below. 

 Corporate decision making process would extend from Board down to what happens in 
stations. 

 Work required within the organisation to strengthen the decision making process. 
 Focus has been on establishing relationships between SFRS and external organisations 

and a substantial amount of work to establish positive relationships with the media.  
 Staff survey results have come back and workshops are being setup to engage with staff 

and get feedback.  
 Going forward an effort will be made to communicate with staff in the right way, 

communicating and engaging with staff rather than just communicating to staff.  
 Key areas that could damage the reputation of the organisation are service delivery and 

firefighter safety. 
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12 .4  
12.4.1 

 
13   
13.1 

13.2 

14 
14.1 
14.1.1 
 

 
14.1.2 
 
 
14.2 
14.2.1 
 
15 
15.1 
 
 
 
15.2         

 

 Open processes, transparency and adequate governance would assist with making good 
organisational decisions and this would help to build up a good reputation within SFRS. 
 
 

b) Anti-fraud 
SO’D advised there is nothing of note and if any issues arise the Committee would be made 
aware.  

 
REPORTS FOR NOTING 
a) Scottish Government IAD Bulletin October 2018 
 
The Committee note the report. 
 
FORWARD PLANNING 
a ) Committee Rolling Forward Plan Review 
The Committee had previously asked for the plan to be a rolling plan, TW is now content with 
the layout of the plan. 
 
CR5.3 – Failure to Comply with Health, Safety and Welfare Legislation, this risk will be brought 
to the next meeting as a spotlight report. 
 
b) Items for Consideration at Future IGC, Board and Strategy Days meetings. 
None.  
 

DATE OF NEXT MEETING 
Thursday 27 March 2019 at 1000hrs 
Braidwood Suite, SFRS Headquarters, Westburn Drive, Cambuslang, G72 7NA 
 

 There being no further matters to discuss the public meeting closed at 12:15. 
 
PRIVATE SESSION 

16 
16.1 
16.2 
 
17 
17.1 
 
18 
18.1 
 
 
 
18.2 
 
19 
19.1 
 
 
19.2 

MINUTES OF LAST PRIVATE MEETING 
a) 11 September 2018 – Minutes accepted as accurate account. 
b) 9 October 2018 – Minutes accepted as accurate account. 
 
ACTION LOG 
2 items on the action log and these are both complete. No observations. 
 
BEST VALUE REVIEW OF INTERNAL AUDIT 
The report was brought to advise the Committee regarding the outcome of the best value review 
of internal audit services, and to seek the Committees recommendation to the Accountable 
Officer. 
 
The Committee supported the recommendation to the Accountable Officer. 
 
HMRC COMPLIANCE VISIT 
The report was brought to the Committee to provide an update on the progress following an 
HMRC compliance visit in November 2016. 
 
The committee noted the update. 
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AUDIT AND RISK ASSURANCE COMMITTEE  

ROLLING ACTION LOG 

 

Background and Purpose 

A rolling action log is maintained of all actions arising or pending from each of the previous meetings of the Committee. No actions will be 
removed from the log or there completion dates extended until approval has been sought from the Committee. 

The status of actions are categorised as follows: 

 

 

 
Actions/recommendations 
Currently the rolling action log contains 12 Actions.  A total of 11 of these actions have been completed. 
 
The Committee is therefore asked to approve the removal of the 11 actions noted as completed (Blue status), note the 1 actions categorised as 
Green status and note no actions categorised as Yellow status on the action log. 

Agenda 
Item 6 
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AUDIT AND RISK ASSURANCE COMMITTEE  

ROLLING ACTION LOG 

Minute 
Ref 

Action Lead 
Due 
Date 

RAG 
Status 

Completion 
Date 

Position Statement 

Meeting Date:  9 October 2018      

7.2.5 SFRS Internal Audit Progress Report 
2018/19: The Committee raised concerns 
about the trend of extending and 
outstanding actions. They suggested 
further narrative may be useful to explain 
the reasons for delays. SO’D advised she 
would bring a report to the next meeting to 
explain in detail the reasons for delay on 
the two 2013/14 actions that are in red. 
Template to be updated to include further 
narrative. 

SO’D 
January 
2019 

 March 2019 

Update (17/01/19):  Update report on the 
IT Security Arrangements is on the 
agenda for the January 2019 meeting.  
Update report on Technology One – 
Security & Administration to follow. 
Completed 27/03/19: Update report on 
Technology One Security & 
Administration is on the agenda for the 
March 2019 meeting. 

 

Minute 
Ref 

Action Lead 
Due 
Date 

RAG 
Status 

Completion 
Date 

Position Statement 

Meeting Date:  17 January 2019      

5.1 Minutes of Last Meeting: GG pointed out 
an issue with 10.1.2; Internal Audit draft 
the report prior to getting it signed off not 
Internal Governance.  

BST 
March 
2019 

 Jan 2019 

Complete 17/01/19: Minutes updated as 
per comment from GG 

5.2 Minutes of Last Meeting: JM noted 
10.1.3 the last sentence, JM reviewed the 
Scottish Governments approach to GDPR 
a few months back, should be amended to 
Scottish Government Internal Audit. 

BST 
March 
2019 

 Jan 2019 

Complete 17/01/19: Minutes updated to 
reflect comments from JM. 
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7.1.5 SFRS Internal Audit: Recommendations 
to be looked at to assess if they have 
been superseded and tracker to be tidied 
up. SO’D/JT 

March 
2019 

 March 2019 

Completed 27/03/19:  A further review 
was undertaken and confirmed that all 
outstanding recommendations are still 
relevant.   Tracker has now been revised 
and includes more detail on 
recommendations as requested by 
ARAC. 

7.2.5 SFRS Service Improvement Strategy: 
RH will provide an update on the issue 
around recommendation 3, discussion to 
take place with CAB around the 
governance arrangements. 

RH 
March 
2019 

 March 2019 

Completed 27/03/19: This 
recommendation was raised at the 
Corporate Assurance Board (CAB) 
meeting on 14 February 2019.  CAB 
agreed that they should provide oversight 
in relation to the implementation of the 
Service Improvement Strategy and 
supporting programme.  In particular, 
CAB will authorise any future 
amendments to the programme. 

7.4.4 Audit of Procurement of Fire Kit and 
PPE – Action Plan Update: The final 
report will be brought back to the next 
meeting for sign off. 

SO’D 
March 
2019  

 March 2019 

Completed 27/03/19: Final report on the 
agenda for the March 2019 meeting. 

8.1 External Audit: The 2018/19 action plan 
will be presented at the next ARAC 
meeting. 

CJ 
March 
2019 

 March 2019 
Completed 27/03/19: 2018/19 Action 
Plan will be presented at the meeting. 

11.8 PIF Audit Scotland: SFRS May 18 
Action Plan Update: The Committee 
request that the full action plan be brought 
to the next meeting.  RH 

June 
2019 

  

Update 27/03/19: Audit Scotland Action 
Plan updates are provided to the 
Committee on a six-monthly basis.  The 
next update will therefore be presented 
on 13 June 2019.  This will take the form 
of the full updated action plan being 
presented. 



NOT PROTECTIVELY MARKED 

ARACActionLog Page 4 of 5 20/03/2019 

 

12.1.3 Internal Controls Update: With reference 
to 3.2.5, CR1.2 where it states resources 
and capacity are unavailable due to 
financial pressures and refers to additional 
support being required to manage this 
risk, the Committee asked what additional 
support this would be. SO’D to update the 
Committee at the next meeting. 
 

SO’D 
March 
2019 

 Jan 2019 

Complete 17/01/19: Fire Safety 
Enforcement Officers and Auditing 
Officer’s currently have an enforcement 
establishment figure of 84. Foreseeable 
circumstances such as retirements and 
secondments impact this figure as well 
as unforeseen circumstances. Due to 
skillset required succession planning is 
complex and recently experienced 
occasions where LSO areas have been 
unable to fill enforcement vacancies for 
prolonged periods. This has resulted in 
an increase in the probability rating. To 
mitigate the risk we have implemented 
peripatetic deployments from 
neighbouring LSO teams and from within 
the P&P Directorate. P&P have also 
developed a monthly enforcement 
progress report to support local FSE 
performance management. This support 
will be ongoing.  

12.1.4 Internal Controls Update: CR5.3 failure 
to comply with Health, Safety and Welfare 
legislation has been requested by the 
committee as a spotlight report for next 
meeting. 

SO’D 
March 
2019 

 March 2019 

Completed 27/03/19: In agreement with 
the Chair, it has been decided that this 
risk was more pertinent with the Staff 
Governance Committee. 

12.1.5 Internal Controls Update: The 
Committee noted it would be useful to 
have explanation given when a risk is 
increased or decreased and reasons why 
this has happened. SO’D agreed and will 
come back to the Committee to provide 
explanations and will include narrative 
going forward. 

SO’D 
March 
2019 

 March 2019 

Completed 27/03/19:  All future reports 
to ARAC will identify the reason for any 
change to the risk rating. 
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12.1.6 Internal Controls Update: CR1.2, looking 
through the register there is nothing that 
mentions the broader capacity and 
capability of the senior workforce. The 
Committee felt that there should be 
something specifically referencing this 
risk. SO’D agreed and will include this on 
the register.  

SO’D 
March 
2019 

 March 2019 

Completed 27/03/19: A new corporate 
risk will be added to the Strategic Risk 
Register and reported to the March 
Committee. 
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 Paper no:   C/ARAC/10-19 

Meeting date:  27 March 2019 

Agenda item:  7a 

 
 

 
Purpose: For comment and approval. 

 
 

 
Title:                    
 

 
SCOTTISH FIRE AND RESCUE SERVICE:   
INTERNAL AUDIT PROGRESS REPORT 2018/19 
 

 
 
1. Purpose 
 
1.1. For information and comment. 
 
2. Key Messages 
 
2.1. The 2018-19 audit programme is on track to be delivered in full for the tabling of our 

annual assurance opinion at the June Scottish Fire and Rescue Service (SFRS) Audit 
and Risk Assurance Committee (ARAC). 
 

2.2. Proposals for the 2019-20 SFRS audit programme are tabled separately. 
 
 
3. Action Required 
 
3.1. Members are invited to note the range of IAD activities since January 2019, offer any 

comments and otherwise note the report.  
 

Jim Montgomery Gary Gibb 

Senior Internal Audit Manager Internal Audit Manager 

 
 
  



NOT PROTECTIVELY MARKED 

ARAC/Report/InternalAuditProgressRport Page 3 of 11 Version: 1.0 15/03/2019 

4. Introduction 
4.1. This paper provides Members with a summary of Internal Audit Directorate‘s (IAD’s) 

activities in the Scottish Fire and Rescue Service (SFRS) since the Committee’s last 
meeting in January 2019.  

 
5. 2018-19: Main Assignments 
 
5.1. The 2018-19 Plan, as approved at the March 2018 ARAC meeting and subsequently 

revised at the January 2019 ARAC meeting, comprised of seven reviews, the progress 
against each of which is shown in Table 1 below.  
 

5.2. Since the January 2019 ARAC members will wish to note that we have concluded two 
reviews, namely, Information Governance follow up and Purchasing Card 
arrangements, with the final reports circulated.  
 

Table 1:  2018-19 Main Audit Assignments 
 

Audit Title  
 

Status 

Information Governance  Final Report issued – Reasonable Assurance 
 Follow Up Report issued – Substantial 

Assurance 
Corporate Governance – Board 
and Committees 

 Final Report issued – Reasonable Assurance 

Corporate Governance – External 
engagement  

 Fieldwork in Progress 
 Forecast to Report ARAC: Jun 2019 in view of 

availability of external stakeholders 
Performance Management 
Reporting 

 Deferred for consideration in 2019-20 
 

Transformation Programme 
 

 Deferred for consideration in 2019-20 
 

Improvement Strategy 
 

 Final Report issued – Reasonable Assurance 

Internal Audit Processes 
(Advisory) 

 SFRS Audit Charter drafted and submitted for 
consideration. No further work planned. 
 

Purchasing Card Arrangements  Final Report issued – Limited Assurance 
 

Brexit Preparations  Fieldwork in Progress 
 Forecast to Report ARAC: Jun 2019 

 
 
6. Follow–Up Activity 
 
6.1. Our follow-up activity has also found that SFRS management had taken or were in the 

process of taking, appropriate action to implement recommendations that we had 
made in previous reviews. In light of suggestions from members, we have revised the 
format of the follow up table at Appendix A which provides an indication of the 
progress status towards implementing high and medium priority recommendations. 
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6.2. We continue to meet regularly with the Director of Finance and Contractual Services 
in respect of the follow up activity, which continues to have a positive effect in respect 
of influencing progress with the implementation of recommendations.   

 
7 2019-20 Audit Planning 
 
7.1. Further to our recent meetings with the Chief Officer, Director of Finance and 

Contractual Services and their subsequent discussions with the ARAC Chair, 
proposals for the 2018/19 Audit programme are provided within the Audit Plan paper, 
tabled separately. 

 
8 Advisory and Other Services 
 
8.1. IAD continues to be involved in providing ad hoc controls advice to SFRS including 

investigation of any potential fraudulent activity, with work progressing in this area. We 
have been involved in the development of an Anti-Fraud Training module in conjunction 
with the Learning Content Team with a view to having the module available to SFRS 
staff by the end of March 2019. In addition, investigative work on potential data 
matches is progressing as part of the 2019-20 National Fraud Initiative Exercise. 

 
9. Strategic Matters and Insights 
 
9.1. SG IAD continues to make good progress in implementing our quality improvement 

programme, which subsumed the outstanding actions from the 2016 Strategic Review 
of IAD by EY. We recently commissioned the Institute of Internal Auditors (IIA) to 
undertake an external quality assessment against Public Sector Internal Audit 
Standards, which is required every five years. The assessment is almost complete and 
the results will be will be reported to the June meeting of the Committee. 

 
9.2 SG IAD has developed a business case and received approval to procure a co-

sourcing arrangement with a professional firm to provide a sustainable solution to our 
recurring resourcing challenges. We have recently conducted a recruitment exercise 
for permanent staff to fill a number of vacancies, which has been reasonably 
successful, but still leaves us with some vacancies, which we will continue to address 
through the temporary contractor market. 

 
9.3 Following a review to determine a new assurance model which could provide a more 

streamlined assurance journey for projects, and a more robust and integrated 
corporate assurance model for the Scottish Government, it has been agreed that from 
April 1st 2019 a new Directorate will be formed which will encompass Internal Audit, 
Project & Programme Management – Centre of Expertise, the Office of the Chief 
Information Officer and the Scottish Government’s Data Protection Officer.   This new 
Directorate will be headed by the Director of Internal Audit and whilst the independence 
and accreditations of each of the individual functions will be maintained, there will be 
a closer alignment between the work of each of the assurance providers, with a more 
joined up approach to the identification of key risks, the communication of findings and 
a reduction in the duplication of assurance work undertaken on major projects. 
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9.4 Our latest Quarterly Bulletin (attached) provides a review of Assurance opinions 
delivered for 2017-18, an update on the improvements made to the Internal Audit 
Directorate Service and links to further information which may be of interest.  

 
Internal Audit 

Directorate - Quarterly Bulletin - January 2019.pdf
 

 
10 Conclusion 
10.1  Members are invited to note and provide any comments on the paper.  
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APPENDIX A 
 

 

 

Reviews Containing High/Medium Recommendations not yet fully implemented 
 
 
 
 

Summary of 
Recommendations 

Total 
No 

Due Superseded Fully Implemented Part Implemented/ In Progress Not Implemented 

High Medium High Medium High Medium High Medium 

Total 46 44 0 0 5 21 6 12 0 0 

Percentage of total Due 
0% 0% 11% 48% 14% 27% 0% 0% 

 
 
 

 

GREEN Action within Revised date 

AMBER Action out with original/revised date less than 1 month 

RED Action out with original/revised date by over 1 month 
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2015/
16 

iTrent Roll out & Centralised Controls 

Total No No Due Superseded Fully Implemented Part/In Progress Not Implemented 

High Medium High Medium High Medium High Medium 

5 5 0 0 0 4 1 0 0 0 

Rec 2 

Centralised Payroll Controls 

Introduce a system of spot checks of source documentation including a timescale of checks to ensure all Service 

Delivery Areas/Directorates are included and persons responsible for spot checks are identified.  In addition, 

actions to take in the event of errors being found, including escalation process, should be recorded as well as 

action in the event that a fraud is suspected.  This should be detailed in line with the SFRS Anti-Fraud Policy and 

Fraud Action Plan. 

Action Date Due Agreed Revised 

Date 

% Completed Priority 

31 December 

2016 
30 June 2019 85% HIGH 

Comments on Recommendations Part & 

Not Implemented 
Work in conjunction with HR has been ongoing to introduce checking in respect of permanent pay elements.  Capacity is an issue within HR and Finance and therefore temporary 

element spot checking has still to be addressed but should be progressed with the roll out of the new RDS payments system.   

 

 

 

2016/17 iTrent Centralised Controls - Extended 

Total No No Due Superseded Fully Implemented Part/In Progress Not Implemented 

High Medium High Medium High Medium High Medium 

6 6 0 0 2 3 0 1 0 0 

Rec 4 
Access to electronic spreadsheets should be restricted to relevant level of personnel and access permissions should be 

kept up to date. 

Action Date Due Agreed Revised Date % Completed Priority 

31 December 2017 30 June 2019 85% MEDIUM 

Comments on Recommendations Part & 

Not Implemented 
An email was sent from Accounting Manager to instruct users to lock permissions to spreadsheets but confirmation still required that these are now being properly managed. 
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2016/17 Strategic Planning & Delivery 

Total No No Due Superseded Fully Implemented Part/In Progress Not Implemented 

High Medium High Medium High Medium High Medium 

4 4 0 0 0 3 0 1 0 0 

Rec 4 
SFRS Senior Management should ensure there is sufficient oversight and resources to deliver the ICT solutions 

required. 

Action Date Due Agreed Revised Date % Completed Priority 

31 March 2018 31 March 2019 75% MEDIUM 

Comments on Recommendations 

Part & Not Implemented 
The procurement has been completed and work is now underway with ICT to ensure the PMS is put onto the SFRS iCloud.   

 

2016/17 Support Staff Training & Planning 

Total No No Due Superseded Fully Implemented Part/In Progress Not Implemented 

High Medium High Medium High Medium High Medium 

3 3 0 0 0 2 0 1 0 0 

Rec 2 
TED should agree and set up a system to capture MI, provide resources to cleanse data records and agree KPI’s to 

inform data collection requirements. 

Action Date Due Agreed Revised Date % Completed Priority 

28 February 2018  80% MEDIUM 

Comments on Recommendations 

Part & Not Implemented 

A system to capture MI has been agreed with HR as part of annual appraisal process and the information will be captured in iTrent.  Consultation has taken place with Chair of 

SGC around KPIs and agreed at this time there would be no benefit however awaiting confirmation before action can be closed. 

 

2016/17 Workforce & Succession Planning & Recruitment 

Total No No Due Superseded Fully Implemented Part/In Progress Not Implemented 

High Medium High Medium High Medium High Medium 

3 3 0 0 2 0 0 1 0 0 

Rec 2 
POD Management should ensure that the workforce plan is developed within the agreed timescale and the impact of 

any delays are monitored & reported. 

Action Date Due Agreed Revised Date % Completed Priority 

31 August 2017  100% MEDIUM 

Comments on Recommendations 

Part & Not Implemented The Workforce Plan is currently with the Director of SPPC to agree the governance route and how the plan will be implemented. 
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2017/18 
Corporate Responsibility Arrangements (Health & 
Safety) 

Total No No Due Superseded Fully Implemented Part/In Progress Not 

Implemented 

High Medium High Medium High Medium High Medi

um 

5 5 0 0 0 1 0 4 0 0 

Rec 1 
The current governance arrangements are reviewed to ensure that health and safety matters are given appropriate 

oversight at SLT and also committee level to ensure visible leadership and support to embed a health and safety 

culture across SFRS in line with strategic objectives and best practice from HSE. 

Action Date Due Agreed Revised Date % 

Completed 

Priority 

31 December 2018 31 May 2019 100% MEDIUM 

Comments on Recommendations 

Part & Not Implemented 
Director of POD has agreed to provide highlight reports following the NHSWB meetings to the SLT on relevant matters.  The Director of POD will also refer matters to the 

SGC when required.  Awaiting evidence to close. 

Rec 2 

The agenda for the NHSB is revised to ensure that it adds value for SFRS and attendees by focusing upon emerging 

risks and issues as well as performance information.  

In line with recommendation 1, consideration should also be given to widening the distribution of minutes from this 

meeting to SLT 

Action Date Due Agreed Revised Date % 

Completed 

Priority 

31 October 2018 31 May 2019 100% MEDIUM 

Comments on Recommendations 

Part & Not Implemented 

The TOR for the NHSWB meetings has been reviewed and awaiting approval.  The revised TOR focuses on emerging risks and performance information and relevant 

information will be passed to SLT through highlight reports from Director of POD. Awaiting formal approval to close. 

Rec 6a 

Consideration to be given to reporting progress on actions from significant events to the SLT and through this forum 

to the Service Delivery Committee in order that governance is enhanced with action owners held accountable for 

achieving the agreed actions.  It is also recommended that an annual summary of progress of the actions in relation 

to significant events is presented to the SFRS Board. 

Action Date Due Agreed Revised Date % 

Completed 

Priority 

31 Dec 2018 30 June 2019  MEDIUM 

Comments on Recommendations 

Part & Not Implemented The ownership of significant events will move to the Health and Safety Forum from 01/04/19 and the reporting route will then be agreed. 

Rec 6b 
Reinstatement of the HSW Department’s audit process is essential to ensure that monitoring and review of actions 

from significant events is supported with an expert assessment of the progress with reporting to senior managers to 

increase oversight 

Action Date Due Agreed Revised Date % 

Completed 

Priority 

31 Dec 2018 30 September 2019  MEDIUM 

Comments on Recommendations 

Part & Not Implemented 
This action is currently on hold due to staff vacancies.  A post is currently being advertised and a review of the process is being undertaken. 
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2017/18 Fuel Management Arrangements 

Total No No Due Superseded Fully Implemented Part/In Progress Not Implemented 

High Medium High Medium High Medium High Medium 

8 8 0 0 1 2 4 1 0 0 

Rec 3 
The Procedure for Fuel Sites should be reviewed and updated to ensure that fuelling requirements are explicit and 

there is sufficient detail to enhance internal controls. Consideration of renaming the procedure to provide clarity that 

it details the requirements for all types of fuelling. 

Action Date Due Agreed Revised 

Date 

% Completed Priority 

31 August 2018 31 March 2019 90% HIGH 

Comments on Recommendations 

Part & Not Implemented The procedure for fuel sites has been updated and has been reviewed by Internal Audit with comments for consideration in the final version. 

Rec 5 A procedure for requesting, issuing and monitoring the use of chip and pin and bearer cards is developed 

Action Date Due Agreed Revised 

Date 

% Completed Priority 

31 January 2019 31 March 2019 90% MEDIUM 

Comments on Recommendations 

Part & Not Implemented 
The chip and pin procedure has been included within the updated procedure for fuel sites and will be issued when the final version has been agreed. 

Rec 6 
A procedure for adding and deactivating users from the fuel management system should be introduced and a cleanse 

of existing data performed to ensure that only personnel who require to withdraw fuel for their job role are active. 

PINs should be hanged to a standard format to aid the monitoring and investigation of usage.  

Action Date Due Agreed Revised 

Date 

% Completed Priority 

31 October 2018 30 April 2019 100% HIGH 

Comments on Recommendations 

Part & Not Implemented The procedure for adding and deactivating users is in development. 

Rec 7 
An agreed schedule of monitoring and reporting should be developed to ensure that appropriate monitoring of fuel 

usage is performed and any discrepancies investigated and recorded. There should also be an agreed reporting 

process for issues identified and an escalation process for remediation of issues 

Action Date Due Agreed Revised 

Date 

% Completed Priority 

31 October 2018 31 May 2019 100% HIGH 

Comments on Recommendations 

Part & Not Implemented 

A schedule of reports has been created and will be issued monthly to DACOs and Directorates from May however guidance on reporting and remediation of issues requires 

to be developed. 

Rec 8 
When updating the Procedure for Fuel Sites, the requirement to fully complete logbooks should be explicitly detailed 

along with a requirement for periodic review by local management to ensure that the procedure is being followed 

Action Date Due Agreed Revised 

Date 

% Completed Priority 

31 July 2018  100% HIGH 

Comments on Recommendations 

Part & Not Implemented 
A GIN was issued with the rollout of drivers logbooks however there was no mention of requirement for periodic review to ensure procedure is being followed.  The Head of 

Asset Management will action. 
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2017/18 ICT Security of SFRS Systems 

Total No No Due Superseded Fully Implemented Part/In Progress Not 

Implemented 

High Medium High Medium High Medium High Medium 

6 4 0 0 0 2 1 1 0 0 

Rec 4 Staff should be required to complete Data Protection and Information Security e-learning annually. 

Action Date Due Agreed Revised Date % 

Completed 

Priority 

31 December 2018 31 March 2019 20% MEDIUM 

Comments on Recommendations 

Part & Not Implemented 

A training programme including review of training material and how the learning can be made assessable will be discussed at the March Digital Steering Group in order to 

progress the action. 

Rec 5 Ensure the SFRS Document Security Policy aligns with SG and wider UK Government requirements. 

Action Date Due Agreed Revised Date % 

Completed 

Priority 

31 January 2019 31 March 2019 50% HIGH 

Comments on Recommendations 

Part & Not Implemented Policy to be submitted to SMT in April for approval. 

 

2018/19 Corporate Governance – GDPR (Part 1) 

Total No No Due Superseded Fully Implemented Part/In Progress Not 

Implemented 

High Medium High Medium High Medium High Medium 

6 6 0 0 0 4 0 2 0 0 

Rec 5 
The Information Governance Group should ensure that the Information Governance Manager is supported in 

ensuring that actions to meet GDPR compliance are progressed and there is an escalation to CAB if necessary. 

Action Date Due Agreed Revised Date % Completed Priority 

31 October 2018 30 April 2019 50% MEDIUM 

Comments on Recommendations 

Part & Not Implemented The new Head of Corporate Governance is scheduling a meeting in April and action will be progressed at this time. 

Rec 7 The requirement for secure e-mail should be reviewed and a solution to ensure adequate availability is sought. 

Action Date Due Agreed Revised Date % Completed Priority 

31 October 2018 30 April 2019 80% MEDIUM 

Comments on Recommendations 

Part & Not Implemented The business case for secure email was approved by the SMT and will now go to the SLT for a final decision. 
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 Paper no:   C/ARAC/11-19 

Meeting date:  27 March 2019 

Agenda item:  7b 

 
 

 Purpose: For information and 
comment. 

 
 

 

Title:                    

 

 

SCOTTISH FIRE AND RESCUE SERVICE:   
DRAFT INTERNAL AUDIT PLAN 2019-20  
 

 
 
Purpose 
For information and comment. 
 
 
Key Messages 

 Planned Internal Audit Programme for 2019-20 comprises six main reviews. 
 
 
Action Required 

 The Committee is invited to consider the proposed Internal Audit Plan and offer any 
comments on the paper. 

 
 
Jim Montgomery Gary Gibb 
Senior Internal Audit Manager Internal Audit Manager 
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Introduction 

1. This paper provides Members with the opportunity to consider proposals for the 2019-

20 Internal Audit Plan. 

Standards 

2. Our work is undertaken in accordance with UK Public Sector Internal Audit Standards 

(PSIAS), the Institute of Internal Auditors (IIA) International Professional Practices 

Framework (IPPF), and with the standards set out in the Scottish Public Finance Manual 

(SPFM). These standards require us to establish an annual risk-based plan that is 

consistent with Scottish Fire and Rescue’s (SFRS) objectives and will enable us to reach 

an objective assurance opinion supported by sufficient, reliable and relevant evidence. 

Planning Process 

3. To develop our risk-based proposals, we reviewed key documents, including SFRS’s 

Strategic Plan, Operating Plan, Strategic and Directorate Risk Registers. We consulted 

with the Chief Officer and Director of Finance and Contractual Services who in turn 

consulted with the Chair of SFRS Audit and Risk Assurance Committee. Finally, to 

ensure proper coverage, minimise duplication of effort and comply with the principles of 

integrated assurance, we took into consideration HM Fire Service Inspectorate audit 

plans and SFRS’s plans to seek assurance from self-assessment reviews, 2nd party 

reviews and 3rd party reviews. Finally, we framed our proposals in the context of our 

historical coverage of SFRS’s governance, risk and control environment.  

Proposals 

4. Our proposals for 2019-20 comprise of six assurance assignments. The details are set 

out at APPENDIX A, together with related risks, outline scopes and indicative timings. 

These proposals are set against the backdrop of SFRS’s intention to terminate the 

current co-sourced arrangement with Scottish Government’s Internal Audit Directorate 

and procure  a new Internal Audit service, effective from 2020-21. This will require all of 

our 2019-20 plan to be complete and our annual assurance opinion to be provided by 

31 March 2020. As Members will note, we have a placeholder review within the 

proposals and would welcome views on what this might cover. We will provide detailed 

Terms of Reference for each assignment nearer the time and are grateful for senior 

management’s support in ensuring that the relevant managers and staff have sufficient 

notice of proposed work, so they can plan accordingly. We shall endeavour to ensure 

that the phasing of our work is spread as evenly as possible across the audit year, 
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bearing in mind the need for us to exit on 31 March 2020. We acknowledge the volatile, 

uncertain, complex and ambiguous nature of the operating environment for public bodies 

and the potential need for some flexibility in the plan. Where circumstances permit, we 

will therefore consider in-year requests to alter the plan. 

5. Our 2019-20 fee will be retained at the 2018-19 level of £46,000 and is based on an 

overall provision of 125 SG Internal Audit Directorate resource days in addition to the in-

house resources. In addition to the time allocated for main assurance reviews, we have 

factored in time for: responding to requests for advisory work; strategic engagement with 

senior SFRS management and other stakeholders; and, ARAC support and attendance. 

Finally, members are reminded of the access to insights we will continue to provide 

through our quarterly Bulletins, training opportunities for SFRS Internal Audit staff and 

updates on relevant developments in the Scottish Government policy framework (e.g. 

the Scottish Public Finance Manual), which SFRS needs to comply with. 

6. APPENDIX B sets out for the ARAC’s information areas that have been the subject of 

an internal audit assurance review during 2016-17 and 2017-18 with the relevant 

assurance opinion provided. 

Conclusion 

7. We believe the proposed internal audit coverage is appropriately risk-based, aligned 

with other planned assurance reviews and sufficient to enable us to provide SFRS with 

an objective assurance opinion for 2019-2020. 

Action Required 

8. Members are invited to comment on the Internal Audit Plan proposals for 2019-20. 
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APPENDIX A 
 
INTERNAL AUDIT PROPOSED PLAN: 2019/20 

1. 6 Main Reviews  

Proposed Review 
 

Proposed Coverage Related Risk Register Entry 
 

Indicative Timing Lead and Indicative 
Resource Days 

Transformation 
Programme  

Planning processes 
 
Framework 
communication 
 
Programme linkages and 
critical dependencies 
 
Strategic oversight and 
governance 
 
Budget monitoring and 
reporting 
 
Benefits realisation 
 

Failure to deliver Service 
Transformation 
 

Quarter 3  40 

(SFRS) 

Performance 
Management 

Governance and 
monitoring arrangements 

Business planning and 
risk management 
arrangements 
 
System implementation 
and Management 
Information generated  
 

Failure to maintain confidence in the 
Service 
                                                          

Quarter 3 35 
 

 (SGIAD) 
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Proposed Review 
 

Proposed Coverage Related Risk Register Entry 
 

Indicative Timing Lead and Indicative 
Resource Days 

Payroll Implementation of pay and 
conditions 
 
Payroll controls 
 
Governance, Monitoring 
and reporting 
arrangements 
 

Failure to ensure employees are 
paid accurately and in line with 
agreed payment dates. 

Quarter 2 35 
 

(SFRS) 

Water Planning 
Arrangements 

Partnership Arrangements 
with Scottish Water 

Governance, monitoring 
and reporting of hydrant 
maintenance 

Business planning and 
risk management 
arrangements 
 

Failure to take all reasonable 
measures for ensuring an adequate 
supply of water for firefighting and 
other emergencies 
 

Quarter 1 35 
 

(SFRS) 

Health, Safety and 
Wellbeing 
arrangements 

Strategic Governance and 
oversight 
 
Implementation of TASS 
 
Monitoring and reporting 
arrangements 
 

Failure to deliver Service 
Transformation 
 

Quarter 4 35 
 

(SFRS) 

Placeholder Review 
 

  Quarter  
 
 

?? 
 

(SFRS) 
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APPENDIX B 

Audit Year 2017/18  
Review  Assurance Level 

i-Trent Payments and Allowances for Retained Duty System (RDS) Limited 
Fuel Management Limited 
ICT Security of SFRS Systems Reasonable 
SFRS Income arrangements including invoice raising and receipting processes Reasonable 
SFRS Fire Fighter Training Programme  Reasonable 
Corporate Responsibility  arrangements (including Health, Safety and Welfare) Reasonable 
  
Audit Year 2016/17  
Training and Development Reasonable 
Command and Control Futures Reasonable 
Workforce, Succession Planning and Recruitment Procedures  Reasonable 
Operational Intelligence Reasonable 
Assurance Map Reasonable 
Strategic Planning and Delivery Reasonable 
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Introduction

The key messages in this report:

We have pleasure in presenting our planning report to the Audit and Risk Assurance Committee (ARAC) 
of the Scottish Fire and Rescue Service (SFRS) for the year ending 31 March 2019. We would like to 
draw your attention to the key messages of this audit plan:

Audit Plan

We have updated our understanding of SFRS 
including discussion with management and review 
of relevant documentation.

Based on these procedures, we have developed 
this plan in collaboration with SFRS to ensure that 
we provide an effective audit service that meets 
your expectations and focuses on the most 
significant areas of importance and risk to SFRS.

Key Risks

We have taken an initial view as to the significant 
audit risks SFRS faces. These are presented as a 
summary dashboard on page 14. 

• In accordance with auditing standards, 

management override of controls has been 

identified as a significant audit risk. 

• In the prior two years we have identified the 

valuation of property assets as a significant risk 

given the degree of judgement and complexity 

involved, the material impact on the financial 

statements, and the control weakness relating 

to Technology One system’s fixed asset 

register. 

• No errors were identified in the 2017/18 audit 

with property valuations. The methodology 

applied by the valuer was consistent year on 

year and management are in ongoing 

discussions with Technology One to address the 

control weaknesses identified. We have reduced 

this risk to an area of audit focus and will 

report to ARAC if our assessment of risk 

changes. 

• In line with our prior year audits, having 

considered the risk factors set out in Auditing 

Standards and the nature of the revenue 

streams at SFRS, we have rebutted the risk of 

fraud arising from revenue recognition. This is 

based on the fact that there is little incentive to 

manipulate revenue recognition with the sole 

source of revenue being from the Scottish 

Government which can be agreed to third party 

confirmations. The key financial duty for the 

SFRS is to comply with the Departmental 

Expenditure Limit (DEL) requirement set by the 

Scottish Government. Due to the pressures 

across the whole of the public sector and the 

forecast overspend for the year, there is an 

inherent fraud risk associated with the 

recording of expenditure within these limits.

Audit quality is our 
number one 
priority. We plan 
our audit to focus 
on audit quality and 
have set the 
following audit 
quality objectives 
for this audit:

• A robust 
challenge of the 
key judgements 
taken in the 
preparation of 
the financial 
statements.

• A strong 
understanding of 
your internal 
control 
environment.

• A well planned 
and delivered 
audit that raises 
findings early 
with those 
charged with 
governance.
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Introduction (continued)

The key messages in this report (continued):

Audit Dimensions

• The Code of Audit Practice sets out four audit dimensions
which set a common framework for all public sector audits
in Scotland. Our audit work will consider how SFRS is
addressing these and report our conclusions in our annual
report to the ARAC in October 2019. In particular, our
work will focus on:

• Financial sustainability – as with all public sector bodies,
SFRS continues to face significant financial challenges. The
overall 2018/19 forecast position as at 31 January 2019 is
projecting a slight underspend of £44k, which is an
improvement from the position reported to 31 December
2018 which was an overspend of £295k. SFRS is dependent
on grant funded activities to operate, therefore financial
sustainability remains a risk. However, given that there is a
clear longer term financial strategy in place for 2017-2027
which considers different possible future funding scenarios
and how to address these funding gaps, we will restrict our
review of financial sustainability to a review of progress
against the financial strategy.

• Financial management – from our audit work in 2017/18
we found that SFRS had robust financial management
procedures in place. Therefore, we will restrict our work on
financial management to the review of the budget
monitoring reports to the Board during the year, and the
review of Board and ARAC minutes, in order to determine
whether SFRS continues to have robust financial
management arrangements.

• We also found in 2017/18 that SFRS has adequate systems
of internal control; therefore, we will restrict our review to
internal audit reports in relation to their work on the
financial control environment and to the identification of
any control weaknesses or gaps from our financial
statements audit.

• Governance and transparency – from our review of
Board papers and attendance at ARAC meetings we will
assess the effectiveness of governance arrangements. We
will also share best practice from elsewhere from our
dedicated governance team. We will also review whether
the change in key management personnel has an impact on
governance arrangements.

• Value for money - we will gain an understanding of
SFRS’s self-evaluation arrangements to assess how it
demonstrates value for money in the use of resources and
the linkage between money spent and outputs and
outcomes delivered, in line with the Strategic Plan 2016-19
and the long-term financial strategy.

Specific Risks

Our audit work on the four audit dimensions incorporates the
specific risks highlighted by Audit Scotland, in particular, the
impact of EU withdrawal, the changing landscape for public
financial management, dependency on key suppliers and
increased focus on openness and transparency.
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Introduction (continued)

The key messages in this report (continued):

Regulatory Change

New accounting standards on financial instruments and
revenue will apply for 2018/19, and for leases from
2020/21. While we do not expect these standards to have a
significant impact on SFRS, we recommend that the SFRS
review the impact of IFRS 9 Financial Instruments and IFRS
15 Revenue from Contracts with Customers, including
calculating any adjustments that will be required through
the reserves as at 31 March 2018 for transition. We would
suggest that the ARAC receive reporting in year from
management on the implementation of the new standard,
and we will report specifically on the findings from our audit
work in this area.

We have reported on other regulatory changes in our sector
updates in our separate technical update report.

Other Wider Scope Work

We will continue to monitor the Boards participation and
progress with the National Fraud Initiative (NFI) during
2018/19 and complete an Audit Scotland questionnaire by
30 June 2019.

In accordance with Audit Scotland guidance, we may be
requested to provide information to support national
performance audits on Digital progress in central
government sector (see page 24).

Our Commitment to Quality

We are committed to providing the highest quality audit,
with input from our market leading specialists, sophisticated
data analytics and our wealth of experience.

Adding Value

Our aim is to add value to SFRS through our external audit
work by being constructive and forward looking, by
identifying areas of improvement and by recommending and
encouraging good practice. In this way, we aim to help SFRS
promote improved standards of governance, better
management and decision making and more effective use of
resources.

Pat Kenny
Audit director
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The primary purpose of the 
auditor’s interaction with 
the ARAC:

• Clearly communicate the 
planned scope of the 
financial statements audit

• Provide timely 
observations arising from 
the audit that are 
significant and relevant to 
the ARAC’s responsibility 
to oversee the financial 
reporting process

• In addition, we seek to 
provide the ARAC with 
additional information to 
help fulfil your broader 
responsibilities

Responsibilities of the Audit and Risk Assurance Committee

Helping you fulfil your responsibilities

Oversight of 
external audit

Integrity of 
reporting

Oversight of 
internal audit

Internal controls 
and risks

- At the start of each annual 
audit cycle, ensure that the 
scope of the external audit is 
appropriate. 

- Implement a policy on use of 
the external auditor for non-
audit services and approve 
these services if they arise.

As a result of regulatory change in recent years, the role of ARAC has significantly expanded. We 
set out here a summary of the core areas of ARAC’s responsibility to provide a reference in 
respect of these broader responsibilities and highlight throughout the document where there is 
key information which helps the ARAC in fulfilling its remit.

- Make an impact assessment of 
key judgements and the level of 
management challenge.

- Review the external audit 
findings, key judgements and level 
of misstatements.

- Assess the quality and capacity of 
the internal team. 

- Assess the completeness of 
disclosures, including consistency 
with disclosures on business model 
and strategy and, where requested 
by Board, provide advice in respect 
of the fair, balanced and 
understandable statement.

- Assess and advise the Board on 
the appropriateness of the Annual 
Governance Statement.

- Review the internal control 
and risk management systems.

- Explain what actions have 
been, or are being taken to 
remedy any significant failings 
or weaknesses.

- Oversee the work of the local 
counter fraud service.

- Consider annually whether the 
scope of the internal audit 
programme is adequate.

- Monitor and review the 
effectiveness of the internal audit 
activities.

- Ensure that appropriate arrangements are in place for 
the proportionate and independent investigation of any 
concerns that are raised by staff in connection with 
improprieties.

Whistle-blowing 
and fraud
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Determine materiality

We have determined a preliminary planning materiality of 
£8,397k (2017/18: £8,197k) with a performance materiality of 
£6,297k (2017/18: £6,147k). This is based on forecasted gross 
expenditure which is in line with prior year. 

We will report to you any misstatements above £250k 
(2017/18: £250k). More detail given on page 10.

We will revisit materiality at the year end using the draft 
financial statement figures and report this to the ARAC.

Significant risk assessment

We have identified significant audit 
risks in relation to SFRS. More detail 
is given on pages 13-16. These 
significant risks are consistent with 
those identified in the prior year, 
except for property valuation which 
has been downgraded and identified 
as an other area of audit focus as 
discussed further on page 17.

We tailor our audit to your body and your strategy

Our audit explained

Identify 
Changes 
in your 

business and
environment

Determine

materiality
Scoping

Significant 
risk

assessment

Conclude 

on 

significant 

risk areas

Other

findings

Our audit 

report

Identify changes in your body and 
environment

SFRS continues to face significant financial 
pressures with a risk of reduced funding in 
future years, emphasising a need for 
ongoing transformation of services. There 
have also been changes in key management 
personnel during the year. 

A summary of these considerations is set out 
on page 9.

Scoping

Our scope is in line 
with the Code of 
Audit Practice issued 
by Audit Scotland.

More detail is given 
on pages 11-12.

In our final report

In our final report to you we will conclude on the 
significant risks identified in this paper, report to 
you our other findings, and detail those items we 
will be including in our audit report. 

Quality and 
Independence

We confirm all Deloitte 
network firms are 
independent of SFRS.  
We take our 
independence and the 
quality of the audit work 
we perform very 
seriously. Audit quality is 
our number one priority.
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Continuous communication and reporting
Planned timing of the audit

• Planning meetings to 
inform risk 
assessment and 
identify judgemental 
accounting issues.

• Update 
understanding of key 
business cycles and 
changes to financial 
reporting.

• Document design and 
implementation of 
key controls for 
significant risks.

• Review of key 
documents including 
Committee minutes.

• Planning work for 
wider scope 
responsibilities.

• Review of draft 
accounts.

• Substantive testing of 
all material areas.

• Finalisation of work in 
support of wider 
scope responsibilities.

• Detailed review of 
annual accounts and 
report, including 
Annual Governance 
Statement. 

• Review of final 
internal audit reports 
and opinion.

• Completion of testing 
on significant audit 
risks. 

• Final ARAC meeting.

• Issue final Annual 
Report to the Board 
and the Auditor 
General.

• Issue audit report 
and submission of 
audited financial 
statements to Audit 
Scotland.

• Audit feedback 
meeting.

2018/19 Audit Plan Final report to the ARAC

Year end fieldworkPlanning Reporting

August-SeptemberJanuary October 

Ongoing communication and feedback

• Initiate substantive 
procedures 
addressing significant 
risk around 
management 
override of control.

• Update risk 
assessments for any 
developments since 
the planning phase 
before fieldwork 
begins.

• Initiate wider scope 
procedures.

• Completion of NFI 
questionnaire.

Interim

March-June

Audit Team

Pat Kenny, 

Audit 

Director

Caroline 

Jamieson, 

Manager

Coenraad 

Balfoort, 

Field 

Manager
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An audit tailored to you

Focusing on your business and strategy

New significant risk Continuing significant risk Considered as part of wider scope 
audit requirements

Impact on our audit

Future 
financial 
strategy and 
sustainability

SFRS faces an extremely challenging financial environment for the foreseeable future with Audit Scotland
identifying future cost pressures and likely reductions in funding. The longer term financial strategy for 2017-
2027 approved by the Board in December 2017, which demonstrates a worst case scenario cumulative funding
gap to 2019/20 of £25,110k; over the period to 2026/27 this worst case scenario projects a potential funding
gap of £77,249k. The mid-point scenario projects a potential funding gap of £16,934k over the period to
2026/27.

The latest forecast position as at 31 January 2019 which was projecting a slight underspend of £44k; this is an
improvement from the position reported as at 31 December 2018 which was an overspend of £295k.

While the above longer term funding gap scenarios do pose a challenge to the financial sustainability of SFRS,
the service has been able to demonstrate robust budgetary processes and an ability to achieve balanced
budgets in past years. Part of this success has been driven by a focus on transforming how the services are
delivered with a greater emphasis on preventative measures. However, it is noted that while the instances of
fires have been reducing year on year, that the service is experiencing greater demand from other areas, such
as severe weather, e.g. flash floods, wildfires, and an ageing population.

As part of our work on financial sustainability we will look at how the SFRS is progressing against the 2017-
2027 financial strategy and consider whether it is planning effectively to continue to deliver its services on a
sustainable basis. This includes monitoring progress against the six key strategic priorities for the service as set
out in the 2016-19 Strategic Plan: improved local outcomes; workforce development; national and community
resilience; governance and social responsibility; modernising response; and transformation. We will also review
how the Strategic Plan is refreshed to 2022.
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Materiality

Our approach to materiality
Basis of our materiality benchmark

• The audit director has determined a preliminary planning 
materiality as £8,397k (2017/18: £8,197k) and a 
performance materiality of £6,297k (2017/18: £6,147k), 
based on professional judgement and risk factors specific 
to SFRS, the requirement of auditing standards and the 
financial measures most relevant to users of the financial 
statements. 

• We have used 2% of forecast gross expenditure as the 
benchmark for determining materiality.

• This approach is consistent with our prior year 
materiality calculation.

• We will revisit materiality at the year-end using the draft 
financial statement figures.

Reporting to those charged with governance

• We will report to you all misstatements found in excess 
of our clearly trivial threshold which is £250k (2017/18: 
£250k).

• We will report to you misstatements below this threshold 
if we consider them to be material by nature. 

• Our approach to determining the materiality benchmark 
is consistent with Audit Scotland guidance which states 
that the threshold for clearly trivial above which we 
should accumulate misstatements for reporting and 
correction to audit committees must not exceed £250k. 

Our annual audit report

We will:

• Report the materiality benchmark applied in the audit of 
SFRS; and

• Provide comparative data and explain any changes in 
materiality, compared to prior year, if appropriate.

Although materiality is the 
judgement of the Audit Director, the 
ARAC must satisfy themselves that 
the level of materiality chosen is 
appropriate for the scope of the 
audit.

Forecast Expenditure 
£265,225k Materiality £8,397k

Audit Committee 
reporting threshold 

£250k

Materiality

Forecast Expenditure Materiality
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Scope of work and approach
Our key areas of responsibility under the Code of Audit Practice

Core audit work Planned output Timeline

Perform an ISA (UK) compliant audit of the annual accounts • Annual audit plan
• Interim report (if 

required)
• Independent auditor’s 

report

• March 2019
• April 2019
• October 2019

Audit and report on the audit dimensions • Annual audit plan
• Annual audit report

• March 2019
• October 2019

Contribute to performance audits (including performance audit 
reports, overview reports and impact reports)

• Data returns • As required

Share audit intelligence with Audit Scotland including highlighting 
potential statutory reports

• Current issues returns • January and July 
2019

Carry out preliminary enquiries into referred correspondence • None • N/A

Provide information on cases of fraud • Fraud returns • November 2018, 
February, May and 
August 2019

Provide information on cases of money laundering • Audit Scotland to advise • As required

Contribute to the NFI report • NFI audit questionnaire
• Reference, if necessary, 

in annual audit report

• June 2019

Contribute to technical guidance notes • Consultation comments 
on draft technical
guidance notes

• As required
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Liaison with internal audit

The Auditing Standards Board’s version of ISA (UK) 610 “Using the work 
of internal auditors” prohibits use of internal audit to provide “direct 
assistance” to the audit.  Our approach to the use of the work of Internal 
Audit has been designed to be compatible with these requirements.

We will review their reports and meet with them to discuss their work.  
We will discuss the work plan for Internal Audit, and where they have 
identified specific material deficiencies in the control environment we 
consider adjusting our testing so that the audit risk is covered by our 
work.

Using these discussions to inform our risk assessment, we can work 
together with Internal Audit to develop an approach that avoids 
inefficiencies and overlaps, therefore avoiding any unnecessary 
duplication of audit requirements on SFRS’s staff.

Our approach
Scope of work and approach (continued)

Approach to controls testing

Our risk assessment procedures will include obtaining an 
understanding of controls considered to be ‘relevant to the audit’.  
This involves evaluating the design of the controls and determining 
whether they have been implemented (“D&I”). 

The results of our work in obtaining an understanding of controls and 
any subsequent testing of the operational effectiveness of controls 
will be collated and the impact on the extent of substantive audit 
testing required will be considered. 

Promoting high quality reporting to stakeholders

We view the audit role as going beyond reactively checking 
compliance with requirements: we seek to provide advice on evolving 
good practice to promote high quality reporting.

The National Audit Office prepare a checklist each year designed to 
ensure that entities covered by the Government financial reporting 
manual (FReM) have prepared their annual accounts in the 
appropriate form and have complied with all disclosure requirements.  
We would recommend SFRS consider this during drafting the annual 
accounts. 

Audit Scotland has published good practice guides in relation to the
annual report and the Governance Statement to support SFRS in
preparing high quality drafts of the Annual Report and financial
statements, which we would recommend SFRS consider during
drafting.

Obtain an 
understanding of 
the body and its 
environment 
including the 
identification of 
relevant controls.

Identify risks 
and controls 
that address 
those risks.

Carry out 
“design and 
implementation” 
work on 
relevant 
controls. 

If considered 
necessary, test 
the operating 
effectiveness of 
selected 
controls

Design and perform a 
combination of 
substantive analytical 
procedures and tests of 
details that are most 
responsive to the 
assessed risks.
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We consider a number of factors when deciding 
on the significant audit risks. These factors 
include:

• The significant risks and uncertainties 
previously reported in the annual report and 
financial statements;

• The IAS 1 critical accounting estimates 
previously reported in the annual report and 
financial statements;

• Our assessment of materiality; 

• The changes that have occurred in the 
business and the environment it operates in 
since the last annual report and financial 
statements; and

• SFRS’s actual and planned performance on 
financial and other governance metrics 
compared to its peers.

Significant risks

Our risk assessment process

Principal risk and 
uncertainties

• Financial austerity

• Public service reform

• Social issues – income 
inequality and ageing 
population

• Climate change

• Wildfires

IAS 1 Critical accounting 
estimates

• Property, plant and 
equipment

• Pensions liability

• Short term accumulated 
absences

Changes in your 
business and 
environment

• EU withdrawal

• Change in key 
management personnel
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Significant risks

Dashboard

Risk Material Fraud risk
Planned approach to 

controls testing

Level of 

management

judgement

Slide 

no.

Achievement of expenditure 
resource limits

Design and 
implementation

15

Management override of 
controls

Design and 
implementation

16

Some degree of management judgement

Limited management judgement



© 2019 Deloitte LLP. All rights reserved.15

Significant risks (continued)

Risk 1 – Achievement of expenditure resource limits

A key focus for management

Risk identified ISA 240 states that when identifying and assessing the risks of material misstatement due to fraud, the auditor 
shall, based on a presumption that there are risks of fraud in revenue recognition, evaluate which types of revenue, 
revenue transactions or assertions give rise to such risks. However, given that most of SFRS’s revenue comes 
directly from the Scottish Government as Grant in Aid (GiA) and that this is neither complex nor involves any 
judgement, we have determined that revenue is not a fraud risk. Instead, we have pinpointed this to expenditure.

The key financial duty for the SFRS is to comply with the DEL requirement set by the Scottish Government. Given 
the projected overspend for the Service and the pressures across the whole of the public sector, there is an 
inherent fraud risk associated with the recording of expenditure within these limits. 

The risk is therefore that the Scottish Fire and Rescue Service materially misstates expenditure through the
accruals balance, including year end transactions, in an attempt to achieve a breakeven position.

Planned audit 
challenge

We will evaluate the results of our audit testing in the context of the achievement of the target set by the Scottish 
Government.

Our work in this area will include the following:

• Obtain an understanding of the design and implementation of the key controls in place in relation to recording of 
accruals including year end transactions;

• Reviewing and challenging the assumptions made in estimating key accruals to assess completeness and 
accuracy of recorded expenditure;

• Perform focused cut-off testing of invoices received and paid around the year-end; and

• Obtain independent confirmation of the resource limits allocated to SFRS by the Scottish Government.
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Significant risks (continued)

Risk 2 – Management override of controls

We will use computer assisted audit techniques to support our work on the risk of 
management override

Risk identified In accordance with ISA 240 (UK) management override is a significant risk.  This risk area includes the potential for 
management to use their judgement to influence the financial statements as well as the potential to override the 
controls for specific transactions.

The key judgments in the financial statements are those which we have selected to be the significant audit risks 
around recognition of expenditure recognition. This is inherently the areas in which management has the potential 
to use their judgment to influence the financial statements.

Planned audit 
challenge

In considering the risk of management override, we plan to perform the following audit procedures that directly 
address this risk:

Journal testing

• We will test the design and implementation of controls over journal entry processing.

• Using our Spotlight data analytics tool, we will risk assess journals and select items for detailed follow up testing. 
The journal entries will be selected using computer-assisted profiling based on areas which we consider to be of 
increased interest.

• We will test the appropriateness of journal entries recorded in the general ledger, and other adjustments made in 
the preparation of financial reporting.  

Accounting estimates

• We will test the design and implementation of controls over key accounting estimates and judgements.

• We will review accounting estimates for biases that could result in material misstatements due to fraud. This will 
include both a retrospective review of 31 March 2018 estimates and a review of the corresponding estimates as 
at 31 March 2019.

Significant and unusual transactions

• We will obtain an understanding of the business rationale of significant transactions that we become aware of 
that are outside of the normal course of business for the entity, or that otherwise appear to be unusual, given our 
understanding of the entity and its environment.
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Area of audit focus

Valuation of property assets

The valuation of property assets is inherently judgemental

Risk 
considerations

SFRS holds property assets at market-based evidence of fair value; where this evidence does not exist, 
depreciated replacement cost is used.  All other buildings are held at existing use value. The valuations are by 
their nature significant estimates which are based on specialist and management assumptions and which can be 
subject to material changes in value.

The valuation of property assets was classed as a significant risk in prior years. However, in 2017/18, we found 
no errors with the valuations. The methodology applied by the valuer was consistent year on year and 
management are in ongoing discussions with Technology One to address the control weaknesses identified. 

On the basis that a solution will be implemented to address Technology One’s shortcomings, we have deemed 
this to no longer be a significant risk area, but we will monitor and update the ARAC if there are any changes to 
this assessment. 

Planned audit 
challenge

SFRS held £386.6m of property assets at 31 March 2018.  SFRS have a rolling programme in which 50% of the 
portfolio will be revalued each year, as well as any new build assets and assets with significant capital additions 
in the year (deemed as over £0.1m). Revaluation is undertaken by the Service’s internal Royal Institute of 
Chartered Surveyors (RICS) qualified valuer. 

Similar to the prior year approach, we will perform the following:

• Review any revaluations performed in the year, assessing whether they have been performed in a 
reasonable manner, on a timely basis and by suitably qualified individuals;

• Test a sample of revalued assets and re-perform the calculation assessing whether the movement has been 
recorded through the correct line of the accounts; and

• Consider material changes of assets not subject to full revaluation during the year.
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Wider scope requirements

Audit dimensions
The Code of Audit Practice sets out four audit dimensions which set a common framework for all public sector audits in Scotland.  We will 
consider how SFRS in addressing these areas, including any risks to their achievement, as part of our audit work as follows:

Audit dimension Areas to be considered Impact on the 2018/19 Audit

Financial sustainability 
looks forward to the medium 
and longer term to consider 
whether the body is planning 
effectively to continue to 
deliver its services or the way 
in which they should be 
delivered.

• The financial planning systems in 
place across the shorter and 
longer terms

• The arrangements to address 
any identified funding gaps 

• The affordability and 
effectiveness of funding and 
investment decisions made

• Workforce planning

SFRS continues to face significant financial challenges with the 
majority of its funding coming from GiA from the Scottish 
Government. We concluded in 2017/18 that SFRS had made good 
progress with developing the longer term financial strategy for 2017-
2027, which highlights a worst case scenario funding gap to 2019/20 
of £25,110k. 

In view of the Scottish Government’s Medium Term Financial 
Strategy (MTFS) (discussed further on page 22) we will consider the 
extent to which SFRS has reviewed the potential implications of the 
MTFS for its own financial planning and whether it is taking these 
into account in its arrangement for financial management and 
financial sustainability.

Audit Risk: SFRS’s long-term financial planning is inconsistent with 
the Scottish Government’s five-year plan.
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Wider scope requirements (continued)

Audit dimensions (continued)

Audit dimension Areas to be considered Impact on the 2018/19 Audit

Financial management is 
concerned with financial 
capacity, sound budgetary
processes and whether the 
control environment and 
internal controls are operating 
effectively

• Systems of internal control
• Budgetary control system
• Financial capacity and skills 
• Arrangements for the prevention 

and detection of fraud

We concluded in 2017/18 that SFRS has robust financial monitoring 
arrangements in place, sufficient financial capacity, and adequate 
arrangements in place for the prevention and detection of fraud. 
Furthermore, SFRS are on track to achieve a balanced budget by the 
year-end, with a slight forecast underspend of £44k (0.02% of 
budget) for the year per the latest financial report to 31 January 
2019. Therefore we will restrict our work in 2018/19 to attendance 
at the ARAC, review of Board and ARAC minutes, and a review of 
budget monitoring reports to monitor whether SFRS achieves 
financial balance by the year-end.

Audit Risk: SFRS fails to achieve a balanced budget for the year 
resulting in brokerage from Scottish Government.

In view of the Scottish Government’s new budget process (discussed 
further on page 22) we will confirm that underlying financial 
performance, including any in-year changes to funding agreed with 
the Scottish Government, is transparently presented.

Audit Risk: The underlying financial performance of SFRS is not 
transparently reported.

Our fraud responsibilities and representations are detailed on pages 
29 and 30.
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Wider scope requirements (continued)

Audit dimensions (continued)

Audit dimension Areas to be considered Impact on the 2018/19 Audit

Governance and 
transparency is concerned 
with the effectiveness of 
scrutiny and governance 
arrangements, leadership and 
decision making, and 
transparent reporting of 
financial and performance 
information.

• Governance arrangements
• Scrutiny, challenge and 

transparency on decision 
making and financial and 
performance reports

• Quality and timeliness of 
financial and performance 
reporting

We concluded in 2017/18 that SFRS has effective scrutiny, challenge and 
transparency on decision making, and we noted no issues with the 
quality and timeliness of financial and performance reporting up to the 
Board during the period. Therefore, we will restrict our work in 2018/19 
to the review of Board and ARAC minutes.

Audit Risk: lack of timely reporting results in inadequate action being 
taken to remedy poor performance. 

In view of the increased focus on how public money is used and what is 
achieved (as discussed further on page 23), we will consider how SFRS 
has reviewed its approach to openness and transparency.

Audit Risk: SFRS’s approach is not keeping pace with public expectation 
and good practice.

Value for money is 
concerned with using 
resources effectively and 
continually improving 
services.

• Value for money in the use of 
resources

• Link between money spent 
and outputs and the 
outcomes delivered

• Improvement of outcomes
• Focus on and pace of 

improvement

We concluded in 2017/18 that SFRS has a clear framework in place to 
ensure that performance is monitored and reported. No issues were 
identified. 

In view of the Scottish Government’s new budget process (discussed 
further on page 22) we will consider the extent to which SFRS’s 
performance report provides an accessible account of SFRS’s overall 
performance and impact of its public spending. 

Audit Risk: SFRS does not clearly report on its contribution towards the 
national outcomes.



© 2019 Deloitte LLP. All rights reserved.21

As part of the 2018/19 planning guidance, Audit Scotland have identified the following areas as significant risks faced by the public sector. Any
specific risks in relation to these areas for SFRS have been included in our audit risk under the audit dimensions, discussed on the previous
pages. We will continue to monitor these areas as part of our audit work.

Risk

EU 
withdrawal

There are uncertainties surrounding the terms of the UK’s withdrawal from the European Union in March 2019. Some 
arrangements have been provisionally agreed, such as a transition period to the end of 2020, although they are dependent on a
final deal being reached between the UK Government and the remaining EU countries. The outcome of negotiations should 
become clearer in the weeks up to March 2019. EU withdrawal has been recognised as a high risk in SFRS’s risk register in the
context of EU withdrawal having an impact on service provision and the supply of goods. Whatever the outcome, EU withdrawal 
will inevitably have implications for devolved government in Scotland and for audited bodies. Audit Scotland has identified three 
areas where EU withdrawal may have the most significant impact as summarised below:

• Workforce – Many public services are dependent on workers from EU countries, including health, social care and education.  
A decline in migration from the EU could potentially result in vacancies and skills gaps in some areas of the public sector. 
There is a risk that this could impact on some public bodies’ ability to deliver ‘business as usual’ particularly given existing
workforce and service pressures.

• Funding – Funding from the EU makes an important contribution to the Scottish public sector. The main sources of funding 
provide support to farmers and rural businesses, projects to encourage economic growth and support for research and 
education. The UK Government has made guarantees to meet some funding commitments to the end of existing programmes, 
but there are uncertainties about what any replacement funding may look like.

• Regulation – The EU Withdrawal Bill will transpose existing EU law into UK law immediately after the UK leaves the EU.  
Legislation in many devolved areas will transfer to the Scottish Parliament. The UK government has identified 24 devolved 
policy areas where it seeks to retain temporary control until UK-wide common legislative frameworks are developed. 

In addition, some public bodies may be affected directly by changes to trade and customs rules, which could impact on supply 
chains and the procurement of goods or services from EU countries. This could influence the availability and cost of supplies and 
services (e.g. specialist medical equipment or drugs) with potential implications for public bodies’ finances and their ability to 
deliver specific services.

While there are considerable uncertainties about the detailed implications of EU withdrawal, at a minimum by the end of 
2018/19, we would expect public bodies to have assessed the potential impact of EU withdrawal on their operations and 
identified any specific risks and how they will respond to them. We will assess how SFRS has prepared for EU withdrawal and 
how it continues to respond to any emerging risk after March 2019.  Some suggested key questions for the ARAC are included in
our separate Sector Update paper.

In addition, in accordance with the FRC guidance, SFRS should consider the disclosure within its annual report, which 
distinguishes between the specific and direct challenges that it faces from the broader economic uncertainties.  In some 
circumstances this may mean recognising or re-measuring certain items in the Balance Sheet.  A comprehensive post 
balance sheet events review must be reflected in accounts and disclosures.

Wider scope requirements (continued)

Specific risks



© 2019 Deloitte LLP. All rights reserved.22

Wider scope requirements (continued)

Specific risks (continued)

Risk

Changing 
landscape for 
public 
financial 
management

Scottish public finances are fundamentally changing, with significant tax-raising powers, new powers over borrowing and 
reserves, and responsibility for 11 social security benefits worth over £3 billion a year.  This provides the Scottish 
Parliament with more policy choices but also means that the Scottish budget is subject to greater volatility, uncertainty and
complexity.

Parliamentary scrutiny of the public finances is increasingly important in this changing landscape.  A new Scottish budget 
process has been introduced, which is based on a year-round continuous cycle of budget setting, scrutiny and evaluation.  
This involves parliamentary committees looking back to explore what public spending has achieved, looking forward to 
longer-term objectives and challenges, and considering what this should mean for future budgets.

As part of the new budget process, the Scottish Government published an initial five-year Medium Term Financial Strategy 
(MTFS) in May 2018.  This five-year outlook for the Scottish budget provides useful context for audited bodies’ financial 
planning.  As part of our wider scope audit work on financial management and financial sustainability (discussed further on 
pages 18-19), we will consider how SFRS has reviewed the potential implications of the MTFS for its own finances, 
including longer-term financial planning.

The new budget process places greater emphasis on assessing outcomes and the impact of spending.  There is an 
expectation that the Scottish Government and public bodies will report on their contributions towards the national 
outcomes in their published plans and performance reports, including their annual reports.  Increased complexity and 
volatility is also likely to mean that the Scottish Government will be increasingly active in managing its overall budget 
position in-year, engaging with public bodies closely on their anticipated funding requirements.  As part of our wider scope 
audit work on financial sustainability and value for money (discussed further on pages 18 and 20 respectively) we will 
consider the extent to which SFRS’s performance report provides an accessible account of the body’s overall performance 
and impact of its public spending.  We will also assess whether underlying financial performance, including any in-year 
changes to funding agreed with the Scottish Government, is transparently presented.
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Wider scope requirements (continued)

Specific risks (continued)

Risk

Dependency 
on key 
suppliers

It has become clear that the collapse of Carillion has had a significant impact across the public sector.  This has brought 
into focus the risk of key supplier failure and the risk of underperformance in suppliers that are experiencing difficult 
trading conditions.  The risk exists on two levels:

• Individual public sector bodies are dependent on key suppliers; and
• The Scottish public sector as a whole is subject to significant systematic risk.

We will determine as part of our detailed risk assessment the extent to which SFRS is dependent on key supplier 
relationships.  Where dependency is significant, we will consider this as part of our audit work and report back to the ARAC.

We will also be requested by Audit Scotland to complete a short questionnaire to establish the extent, value and nature of 
key supplier dependencies that can inform the national position.

Openness and 
transparency

There is an increasing focus on how public money is used and what is achieved.  In that regard, openness and 
transparency supports understanding and scrutiny.  We will consider this as part of our wider scope work on governance 
(discussed further on page 20).

We would expect to see public bodies reviewing their approach to openness and transparency to ensure they are keeping 
pace with public expectations and good practice.  Evidence of progress might include:

• increased public availability of board papers;
• more insight into why some business is conducted in private; and
• development of the form and content of annual reports.
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Wider scope requirements (continued)

Other responsibilities (continued)
Performance Audits

In accordance with Audit Scotland planning guidance, we will be requested to provide information to support the performance 
audit that Audit Scotland intends to publish during 2018/19 and 2019/20. The area we may have to provide information on is:

Title and planned publication date Local auditor input

Digital progress in central government –
Spring/ Summer 2019

We may be asked to inform the performance audit team of any significant ICT 
and digital developments within SFRS.

Impact reports

We will also be requested to provide information to support assessing the impact of previously published performance audit 
reports.  There are no specific impact reports which directly relate to the SFRS.  We will provide an update to the ARAC if there 
are any changes to this plan.

Anti-money laundering

The Money Laundering, Terrorist Financing and Transfer of Funds (Information on the Payer) Regulations 2017 came into force 
on 26 June 2017 and replace the Money Laundering Regulations 2007.  The regulations impose an obligation of the Auditor 
General to inform the National Crime Agency if she knows or suspects that any person has engaged in money laundering or 
terrorist financing.  As part of our audit work, we will ensure we are informed of any instances of money laundering at SFRS so 
that we can advise the Auditor General.

National Fraud Initiative (NFI)

A number of central government bodies, including SFRS, are participating in the NFI 2018/19. All data was required to be 
submitted in October 2018 and bodies received matches for investigation in January 2019.  Audit Scotland expects bodies to 
investigate all recommended matches based on findings and the risk of error or fraud.  Match investigation work should be 
largely completed by 30 September 2019 and the results recorded on the NFI system.

We will monitor SFRS’s participation and progress during 2018/19 and into 2019/20 and, where appropriate, include references 
to the NFI in our annual audit reports for both years.  We will also complete an NFI audit questionnaire and submit to Audit 
Scotland by 30 June 2019.
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Audit quality

Our commitment to audit quality

Our objective is to deliver a distinctive, quality audit to you. 
Every member of the engagement team will contribute, to 
achieve the highest standard of professional excellence.

In particular, for your audit, we consider that the following 
steps will contribute to the overall quality: 

• We will apply professional scepticism on material issues 
and significant judgements identified, by using our 
expertise in the local government sector and elsewhere 
to provide robust challenge to management.

• We have obtained a deep understanding of your 
business, its environment and of your processes in
expenditure recognition, payroll expenditure and capital 
expenditure enabling us to develop a risk-focused 
approach tailored to SFRS.

• Our engagement team is selected to ensure that we 
have the right subject matter expertise and industry 
knowledge. We will involve specialists to support the 
audit team in our work. 

In order to deliver a quality audit to you, each member of 
the core audit team will receive tailored learning to develop 
their expertise in audit skills, delivered by Pat Kenny and 
other sector experts. This includes sector specific matters, 
and audit methodology updates.

Engagement Quality Control Review

We have developed a tailored Engagement Quality Control 
approach. Our dedicated Professional Standards Review 
(PSR) function will provide a 'hot' review before any audit 
or other opinion is signed. PSR is operationally independent 
of the audit team, and supports our high standards of 
professional scepticism and audit quality by providing a 
rigorous independent challenge.
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Purpose of our report and responsibility statement

Our report is designed to help you meet your governance 
duties

What we report 

Our report is designed to 
establish our respective 
responsibilities in relation 
to the financial statements 
audit, to agree our audit 
plan and to take the 
opportunity to ask you 
questions at the planning 
stage of our audit. Our 
report includes:

• Our audit plan, including 
key audit judgements 
and the planned scope;

• Key regulatory and 
corporate governance 
updates, relevant to you.

What we don’t report

As you will be aware, our 
audit is not designed to 
identify all matters that 
may be relevant to SFRS.

Also, there will be further 
information you need to 
discharge your governance 
responsibilities, such as 
matters reported on by 
management or by other 
specialist advisers.

Finally, the views on 
internal controls and 
business risk assessment in 
our final report should not 
be taken as comprehensive 
or as an opinion on 
effectiveness since they will 
be based solely on the 
audit procedures performed 
in the audit of the financial 
statements and the other 
procedures performed in 
fulfilling our audit plan. 

Other relevant 
communications

We will update you if there 
are any significant changes 
to the audit plan.

Pat Kenny, CPFA

for and on behalf of Deloitte LLP

Glasgow

March 2019

This report has been 
prepared for the ARAC, as a 
body, and we therefore 
accept responsibility to you 
alone for its contents.  We 
accept no duty, 
responsibility or liability to 
any other parties, since this 
report has not been 
prepared, and is not 
intended, for any other 
purpose. Except where 
required by law or 
regulation, it should not be 
made available to any other 
parties without our prior 
written consent.

We welcome the opportunity to discuss our report with 
you and receive your feedback. 
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Appendices
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Prior year audit adjustments

Uncorrected and disclosure misstatements

Uncorrected misstatements

There were no uncorrected misstatements above our clearly trivial threshold and no uncorrected material disclosure 
deficiencies. 
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Fraud responsibilities and representations

Responsibilities explained

Your responsibilities:

The primary responsibility for the prevention and detection of 
fraud rests with management and those charged with 
governance, including establishing and maintaining internal 
controls over the reliability of financial reporting, effectiveness 
and efficiency of operations and compliance with applicable laws 
and regulations. 

Our responsibilities:

• We are required to obtain representations from your 
management regarding internal controls, assessment of risk 
and any known or suspected fraud or misstatement. 

• As auditors, we obtain reasonable, but not absolute, 
assurance that the financial statements as a whole are free 
from material misstatement, whether caused by fraud or 
error.

• As set out in the significant risks section of this document, we 
have identified the risk of fraud in the achievement of 
expenditure resource limits and management override of 
controls as a key audit risk for your organisation.

Fraud characteristics:

• Misstatements in the financial statements can arise from 
either fraud or error. The distinguishing factor between fraud 
and error is whether the underlying action that results in the 
misstatement of the financial statements is intentional or 
unintentional. 

• Two types of intentional misstatements are relevant to us as 
auditors – misstatements resulting from fraudulent financial 
reporting and misstatements resulting from misappropriation 
of assets.

We will request the following to be 
stated in the representation letter 
signed on behalf of SFRS:

• We acknowledge our responsibilities for 
the design, implementation and 
maintenance of internal control to prevent 
and detect fraud and error.

• We have disclosed to you the results of 
our assessment of the risk that the 
financial statements may be materially 
misstated as a result of fraud.

• We are not aware of any fraud or 
suspected fraud that affects the entity 
and involves:
(i) management; 

(ii) employees who have significant 
roles in internal control; or 

(iii) others where the fraud could have 
a material effect on the financial 
statements.

• We have disclosed to you all information 
in relation to allegations of fraud, or 
suspected fraud, affecting the entity’s 
financial statements communicated by 
employees, former employees, analysts, 
regulators or others.
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Fraud responsibilities and representations

Inquiries

Management

• Management’s assessment of the risk that the financial statements may be materially misstated due to 
fraud, including the nature, extent and frequency of such assessments.

• Management’s process for identifying and responding to the risks of fraud in the entity.

• Management’s communication, if any, to those charged with governance regarding its processes for 
identifying and responding to the risks of fraud in the entity.

• Management’s communication, if any, to employees regarding its views on business practices and ethical 
behaviour.

• Whether management has knowledge of any actual, suspected or alleged fraud affecting the entity.

Internal audit and local counter fraud specialist

• Whether internal audit and SFRS’s local counter fraud specialist has knowledge of any actual, suspected 
or alleged fraud affecting the entity, and to obtain their views about the risks of fraud.

Those charged with governance

• How those charged with governance exercise oversight of management’s processes for identifying and 
responding to the risks of fraud in the entity and the internal control that management has established 
to mitigate these risks.

• Whether those charged with governance have knowledge of any actual, suspected or alleged fraud 
affecting the entity.

• The views of those charged with governance on the most significant fraud risk factors affecting the 
entity.

We will make the following inquiries regarding fraud:
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Independence and fees

As part of our obligations under International Standards on Auditing (UK), we are required to report to you on the 
matters listed below:

Independence 
confirmation

We confirm the audit engagement team, and others in the firm as appropriate, Deloitte LLP and, 
where applicable, all Deloitte network firms are independent of SFRS and will reconfirm our 
independence and objectivity to the ARAC for the year ending 31 March 2019 in our final report 
to the ARAC. 

Fees The audit fee for 2018/19, in line with the fee range provided by Audit Scotland, is £102,160 as 
analysed below:

This represents a 2.33% increase on the 2017/18 fee based on Audit Scotland scale uplift. There 
are no non-audit services fees proposed for the period.

Non-audit 
services

In our opinion there are no inconsistencies between the FRC’s Ethical Standard and SFRS’s policy 
for the supply of non-audit services or any apparent breach of that policy. We continue to 
review our independence and ensure that appropriate safeguards are in place including, but not 
limited to, the rotation of senior partners and professional staff and the involvement of 
additional partners and professional staff to carry out reviews of the work performed and to 
otherwise advise as necessary.

Relationships We have no other relationships with SFRS, its directors, senior managers and affiliates, and have 
not supplied any services to other known connected parties.

£

Auditor remuneration 78,550

Audit Scotland fixed charges:

Pooled costs 18,900

Contribution to Audit Scotland costs 4,710

Total proposed fee 102,160
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Our approach to quality

AQR team report and findings
We maintain a relentless focus on quality and 
our quality control procedures and continue to 
invest in and enhance our overall firm Audit 
Quality Monitoring and Measuring programme.

In June 2018 the Financial Reporting Council 
(FRC) issued individual reports on each of the 
eight largest firms, including Deloitte, on Audit 
Quality Inspections which provides a summary 
of the findings of its Audit Quality Review (AQR) 
team for the 2017/18 cycle of reviews.

We take the findings of the AQR seriously and 
we listen carefully to the views of the AQR and 
other external audit inspectors.  We remediate 
every finding regardless of its significance and 
seek to take immediate and effective actions, 
not just on the individual audits selected but 
across our entire audit portfolio.  We are 
committed to continuously improving all aspects 
of audit quality in order to provide consistently 
high quality audits that underpin the stability of 
our capital markets.

We have improved the speed by which we 
communicate potential audit findings, arising 
from the AQR inspections and our own internal 
reviews to a wider population, however, we 
need to do more to ensure these actions are 
embedded.  In order to achieve this we have 
launched a more detailed risk identification 
process and our InFlight review programme.   
This programme is aimed at having a greater 
impact on the quality of the audit before the 
audit report is signed.  Consistent achievement 
of quality improvements is our aim as we move 
towards the AQR’s 90% benchmark. 

All the AQR public reports are available on its 
website. https://www.frc.org.uk/auditors/audit-
quality-review/audit-firm-specific-reports

The AQR’s 2017/18 Audit Quality Inspection Report on Deloitte LLP

“The overall results of our reviews of the firm’s audits show that 76% were assessed as 
requiring no more than limited improvements, compared with 78% in 2016/17. Of the FTSE 
350 audits we reviewed this year, we assessed 79% as achieving this standard compared 
with 82% in 2016/17. We are concerned at the lack of improvement in inspection results. 
The FRC’s target is that at least 90% of these audits should meet this standard by 2018/19.”

“Where we identified concerns in our inspections, they related principally to aspects of group 
audit work, audit work on estimates and financial models, and audit work on provisions and 
contingencies. During the year, the firm has continued to develop the use of “centres of 
excellence”, increasing the involvement of the firm’s specialists in key areas of the audit. We 
have no significant issues to report this year in most of the areas we reported on last year.” 

“The firm has revised its policies and procedures in response to the revised Ethical and 
Auditing Standards. We have identified some examples of good practice, as well as certain 
areas for improvement.”

The firm has enhanced its policies and procedures in the following areas: 

• Increased use of centres of excellence (CoE) involving the firm’s specialists, including new 
CoEs focusing on goodwill impairment (established in response to previous inspection 
findings) and corporate reporting, to address increasing complexity of financial reporting. 

• Further methodology updates and additional guidance issued to the audit practice 
including the audit approach to pension balances, internal controls, data analytics, group 
audits and taxation. 

• A new staff performance and development system was implemented with additional focus 
on regular timely feedback on performance, including audit quality. 

• Further improvements to the depth and timeliness of root cause analysis on internal and 
external inspection findings. 

Our key findings in the current year requiring action by the firm:
• Improve the group audit team’s oversight and challenge of component auditors. 

• Improve the extent of challenge of management’s forecasts and the testing of the 
integrity of financial models supporting key valuations and estimates. 

• Strengthen the firm’s audit of provisions and contingencies. 

Review of firm-wide procedures. The firm should: 
• Enhance certain aspects of its independence systems and procedures. 

https://www.frc.org.uk/auditors/audit-quality-review/audit-firm-specific-reports
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Government beyond Brexit

The State of the State

Overview

Now in its seventh year, The State of the State has once again brought together Deloitte LLP and Reform to reflect on the most pressing public sector 
issues along with new, exclusive research.  Central to the report is our citizen survey, which provides a platform for the most important voices of all in 
the public sector: that of the public.  Also exclusive to the report is our research with the people who know the public sector’s challenges best: the 
people who run it.

This year, we interviewed fifty senior figures including civil servants, police leaders, NHS directors and Council Chief Executives, producing the most 
extensive qualitative research of its kind in the sector.

This year’s The State of the State finds the UK government amid the complex and politically-charged challenge of leaving the EU. But while Brexit may 
dominate daily headlines, our report finds a wider set of challenges – and opportunities – for government and the public services as they gear up for a 
Spending Review.

Key findings

Scotland’s government has now been 
led by the Scottish National Party for 
three consecutive terms in office

- In those eleven years, the administration has taken forward the possibilities of devolution to shape a Scottish public 
sector landscape that now differs substantially from the rest of the UK – in its public finances, its policy priorities and 
its ethos.

Austerity has flipped public attitudes to 
tax and spending -

As austerity began in 2010, more than half of the public backed spending cuts to restore the public finances. In 2018, 
as the Prime Minister calls a formal end to the austerity years, our exclusive citizen survey finds that support has 
dwindled to less than one fifth of the public.

People are increasingly concerned about 
public services and their future 
provision

- Our survey finds that the public is increasingly concerned about public services. It suggests that the past four years 
have seen a decline in the number of people who think that public bodies understand their needs, listen to their 
preferences and involve them in decisions – perhaps driven by perceptions of austerity. Looking to the future, the 
number of people who are worried that the state will provide too little support for them in the years ahead has risen 
from fifty per cent in 2010 to seventy per cent this year.

Citizen views differ significantly across 
the UK’s four countries

- Recent years have seen an acceleration in the public policy differences between the devolved administrations, and 
our survey finds that citizen attitudes also differ. For example, people in Scotland are more likely to believe that taxes 
should be higher to pay for more public services, people in Northern Ireland are less likely to say they have felt the 
effects of austerity, and people in Wales are the most likely to say that public services listen to their needs. These 
differing views underscore the diverging political and policy landscapes across the UK.

The public back penalty fines for 
wasting public sector time

- Our citizen survey explored the circumstances in which the public would find charges reasonable, and found that the 
most acceptable would be penalty fines for wasting public sector time, like missing NHS appointments or wrongly 
calling out the emergency services.

Next steps

The report is available at https://www2.deloitte.com/content/campaigns/uk/the-state-of-the-state/the-state-of-the-state/the-state-of-the-state.html

https://www2.deloitte.com/content/campaigns/uk/the-state-of-the-state/the-state-of-the-state/the-state-of-the-state.html
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Critical judgements and estimates

Key judgements and estimates disclosures 
remain a key FRC focus area. The FRC expects 
to see:

• judgements other than those involving 
estimates and sources of estimation 
uncertainty shown separately;

• disclosure of sensitivity of carrying amounts 
to assumptions and estimates or the range of 
reasonably possible outcomes within the next 
year; and

• voluntary disclosure of longer-term 
estimation uncertainties distinguished from 
those required where the risk of material 
adjustment within the next year is significant.

New accounting standards on revenue and financial instruments

The FRC is encouraging entities to invest sufficient time to ensure:

• explanations of the impact of transitioning to IFRS 9 and IFRS 15 are 
comprehensive and linked to other relevant information, including the impact on 
performance metrics where comparatives are not restated;

• changes to policies are clearly described and explained; 

• relevant assumptions, judgements and sources of estimation uncertainty are 
explained;

• performance obligations are identified and explained, with a focus on how they 
have been determined and timing of delivery to the customer;

• the extended scope of IFRS 9 impairment requirements is taken into account, 
including lease receivables; and

• new disclosure requirements are properly and meaningfully addressed.

These areas are discussed further on pages 6 and 7 of this report.

Brexit

The FRC encourages disclosures which 
distinguish between specific and direct 
challenges to a business model and broader 
economic uncertainties attached to Brexit. The 
FRC reminds entities that a comprehensive
post-balance sheet review must be reflected in 
accounting and disclosure.  This is an area that 
SFRS needs to consider.

Strategic report

The strategic report remains a frequent area for FRC challenge. For the report to be 
fair, balanced and comprehensive, the FRC expects the narrative to explain 
significant amounts in the financial statements. 

FRC areas of focus for 2018/19 Annual Reports

Clear, concise, informative disclosures that are specific to SFRS

In October 2018 the FRC sent a letter to the Audit Committee Chairs and Finance Directors of listed companies to outline the areas of reporting that 
the FRC would like companies to focus on for the 2018/19 reporting season, and to highlight changes in reporting requirements. It also published 
its annual review of corporate reporting and supporting technical findings. While not directly applicable to central government bodies, a number of 
the themes are relevant for consideration when drafting SFRS’s Annual Report and Accounts to take into account wider best practice.  The key areas 
included in the publications are set out on this slide.
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UK exit from the EU

Navigating uncertainty – key questions for the Audit and Governance Panel

Is SFRS set up to navigate the 
change?

Have you assessed the impact of potential 
changes and identified key decision points?

Does your assessment include how Brexit 
could impact on your customers, supply 
chain and people?

Have you defined the options there are to 
respond? E.g. scenario or contingency 
planning?

Are you monitoring developments and are 
you ready to act proportionately at the 
right time?

Are all the right people involved? Does this 
include discussion with key stakeholders?

Are channels of communication clear, both 
internally and externally, and have 
company spokespeople been fully briefed?

Impact on internal planning, 
forecasting and strategy

Is management using forward-looking 
indicators such as forward bookings, 
contact conversion rates and supplier 
forward pricing?

Have cash reserves, financing 
requirements and longer term viability all 
been assessed?

Have opportunities as well as risks been 
considered?

Impact on internal and external 
audit

Should the scope and plan for internal 
audit be amended to include contingency 
planning, or testing key risk indicators?

Should internal audit be asked to perform 
work on longer term viability?

Is there an impact on critical accounting 
judgments and areas of estimation 
uncertainty that need to be discussed with
the external auditor?

Impact on external reporting

Will disclosures on principal risks and 
uncertainties need to be revisited now 
Article 50 has been triggered and the draft 
Withdrawal Treaty has been published. 

Have you developed a plan for 
appropriately detailed disclosure in 
management commentary?

“We encourage companies to provide disclosure which distinguishes between the specific and direct challenges to their business model and operations from the broader economic 

uncertainties which may still attach to the UK’s position when they report. Where there are particular threats, for example the possible effect of changes in import/export taxes or 
delays to their supply chain, we expect these to be clearly identified and for management to describe any actions they are taking, or have taken, to manage the potential impact. In 
some circumstances this may mean recognising or remeasuring certain items in the balance sheet. 

The broad uncertainties that may still attach to Brexit when companies report will require disclosure of sufficient information to help users understand the degree of sensitivity of 
assets and liabilities to changes in management’s assumptions.”

(FRC Letter to CFOs and Audit Committee Chairs, October 2018)

Whilst nobody can predict the outcome of negotiations, we can be sure that Brexit will require all organisations to take 
some big decisions. As we have seen, some will require lengthy and complicated preparations, and we advise keeping 
track of the negotiations and thinking what this means for SFRS sooner rather than later.
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IFRS 9 Financial Instruments

Appendix: New Accounting Standards

In a nutshell

• In July 2014, the IASB published a final version of IFRS 9. This version supersedes all previous versions. 

• IFRS 9 Financial Instruments will replace IAS 39 Financial Instruments: Recognition and Measurement, and has three main 

impacts

• Classification and measurement - introduces new approach for the classification of financial assets driven by cash flow 

characteristics and the business model in which an asset is held. This classification determines how financial assets are 

accounted for in financial statements and, in particular, how they are measured on an ongoing basis.

• Amortised cost and impairment of financial assets – introduces an “expected losses” impairment model where entities 

are required to account for expected credit losses from when financial instruments are first recognised.

• Hedge accounting - introduces new general hedge accounting model that aligns the accounting treatment with risk 

management activities and allows for better reflection of the hedging activities in the financial statements.

• HM Treasury has adopted IFRS 9 from 2018/19 onward, with a number of interpretations and adaptations for the public sector, 

generally simplifying the requirements. 

• The key practical change in IFRS 9 for most central government bodies is the introduction of a new approach to recognising 

impairments of debtors and other financial instruments. 

• The key change to IFRS 9 affecting SFRS will be the movement from an incurred losses model for receivables to an 

expected credit losses (ECL) model. The move is intended to reflect that there is always a risk of late/ non-payment 

when granting credit and that this should be reflected in the value of receivables upon recognition.

• If the debt is later repaid in full, the ECL creditor can be reversed.  ECL creditors should be set up on a portfolio rather 

than arrangement-by-arrangement basis, i.e. all ECL’s for fees and charges will be scored to one creditor.

• A further change from IAS 39 to IFRS 9 will be that all financial assets are recognised as Fair Value through Profit or 

Loss, unless where there are specific business cases to designate alternative treatment.

Effective date

The Standard has a mandatory 
effective date for annual periods 
beginning on or after 1 January 
2018, with earlier application 
permitted.

HM Treasury have decided that 
on transition there will be no 
restatement of comparatives, 
and any impact of transition will 
be recognised as a reserves 
movement in 2018/19.

Find out more on our UK 
Accounting Plus website

www.iasplus.com/en-gb by 
following the links to 
Standards -> IFRS 9

Potential impact on SFRS

IFRS 9 is expected to have relatively limited impact on SFRS but will affect the process of assessing impairment of debtors and other financial assets as noted above. As 
part of the process of adoption, SFRS will need to consider the impact on policies, processes, systems and people. This may include reviewing how entries are posted for 
impairment of assets, given the requirement to provide on initial recognition for lifetime expected credit losses. We would recommend that SFRS review the impact of 
IFRS 9 early in the year, including calculating any adjustments that will be required as at 31 March 2018 for transition. We would suggest that the ARAC receives 
reporting in year from management on the implementation of the new standard, and we will report specifically on the findings from our audit work in this area.

http://www.iasplus.com/en-gb
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IFRS 15 Revenue from Contracts with Customers

Appendix: New Accounting Standards

In a nutshell

• IFRS 15 establishes a new framework for revenue recognition, replacing all existing standards and interpretations, and applies to 

effectively all contracts with customers with very limited exceptions. This provides a single, principles based five step model for 

revenue recognition. The five steps are as follows.

• IFRS 15 Introduces several new concepts, including:

• Replacing existing distinction between provision of good and services with a single model for determining whether revenue 

should be recognised at a point in time or over time.

• Contracts are split into ‘performance obligations’ by considering whether different elements are capable of being distinct and 

also whether they are distinct in the context of the particular contract.

• A new approach to recognising variable consideration – amounts are initially constrained so that future significant revenue 

reversal is highly improbable.

• It also provides significantly more detailed guidance than existing standards in many areas, including dealing with contract 

modifications, and introduces new disclosure requirements.

• The local government accounting code (section 2.7) requires local government bodies to recognise income from contracts with service 

recipients in accordance with IFRS 15.  Section 2.7 applies to a contract only if the counterparty to the contract is a ‘service recipient’.  

The accounting code contains the following key definitions:

• Service recipient – A party that has contracted with a local government body to obtain goods or services that are on an 

output of the body’s normal operating activities in exchange for consideration

• Contract – An agreement between two or more parties that creates enforceable rights and obligations.  They can be written, 

oral or implied.

• Section 2.7 requires bodies to recognise revenue from contracts with service recipients in accordance with the above 5 steps.

Effective date

Periods commencing on or after 1 
January 2018. HM Treasury has 
applied IFRS 15 for the Public Sector 
from 2018/19 onward.

HM Treasury have decided that on 
transition there will be no 
restatement of comparatives, and 
any impact of transition will be 
recognised as a reserves 
movement in 2018/19.  This is 
reflected in the 2018/19 
accounting code.

Find out more on our UK 
Accounting Plus website

www.iasplus.com/en-gb by 
following the links to 
Standards -> IFRS 15

3. Determine 

the 

transaction 

price

4. Allocate

the 

transaction 

price to the 

performance 

obligations

5. Recognise 

revenue when 

(or as) 

performance 

obligations 

are satisfied

2. Identify the 

performance 

obligations in

the contract

1. Identify the 

contract with 

the customer

Potential impact on SFRS

The changes to IFRS 15 are unlikely to have a significant impact on SFRS as the majority of SFRS’ income comes from the Scottish Government in the form of Grant in Aid (GiA), 
and other income transactions are not normally complex and do not normally involve substantial recognition or measurement issues. We would recommend that SFRS review the 
impact of IFRS 15 early in the year, including calculating any adjustments that will be required as at 31 March 2018 for transition. We would suggest that the ARAC receive 
reporting in year from management on the implementation of the new standard, and we will report specifically on the findings from our audit work in this area.

http://www.iasplus.com/en-gb
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IFRS 16 Leases

Appendix: New Accounting Standards

In a nutshell

• The new Standard supersedes IAS 17 Leases and its associated interpretative guidance.

• For lessees the distinction between operating and finance leases disappears. 

• A lease conveys the right to control an identified asset for a period of time in exchange for consideration.

• The accounting for all leases is similar to finance lease accounting in IAS 17, which means all leases are recognised on the 

balance sheet (with some exceptions). 

• The lease liability is measured at the present value of the future lease payments, using a lease term that includes periods 

covered by extension options if exercise is reasonably certain. Variable lease payments are only included in the liability if based 

on an index or rate. 

• That right-of-use asset is initially measured at the amount of the lease liability, plus initial direct costs and adjustments for 

lease incentives, payments at or prior to commencement and dilapidations provisions.

• The right-of-use asset is subsequently accounted for by applying IAS 16 Property, Plant and Equipment, at cost less 

depreciation and impairment (unless it is an investment property that is fair valued or it belongs to a class of property, plant

and equipment that is revalued).

• A lessee can elect to keep the following leases off-balance sheet and typically straight line the expense:

• leases with a lease term of 12 months or less and containing no purchase option – this election is made by class of 

underlying asset; and

• leases where the underlying asset has a low value when new, such as personal computers or small office furniture – this 

election is made on a lease-by-lease basis.

• Operating lease expenses, typically straight line, will be replaced with interest on the liability and depreciation of the asset, 

producing a front-loaded expense profile.

• Although any individual lease will have a front-loaded expense, portfolios of leases containing both new and mature leases may 

produce an overall expense profile similar to straight line expensing.

• HM Treasury has consulted across government and is considering specific interpretations and adaptions for consistency across 

the public sector, but which will follow the overall principles of IFRS 16.

Effective date

Periods commencing on or after 
1 January 2019. HMT is 
planning to adopt for 2020/21 
in the public sector. 

Find out more on our UK 
Accounting Plus website

www.iasplus.com/en-gb by 
following the links to 
Standards -> IFRS 16

Potential impact on SFRS

We would recommend that SFRS review the impact of IFRS 16 during 2018/19, so that the impact on 2020/21 can be understood and reflected in budgeting for next 
year. 

We would suggest that the ARAC receives reporting in year from management on expected impact of the new standard, to support the disclosure in the financial 
statement on accounting standards not yet effective. We will report to the ARAC on any observations on SFRS’s approach in 2018/19, and on findings from our audit 
work in 2019/20.

http://www.iasplus.com/en-gb


Deloitte LLP does not accept any liability for use of or reliance on the contents of this document by any person save by the intended 
recipient(s) to the extent agreed in a Deloitte LLP engagement contract. 

If this document contains details of an arrangement that could result in a tax or National Insurance saving, no such conditions of 
confidentiality apply to the details of that arrangement (for example, for the purpose of discussion with tax authorities).

Deloitte LLP is a limited liability partnership registered in England and Wales with registered number OC303675 and its registered office at 1 
New Street Square, London, EC4A 3HQ, United Kingdom.

Deloitte LLP is the United Kingdom affiliate of Deloitte NWE LLP, a member firm of Deloitte Touche Tohmatsu Limited, a UK private company 
limited by guarantee (“DTTL”). DTTL and each of its member firms are legally separate and independent entities. DTTL and Deloitte NWE LLP 
do not provide services to clients. Please see www.deloitte.com/about to learn more about our global network of member firms.

© 2019 Deloitte LLP. All rights reserved.

Deloitte Confidential: Public Sector



NOT PROTECTIVELY MARKED 

AuditandRiskAssuranceCommittee/Report/ Page 1 of 7 Version 1.0: 13/03/2019 
ArrangementsPreparaingAGS2018-19 

 

 

Report No: C/ARAC/16-19 

Agenda Item: 9 

Report To: AUDIT AND RISK ASSURANCE COMMITTEE 

Meeting Date: 27 MARCH 2019 

Report Title: 
ARRANGEMENTS FOR PREPARING THE 2018-19 ANNUAL 

GOVERNMENT STATEMENT (AGS) 

Report 

Classification: 
For Noting 

Board/Committee Meetings ONLY 

For Reports to be held in Private 

Reason   

1 Purpose 

1.1 
 

The purpose of this report is to outline the preparatory arrangements and reporting 
methods that have been developed for providing sufficient levels of assurance in support 
of the 2018-19 AGS. 
 

2 Background  

2.1 
 

The Scottish Public Finance Manual (SPFM) requires the Accountable Officer to produce 
an AGS for inclusion within the accountability section of the Annual Report and Accounts.  
In summary the AGS outlines the effectiveness of the arrangements that are in place for 
internal control, risk management and corporate governance, during the period under 
review. 
 

3 Main Report and Discussion 

3.1 
 
 
 
 
 
 
 
3.2 
 
 
 
 
 
 
 
 
 
 
 
 

At its meeting on 27 March 2019, Audit and Risk Assurance Committee (ARAC) will 
consider the Scottish Fire and Rescue Service’s (SFRS) approach for preparing the AGS 
for the year ended March 2019.  This approach includes the SFRS’s Assurance 
Framework Appendix A, SFRS Assurance Plan Appendix B and the Timeline for 
Preparing Certificates of Assurance Appendix C.  Together this will enable the Service 
to ensure SPFM compliance in a coordinated, well managed and structured way across 
the SFRS.   
 
The content, layout and style of the AGS will be prepared to take into account the: 
 Essential features outlined in the SPFM 
 Recent updates (February 2019) to the Internal Control Checklist with updated 

guidance supplied to support those completing 
 Strategic risks 
 Best practice of other public bodies 
 Changes to the structure of the Annual Report and Accounts  
 Greater focus on highlighting where assurances can be provided, achievements and 

outcomes during the period under review. 
 Board and Committee effectiveness 
 Future with a more forward look 
 

SCOTTISH FIRE AND RESCUE SERVICE  

Audit and Risk Assurance Committee 
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3.3 
 
 
 
 
3.4 
 
 
 
 
 
3.5 
 
 
 
 
 
 
3.6 
 
 
 
 
3.7 
 
 
 
 
 
3.8 
 
 
 
 
 
3.9 
 
 
 
 
 
 
3.10 
 

A report by Internal Audit was provided for 2016/17.  The report identified further 
improvements to strengthen the AGS process all of which are now fully incorporated into 
the SFRS Assurance Plan Appendix B in support of the preparation and completion of 
the AGS.   
 
Administering the SFRS Assurance Framework and preparing the 2018/19 AGS within 
the prescribed timescales will require good engagement across the organisation and the 
Board Support Team and Risk and Audit Manager will have responsibility for 
administering the Framework. This will include preparing the 2018/19 AGS for inclusion 
in the end of year Annual Report and Accounts. 
 
Duplication has been reduced wherever possible and the overall framework has been 
strengthened through the preparation of formal guidance and development of training 
programme hosted on our Learning Content and Management System (LCMS).  
Improvement Action Plans (IPA’s) have been introduced with additional scrutiny and 
monitoring through the Corporate Assurance Board (CAB) and ARAC by exception 
reporting.  
 
The SFRS policy for preparing the AGS for the Accountable Officer has been reviewed 
with no significant updates.  This continues to give further guidance and clarity to 
DACO’s/Heads of Function and Directors when completing their Certificates of Assurance 
and Internal Control Checklists for the AGS.   
 
External Audit’s annual programme of work for auditing the SFRS requires the AGS to be 
completed for audit by the end of June each year. To ensure this deadline is met for the 
2018/19 AGS, the SFRS Timeline for Preparing Certificates of Assurance Appendix C 
has been developed using a risk based approach in consultation with the SFRS Risk and 
Audit Manager.  
 
The Assurance Framework is owned by the Accountable Officer who will sign off the 
2018/19 AGS as a statement of the adequacy and effectiveness of the SFRS’s 
governance, risk and internal control arrangements.  Directorates will assist in the 
preparation of the AGS by confirming the evidence against the areas highlighted in the 
SFRS Internal Control Checklist are in place.  
 
It will continue to be the responsibility of the DACO’s/Heads of Functions to ensure the 
evidence in support of their Certificates of Assurance is readily available should this be 
required for any further Internal or External Audit purposes or further scrutiny by the CAB 
and/or ARAC. Throughout this time there may also be a direct request for the responsible 
managers to attend the ARAC to answer any questions the Committee may wish to ask 
on progress being made. 
 
The ARAC will have complete oversight of the SFRS Assurance Framework and will 
scrutinise the 2018/19 AGS at its public meeting planned for 13 June 2019. 
 

4 Recommendation  
4.1 
 

The SLT are requested to note: 
 The legislative background and SFRS approach towards the AGS preparations 
 The SFRS Assurance Framework Appendix A 
 The SFRS Assurance Plan Appendix B, outlining a plan of assurance activity to be 

carried out over the coming months to support the preparation of the AGS followed 
by the continued monitoring of  

 The Timeline for Preparing the Certificates of Assurance as set out within Appendix 
C 

 

http://sfrs.verseone.com/search/text-content/preparing-the-annual-governance-statement-for-the-accountable-officer-4999
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5 Key Strategic Implications 

5.1 
5.1.1 
 

Financial 
There are no key strategic financial implications arising from the recommendations set 
out in this paper. 
 

5.2 
5.2.1 
 

Legal 
The AGS is a requirement of the SPFM and is a key feature of the Annual Report and 
Accounts, both of which are published to meet statutory and parliamentary compliance. 
The SFRS Assurance Framework will therefore enable the Service to manage the 
evidence required to prepare the 2018/19 AGS in a structured and coordinated manner. 
 

5.3 
5.3.1 

Performance 
Improvement actions identified through our Internal Audit with recommendations have 
been fully incorporated in preparation for the 2018/19 AGS.  Further scrutiny in relation to 
the Internal Control Checklists and Improvement Actions Plans will be conducted by CAB 
and ARAC.  The Annual Operating Plan or business as usual arrangements remain in 
place to ensure that these are monitored and reviewed thereby ensuring continuous 
improvement. 
 

5.4 
5.4.1 
 

Environmental & Sustainability 
There are no key strategic environmental and sustainability implications arising from the 
recommendations set out in this paper. 
 

5.5 
5.5.1 
 

Workforce 
As this is a significant piece of work, which has to be completed within relatively short 
timescales, resourcing will be reviewed by the Board Support Team and Risk Manager 
on a regular basis.  DACO’s/Head of Function who are responsible for providing evidence 
to support the 2018/19 AGS have been identified and will be given support and guidance 
by the Internal Governance Support Team (consisting of the SFRS Board Support Team 
and Risk and Audit Manager). 
 

5.6 
5.6.1 
 

Health & Safety 
There are no key strategic health and safety implications arising from the 
recommendations set out in this paper.  
 

5.7 
5.7.1 
 

Timing 
The support arrangements have been scheduled to ensure that expected timescales will 
be realised following the ‘Timeline for Preparing Certificates of Assurance’ Appendix C. 
 

5.8 
5.8.1 
 

Equalities 
There are no key strategic equalities implications arising from the recommendations set 
out in this paper.  
 

5.9 
5.9.1 
 

Information Governance  
There are no key strategic information governance implications arising from the 
recommendations set out in this paper.  
 

5.10 
5.10.1 
 

Risk 
In relation to the legal implications outlined at 5.2, the implementation of these 
arrangements for preparing the AGS is intended to assist the ARAC to perform its scrutiny 
role and deliver its statutory duties effectively. 
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5.11 
5.11.1 
 

Communications & Engagement 
The arrangements for preparing the 2018/19 AGS was presented to the Strategic 
Leadership Team on 25 March 2019 and is now being presented to the ARAC on 
27 March 2019.  As the majority of the evidence gathering in support of the AGS is 
coordinated by DACO’s/Heads of Function (Deputy Directors), the process for producing 
this year’s AGS including key changes will also be presented to the Senior Management 
Team on 27 March 2019. Follow-up support sessions will be available on request from 
the Internal Governance Support Team (SFRS Board Support Team and Risk and Audit 
Manager).  
 

5.12 
5.12.1 
 

Training 
There are no key training implications arising from the recommendations set out in this 
paper.  
 

6 Core Brief 

6.1 
 

Not Applicable 

7 Appendices/Further Reading 
7.1 
 
7.2 
 
7.3 

Appendix A - SFRS Assurance Framework 
 
Appendix B - SFRS Assurance Plan  
 
Appendix C - Timeline for Preparing Certificates of Assurance 
 

Prepared by: Alasdair Cameron, Group Manager, Board Support Team 

Sponsored by: Martin Blunden, Chief Officer (Accountable Officer) 

Presented by: Martin Blunden, Chief Officer (Accountable Officer) 

Links to Strategy 

This links to SFRS Strategic Plan 2016-19 through our priorities of Governance and Social 
Responsibility, incorporating the following associated key strategic objectives: 
 We will continue to ensure that our decision making processes are transparent and 

evidence led. 
 We will develop a performance framework that enables the effective management of risk 

and supports effective scrutiny, challenge and improvement. 
 We will embed effective communication and engagement in all that we do. 
 
Governance Route for Report Meeting Date Comment 

Strategic Leadership Team Performance  25 March 2019 For Noting 

Strategic Management Team  27 March 2019 For Noting 

Audit and Risk Assurance Committee  27 March 2019 For Noting 
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APPENDIX A 
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APPENDIX B 
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1 Purpose 

1.1 
 

The purpose of this report is to inform the Audit and Risk Assurance Committee (ARAC) 
of regulatory changes in relation to the preparation of the Annual Report and Accounts 
for financial year 2018-19 and to present the Accounting Policies to be adopted. 
 

2 Background  

2.1 
 
 
2.2 
 

The SFRS is required to follow the Government Financial Reporting Manual (FReM) and 
Scottish Public Finance Manual (SPFM) when preparing the Annual Report and Accounts. 
 
During the year amendments to the FReM are formally published by Audit Scotland. A 
review of these documents is built into year-end processes to ensure that any relevant 
changes are incorporated, through reading of the Technical Bulletins prepared by Audit 
Scotland and discussions with our external auditors, Deloitte LLP.  
 

3 Main Report and Discussion 

3.1 Changes to FReM 2018-19 
3.1.1 HM Treasury published a list of in-year amendments to the FReM 2018-19.  The major 

points relate to changes to IFRS 9 and 15.  In addition, there are also amendments to 
reflect the impact of General Data Protection Regulation (GDPR) on the Remuneration 
Report which will be incorporated where necessary, however these do not relate to 
Accounting Policies. 
 

3.2 Accounting Policies 
3.2.1 The Accounting Policies have been reviewed to confirm whether they remain relevant and 

whether any changes are required. 
 

3.2.2 There is an underlying assumption that the financial statements will be prepared on a 
going concern basis, i.e. they should be prepared on the basis that the body's functions 
will continue in operational existence for the foreseeable future. This is an area of interest 
for our auditors as our pension liabilities are significant due to participation in the 
firefighters pension schemes, which are unfunded.  SFRS will continue to prepare the 
accounts on a going concern basis, recognising that the auditors will seek confirmation 
from Scottish Government regarding ongoing funding. 
 

SCOTTISH FIRE AND RESCUE SERVICE  

Audit and Risk Assurance Committee 
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3.2.3 The review has concluded that no material changes are required.  The proposed 
Accounting Policies for 2018-19 are attached at Appendix A. 
 

3.3 Accounting Standard Changes 
3.3.1 Two new Accounting Standards have been adopted in the Annual Accounts for 2018-19: 

 IFRS15 Revenue from Contracts with customers 
 IFRS9 Financial instruments. 

 
3.3.2 IFRS15 establishes new model for recognising revenue, involving the identification of the 

separate performance obligations in relevant contracts, allocating the transaction price to 
those obligations, and recognising revenue when (or as) they are achieved. 
 

3.3.3 It also introduces the concept of determining whether revenue should be recognised at a 
single point in time or over the life cycle of the contract. 
 

3.3.4 Following a review, it has been determined that revenue received by the SFRS is mostly 
from the Scottish Government and other income streams do not involve complex 
arrangements for recognition or measurement. There is therefore no accounting impact. 
 

3.3.5 IFRS9 is aimed particularly at organisations with long term investments and considers the 
classification and measurement of financial assets.  It introduces the concept of expected 
credit losses (ECL) which is designed to reflect the fact that there is a risk of late or no 
payment where future cash flows may exist. The ECL is accounted for on raising the debt 
rather than when a default actually incurs.  
 

3.3.6 The impact of this standard has been reviewed and is not expected to have a significant 
effect on the Annual Accounts for the SFRS. 
 

3.4 Future Accounting Standards 
3.4.1 There are 2 accounting standards expected to have an impact in the future: 

 IFRS16 Leases 
 IFRS17 Insurance 

 
3.4.2 IFRS16 will remove the distinction between operational (resource) and finance (balance 

sheet) leases.  While there are some exceptions, most leases will be recognised on the 
balance sheet in the future. 
 

3.4.3 The Annual Accounts at 31 March 2018 show leases for land and buildings of £1.974M 
and Vehicles of £1.4M. The Land and buildings figure consists mainly of ground rents and 
radio masts.  The figure for Vehicles relates to leased cars, the number of which has 
significantly reduced since the introduction of the Provided Car Scheme in 2017. 
 

3.4.4 Work will be undertaken during 2019-20 to determine the value to be recognised on the 
balance sheet.  Discussions will be held with external audit to ensure that the Service 
complies with requirements. 
 

3.4.5 IFRS17 relates to the accounting for insurance contracts.  This has been deferred until at 
least 2021-22, but will be considered further when it comes into effect.  
 

4 Recommendation  
4.1 
 

The ARAC is asked to note the review of changes to the Accounting Standards and 
approve the Accounting Policies. 
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5 Key Strategic Implications 

5.1 
5.1.1 
 

Financial 
There are no financial implications. 

5.2 
5.2.1 
 

Legal 
The SFRS is required to follow the Government Financial Reporting Manual (FReM) and 
Scottish Public Finance Manual (SPFM) when preparing the Annual Report and Accounts. 
 

5.3 
5.3.1 
 

Performance 
The Annual report and Accounts communicates SFRS performance for the year and is 
formally audited before being laid before Scottish Parliament.  
 

5.4 
5.4.1 
 

Environmental & Sustainability 
There are no environmental and sustainability implications relating to this report. The 
Annual Report and Accounts includes a Sustainability Report which highlights our 
performance in response to climate change and environmental sustainability. 
 

5.5 
5.5.1 
 

Workforce 
There have been no changes to the accounting policies that impact our workforce. SFRS 
includes accounting policies on benefits payable during employment as well as post-
employment benefits (pensions). The Annual Report and Accounts includes a 
Sustainability Report which highlights our performance in response to workforce matters 
including gender pay gap and workforce profile. A Remuneration Report is produced 
covering Board and Directors remuneration during the year.  In addition, SFRS workforce 
numbers and salary information is reported within the Report. 
 

5.6 
5.6.1 
 

Health & Safety 
There are no health and safety implications relating to this report. 

5.7 
5.7.1 
 

Timing 
These accounting policies relate to financial year 2018-19. 

5.8 
5.8.1 
 

Equalities 
There are no implications of equality relating to this report. 

5.9 
5.9.1 
 

Information Governance 
There are no implications for information governance relating to this report. 

5.10 
5.10.1 
 

Risk 
There are no accounting policies that directly impact risk. The Annual Report and 
Accounts includes an Accountability Report that highlights our risk management and 
corporate governance processes that supports the achievement of the Scottish Fire and 
Rescue Service’s (SFRS) policies, strategic aims and objectives. 
 

5.11 
5.11.1 
 

Communications & Engagement 
There are no accounting policies that directly impact our engagement. 

5.12 
5.12.1 
 

Training 
There are no training implications relating to this report. 
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6 Core Brief 

6.1 
 

Not Applicable 
 

7 Appendices/Further Reading 
7.1 
 

Appendix A – Accounting Policies 
 

Prepared by: 
John Thomson, Head of Finance and Procurement / Alan Duncan, 
Accounting Manager 

Sponsored by: Sarah O’Donnell, Director of Finance and Contractual Services 

Presented by: John Thomson, Head of Finance and Procurement 

Links to Strategy 

 
Governance Route for Report Meeting Date Comment 

Audit and Risk Assurance Committee 27 March 2019 For noting 
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APPENDIX A 

1. Accounting Policies 
These financial statements have been prepared in accordance with the 2018/19 Government 
Financial Reporting Manual (FReM) issued by HM Treasury.  The accounting policies contained in 
the FReM apply International Financial Reporting Standards (IFRS) as adapted or interpreted for 
the public sector context.  The SFRS has selected the most appropriate accounting policy or 
estimation technique, as permitted by the FReM, to ensure the statements present a true and fair 
view.   

The particular policies adopted by the SFRS in preparing these financial statements are described 
below.  They have been applied consistently in dealing with items that are considered material to 
the Accounts. 

The Accounts have been prepared with reference to the following objectives: 
 to provide information about the financial position, performance and cash flows in a way 

that meets the “common need of most users”, and 
 to show the results of the stewardship and accountability of Board members and 

management for the resources entrusted to them. 

The following underlying assumptions have also been adhered to: 
 Accruals – with the exception of cash flow information, the statements have been prepared 

using the accrual basis of accounting, where the non-cash effects of transactions are 
included in the financial statements in the year in which they occur, not the year in which 
cash is paid or received, and 

 Going concern – the Accounts have been prepared on the basis that the SFRS will 
continue to function for the foreseeable future. 

Application of Accounting Standards issued but have not yet been adopted 

As noted above, these financial statements have been prepared in accordance with the FReM 
issued by HM Treasury.  The FReM applies IFRS as adapted or interpreted for the public sector 
context, but does not require the following Standards and Interpretations to be applied in the year 
ended 31 March 2019, which will be considered for application during financial year 2019/20. 

IFRS16 Leases: Removes the distinction between operating and finance leases, 

 

The application of the Standard would not have a material impact on the financial year ended 31 
March 2019 if applied in that year. 

Accounting Convention 

These Accounts have been prepared under the historical cost convention modified to account for 
the revaluation of property, plant and equipment. 

Accounting Period 

The accounting period commenced on 1 April 2018 and ended on 31 March 2019. 
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Going Concern 

The Resource Budget for the financial year ended 31 March 2019 has been approved by the 
Scottish Government and is considered adequate to allow the SFRS to meet its liabilities in the 
foreseeable future.  These financial statements have therefore been produced on a going concern 
basis. 

To the extent that the pension deficits are not met from SFRS sources of income it may only be 
met by future Grant in Aid from the sponsoring department, the Safer Communities Directorate.  
This is because, under the normal conventions applying to parliamentary control over income and 
expenditure, such grants may not be paid in advance of need. 

Segmental Reporting 

The SFRS is operated as a single service and is also reported in this same format. Costs and 
support service overheads are not allocated to other parts of the organisation, and therefore there 
are no requirements for segmental reporting, however, a reconciliation between the management 
accounts position and the accounting statements is included in the Notes to the Accounts. 

Revenue Recognition 

Revenue is recognised net of VAT to the extent that it is probable that the economic benefits will 
flow to the SFRS and the revenue can be reliably measured. 

Grant in Aid and Revenue Grants 

SFRS is funded by the Scottish Government.  Grant in Aid is received throughout the year and is 
intended to meet SFRS estimated expenditure for both capital and revenue purposes.  It is 
accounted for as financing on a cash basis, not income, and is therefore credited to SFRS 
reserves and not incorporated within the SoCNE.  Grant in Aid cannot be drawn down in advance 
of need. 

Grants in aid, whether for revenue or capital purposes, are to be treated as contributions from 
controlling parties giving rise to a financial interest in the residual interest of the reporting entity, 
and are to be credited to general reserves and not to income or deferred income. 

Where grants are subject to conditions such that non-compliance would result in the grant being 
repaid, the potential liability to repay, and the conditions to be met, should be disclosed in a note to 
the Accounts. 

The profit or loss on disposal of an asset financed by grant or grant-in-aid is taken to the Statement 
of Comprehensive Net Expenditure. 

Capital Grants 

Capital grants are accounted for in accordance with IAS20 Accounting for Government Grants and 
Disclosure of Government Assistance, and recognised in the SoCNE once conditions are met.  
Grant is treated as a capital grant received in advance where carry forward is permitted and any 
conditions have not been met. 

Provision of Services 

Revenue from the provision of services is recognised when the SFRS can measure reliably the 
percentage completion of the transaction and it is probable that economic benefits or service 
potential associated with the transaction will flow to the SFRS.  
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Rental Income 

Rental income from operating leases is recognised on a straight-line basis over the terms of the 
lease. 

Expenditure Recognition 

Supplies are recorded as expenditure when they are consumed – where there is a gap between 
the date supplies are received and their consumption, they are carried as inventories on the 
Statement of Financial Position (SoFP). 

Expenses in relation to services received (including those rendered by the SFRS employees) are 
recorded as expenditure when the services are received, rather than when payments are made. 

Interest payable on borrowings is accounted for on the cash flows that have been fixed or 
determined by the contract, or based on an annuity basis where borrowings have been provided by 
a local authority. 

Where revenue and expenditure have been recognised but cash has not been received or paid, a 
receivable or payable for the relevant amount is recorded in the SoFP.  Where there is evidence 
that debts are unlikely to be settled, the balance of receivables is written down and a charge made 
to revenue for the income that might not be collected. 

Benefits Payable During Employment 

Short-term employee benefits (those that fall due wholly within 12 months of the year end), such as 
wages and salaries, paid annual leave and paid sick leave, bonuses and non-monetary benefits for 
current employees, are recognised as an expense in the year in which employees render service 
to the SFRS.  An accrual is made in the SoCNE for the year for the cost of holiday entitlements 
and other forms of leave earned by employees but not taken before the year end and which 
employees can carry forward to the next financial year.  The accrual is made at the remuneration 
rates applicable in the following financial year. 

Post-Employment Benefits 

As at 31 March 2019, the SFRS participates in four pension schemes, the Local Government 
Pension Scheme (Scotland) for support staff, the Firefighter’s Pension Scheme 1992, New 
Firefighters Pension Scheme 2006 and the Fire 2015 Scheme for Wholetime/Retained uniformed 
personnel.  For the year ended 31 March 2019, the administration of Firefighters’ Schemes was 
undertaken by the Scottish Public Pensions Agency (SPPA) and the administration of LGPS 
remained with local authorities. 

 Local Government Pension Scheme (Scotland) 
The LGPS provides members with defined benefits related to pay and service.  It is 
supported by contributions from both employer and employee. There are 8 schemes 
covering staff in Scotland, detailed in Note 13.  The LGPS is a Career Average Revalued 
Earnings (CARE) Scheme whereby pension benefits are based on earnings received within 
each year worked, which are index linked and totalled on retirement to provide an annual 
pension.  
  

 Firefighter’s Pension Scheme 1992 
The Firefighters’ Pension Scheme 1992 (FPS) is a final salary unfunded defined benefit 
scheme where payments are made on a “pay as you go” basis.  This is funded through 
contributions from employees, the SFRS and the Scottish Government. 
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 New Firefighters Pension Scheme 2006 
The new Firefighters’ Pension Scheme 2006 (NFPS) was introduced on 6 April 2006, and is 
also a final salary unfunded defined benefit scheme, similar to the Firefighters’ Pension 
Scheme, the differences being a lower contribution rate, and different retirement criteria.  
Funding is provided in the same way as the FPS.  The normal retirement age from this 
scheme is 60. 
 
A recent development within this Scheme has been to allow retained firefighters who were 
employed by the Service between 1 July 2000 and 5 April 2006, access to this Scheme to 
provide them with comparable pension benefits to those enjoyed by wholetime firefighters 
during this period. Those individuals who were employed between these dates are now 
eligible to purchase pension rights under the terms of these new pension arrangements.  
This sub Scheme is known as the Retained Duty System (RDS) Modified Pension Scheme. 
 

 Fire 2015 Scheme 
The Fire 2015 Scheme was introduced on 1 April 2015 and is a CARE scheme rather than 
a final salary pension scheme.  Funding is provided in the same way as the FPS.  All new 
employees entering the Service will join this Scheme automatically.  Under the new 
arrangements the normal pension age for firefighters will be 60 which reflects the current 
retirement age for the 2006 Scheme.  
 
Firefighters who were previously in the 1992 or 2006 Schemes joined the 2015 Scheme 
automatically on 1 April 2015 where no protection was in place. A further group have 
transferred to this scheme, or will transfer, between now and 2022 depending on their 
individual circumstances.  The remaining group of firefighters will remain in their existing 
schemes. 

 

Contributions to the schemes are calculated to spread the cost of pensions over employees 
working lives, in line with IAS19 Employee Benefits.  The contributions are determined by an 
actuary on the basis of triennial valuations using the Age Attained Method and, in the intervening 
years, by rolling forward the scheme assets and liabilities in a desk top review. 

Variations from regular cost are spread over the expected average remaining working lives of 
scheme members, taking into account future withdrawals.  The expected cost of providing staff 
pensions to contributing employees is recognised in the SoCNE in accordance with IAS19, 
recognising retirement benefits as they are earned not when they are due to be paid. 

Pension Scheme Assets 

The FPS, NFPS and Fire 2015 Schemes, being unfunded, have no assets built up to meet pension 
liabilities.  The attributable assets of the various Local Government Pension Schemes (LGPS) 
have been measured at fair value and are identified in the Notes to the Accounts. 

Pension Scheme Liabilities 

The attributable liabilities of each scheme are measured on an actuarial basis using the projected 
unit method – i.e. an assessment of the future payments that will be made in relation to retirement 
benefits earned to date by employees, based on assumptions about mortality rates, employee 
turnover rates, etc. 
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The change in the Net Pension Liability shown in the SoFP consists of the following: 

Current Service Cost 

This refers to the increase in liabilities as a result of years of service earned this year and is 
allocated to the cost of services in the SoCNE. 

Expected Net Return on Assets 

The expected annual investment return on assets for the LGPS is based on long-term expectations 
as at 31 March 2019.  This is shown net of the interest cost of each scheme, based on the discount 
rate and the present value of the scheme liabilities as at 31 March 2019. 

Past Service Costs 

This refers to the increase in liabilities arising from current year decisions whose effect relates to 
years of service earned in previous years.  This is debited to the surplus/deficit on the SoCNE. 

Gains/Losses on Settlements and Curtailments 

The result of actions to relieve the SFRS of liabilities or events that reduce the expected future 
service or accrual of benefits of employees – debited/credited to the SoCNE. 

Actuarial Gains and Losses 

Changes in the net pensions liability that arise because events have not coincided with 
assumptions made at the last actuarial valuation or because the actuaries have updated their 
assumptions – debited to the Pensions Reserve. 

Contributions Paid to the LGPS Pension Funds 

Cash paid as employer’s contributions to the pension fund in settlement of liabilities; not accounted 
for as an expense. 

Discretionary Benefits 

The SFRS also has restricted powers to make discretionary awards of retirement benefits in the 
event of early retirements.  Any liabilities estimated to arise as a result of an award to any member 
of staff are accrued in the year of the decision to make the award, and accounted for using the 
same policies as those applied to the relevant pension schemes. 

Injury Awards 

The SFRS also has powers to make awards of injury benefits in the event of firefighters leaving 
through injury. Any liabilities estimated to arise as a result of an award to any member of staff are 
accrued in the year of the decision to make the award and accounted for using the same policies 
as those applied to the relevant compensation schemes. 

Cash and Cash Equivalents 

Cash and cash equivalents include cash in hand and deposits held with banks. 

Property, Plant and Equipment 

Assets that have physical substance and are held for use in the production or supply of goods or 
services, for rental to others or for administrative purposes and that are expected to be used during 
more than one financial year are classified as Property, Plant and Equipment.  
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Asset Recognition 

All expenditure on the acquisition, creation or enhancement of property, plant and equipment has 
been capitalised on an accruals basis, provided that it is probable that the future economic benefits 
or service potential associated with the item will flow to the SFRS and the cost of the item can be 
measured reliably.  Expenditure that maintains but does not add to an asset’s potential to deliver 
future economic benefits or service potential (i.e. repairs and maintenance) is charged as an 
expense when it is incurred. 

Asset Measurement 

Assets are initially measured at cost, comprising: 
 the purchase price, 
 any costs attributable to bringing the asset to the location and condition necessary for it to 

be capable of operating in the manner intended by management, 
 the initial estimate of the costs of dismantling and removing the item and restoring the site 

on which it is located. 

Land and Buildings are included at Depreciated Replacement Cost (DRC) where there is no 
market-based evidence of fair value because of the specialist nature of the assets.  In all other 
cases, Existing Use Value (EUV) has been used.  As a minimum, five yearly valuations of Land 
and Buildings are carried out as part of a rolling programme, on the basis of current market value 
for land and depreciated replacement cost for buildings.  In addition, impairment reviews are 
carried out on major assets and assets on which there has been significant expenditure, to 
determine if there has been any change in value in the years between valuations. 

Assets included in the SoFP at fair value are revalued regularly to ensure that their carrying 
amount is not materially different from their fair value at the year-end, but as a minimum every five 
years.  Increases in valuations are matched by credits to the Revaluation Reserve to recognise 
unrealised gains. 

At 31 March 2019, all land, buildings and dwellings assets due for valuation under the five year 
rolling programme, were re-valued by the SFRS’s in-house Estates and Valuations Surveyor, 
Russell Munn (BSC MRICS). Where decreases in value are identified, the revaluation loss is 
accounted for: 

 where there is a balance of revaluation gains for the asset in the Revaluation Reserve, the 
carrying amount of the asset is written down against that balance (up to the amount of the 
accumulated gains), 

 where there is no balance in the Revaluation Reserve or insufficient balance, the carrying 
amount of the asset is written down against the relevant line in the SoCNE. 

Donated Assets 

Assets classified as donated are measured at fair value on receipt.  The funding element is 
recognised as income and taken to the SoCNE.  Any subsequent revaluations are taken to the 
Revaluation Reserve.   

Impairment 

Assets are assessed at each year-end as to whether there is any indication that an asset may be 
impaired.  Where indications exist and any possible differences are estimated to be material, the 
recoverable amount of the asset is estimated and, where this is less than the carrying amount of 
the asset, an impairment loss is recognised for the shortfall. 
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Where impairment losses are identified, they are accounted for: 

 where there is a balance of revaluation gains for the asset in the Revaluation Reserve, the 
carrying amount of the asset is written down against that balance (up to the amount of the 
accumulated gains), 

 where there is no balance in the Revaluation Reserve or insufficient balance, the carrying 
amount of the asset is written down against the relevant line in the SoCNE. 

 Where an impairment loss is reversed subsequently, the reversal is credited to the relevant 
line in the SoCNE, up to the amount of the original loss, adjusted for depreciation that 
would have been charged if the loss had not been recognised. 

Disposals 

When it becomes probable that the carrying amount of an asset will be recovered principally 
through a sale transaction rather than through its continuing use, it is reclassified as an Asset Held 
for Sale.  The asset is revalued immediately before reclassification and then carried at the lower of 
this amount and fair value less costs to sell.  Where there is a subsequent decrease to fair value 
less costs to sell, the loss is posted to Other Operating Charges in the SoCNE.  Gains in fair value 
are recognised only up to the amount of any previously recognised losses.  Depreciation is not 
charged on Assets Held for Sale. 

Assets that are to be abandoned or scrapped are not reclassified as Assets Held for Sale. 

When an asset is disposed of or decommissioned, the carrying amount of the asset in the SoFP 
(whether Property, Plant and Equipment or Assets Held for Sale) is written off to the Other 
Operating Charges line in the SoCNE as part of the gain or loss on disposal.  Receipts from 
disposals (if any) are credited to the same line in the SoCNE also as part of the gain or loss on 
disposal (i.e. netted off against the carrying value of the asset at the time of disposal). 

Assets Held for Sale 

An asset is classified as held for sale when it meets all of the following criteria: 

 It is available for immediate sale, 
 A plan agreed by management is in place and steps are actively being taken to 

conclude a sale, and 
 It is actively being marketed with an expectation of a sale within the next 12 months. 

Assets meeting these criteria are revalued and measured at the lower of their carrying amount 
immediately prior to reclassification and fair value less costs to sell.  There is no depreciation on 
Assets Held for Sale. 

Depreciation 

Depreciation is provided for on all Property, Plant and Equipment assets by the systematic 
allocation of their depreciable amounts on a straight line basis over their useful lives.  An exception 
is made for assets without a determinable finite useful life (i.e. freehold land, Heritage Assets, 
surplus assets and assets held for sale) and assets that are not yet available for use (i.e. assets 
under construction). 
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Useful economic lives as estimated by experts are as follows: 

 

Category Useful economic life 

Buildings 10-64 years 
Cars & Vans 5 years 
Fire Appliances (including specialist appliances) 10-15 years 
Equipment 3-20 years 

 

Assets under construction are recognised at cost and not depreciated until the asset is brought into 
use. 

Componentisation 

In accordance with IAS16 Property, Plant and Equipment a componentisation policy for material 
assets has been adopted with effect from 1 April 2013.  SFRS will componentise material assets 
with a carrying value over £0.5 million, unless, in the expert opinion of our professional valuer, it 
does not lend itself to componentisation by its complex nature.  This will be carried out where 
material assets are acquired, revalued or enhanced. 

The SFRS policy noted above has been applied to all relevant assets brought on from legacy 
services and will continue to be applied as they are revalued through the five year rolling 
programme of valuations. 

Intangible Assets 

Intangible assets have no physical substance but are identifiable and controlled by the SFRS.  It 
can be established that there is an economic benefit or service potential associated with the item 
which will flow to the SFRS.  This expenditure is mainly in relation to software licenses purchased 
by legacy services.  Expenditure on the acquisition, creation or enhancement of intangible assets 
is capitalised on an accruals basis when it will bring benefits of longer than one year. 

Intangible assets are initially measured at cost and included in the SoFP at net historical cost.  
Intangible assets are depreciated on a straight line basis over the life of the asset (3 years).  

Leases 

Leases are classified as finance leases where the terms of the lease transfers substantially all the 
risks and rewards incidental to ownership of the property, plant or equipment from the lessor to the 
lessee.  All other leases are classified as operating leases. 

Where a lease covers both land and buildings, the land and building elements are considered 
separately for classification. 

Arrangements that do not have the legal status of a lease but convey a right to use an asset in 
return for payment are accounted for under this policy, where fulfilment of the arrangement is 
dependent on the use of specific assets. 
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Operating Leases 

Rentals payable under operating leases are charged to the SoCNE on a straight-line basis, over 
the term of the lease. 

Provisions, Contingent Liabilities and Contingent Assets 

Provisions 

Provisions are made where an event has taken place that gives the Board a legal or constructive 
obligation that probably requires settlement by a transfer of economic benefits or service potential, 
and a reliable estimate can be made of the amount of the obligation. 

Contingent Liabilities 

A contingent liability arises where an event has taken place that gives the SFRS a possible 
obligation whose existence will only be confirmed by the occurrence or otherwise of uncertain 
future events not wholly within the control of the SFRS.  Contingent liabilities also arise in 
circumstances where a provision would otherwise be made but either it is not probable that an 
outflow of resources will be required or the amount of the obligation cannot be measured reliably.  
Contingent liabilities are not recognised in the SoFP but disclosed in a note to the Accounts. 

Reserves 

The General Reserve represents the excess of expenditure over income on grant in aid funded 
operations, or other grant income streams, e.g. transitional funding. 

The Revaluation Reserve represents the increase in value of land and buildings over their 
historical costs. 

Taxation 

Value Added Tax (VAT) is included as an expense only to the extent that it is not recoverable from 
Her Majesty’s Revenue and Customs (HMRC).  VAT receivable is excluded from income. 

Corporation Tax is payable on profit generated from business activities (including the disposal of 
assets no longer required) undertaken by SFRS.  Income from GiA is not subject to Corporation 
Tax. 

Financial Instruments 

Financial Assets 
Financial assets held by the SFRS consist of Trade and Other Receivables and Cash and Cash 
Equivalents.  Trade receivables are non-derivative financial assets with fixed or determinable 
payments that are not quoted in an active market.  

As the Cash requirements of the SFRS are met through Grant-in-Aid provided by the Safer 
Communities Directorate, financial instruments play a more limited role in creating and managing 
risk than would apply to a non-public sector body.  Cash balances are held with the Government 
Banking Service (GBS) and SFRS is not therefore exposed to significant credit, liquidity or market 
risk in respect of financial assets.  There is no difference between book value and fair value for 
cash and cash equivalents shown in the SoFP. 

Financial Liabilities 
Financial liabilities within the SFRS consist of Trade and Other Payables, and Borrowings. Trade 
payables are held at fair value, and are typically non-derivative financial liabilities with fixed or 
determinable payments that are not quoted in an active market.  They arise when SFRS receives 
goods or services with no intention of trading the liability.  
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There are two types of Borrowings held by the SFRS: 

i) Public Works Loan Board (PWLB) loans were taken out by legacy services that carried out 
the Treasury Management function (i.e. borrowings and investments) in their own right.  
These are recognised on the SoFP at the point when the SFRS becomes a party to the 
contractual provisions of a financial instrument and are initially measured at fair value and 
carried at their amortised cost, i.e. including accrued interest.   

For borrowings held by the SFRS therefore, the amount presented on the SoFP is the 
outstanding principal repayable including accrued interest, and annual charges to the SoCNE 
for interest payable is the amount payable in the year on an accruals basis. 

ii) The second type of financial liability arises where the Treasury Management function for 
legacy Fire Services was carried out by the lead authority.  Schedules have been provided 
by the lead authorities showing total outstanding debt, amounts of principal repayable each 
year, and indicative amounts of related interest payable each year.  The interest is calculated 
by each former lead authority using a pooled interest rate which is applied to all loans in their 
portfolio. 

In these cases, financial liabilities are shown in the SoFP at the values provided by the 
former lead authorities.  Annual charges to the SoCNE for interest payable are based on the 
carrying amount of the liability multiplied by the effective rate of interest for the instrument, as 
calculated by each former lead authority. 

Financial liabilities are derecognised when the contractual obligations are discharged, cancelled or 
expire. 

Review of Accounting Policies and Estimation Techniques 

These financial statements have been prepared under IFRS incorporating any departures required 
by the FReM, and all accounting policies have been reviewed to ensure their continued relevance. 
Estimates and judgements are regularly evaluated and are based on historical experience and 
other factors, including expectations of future events that are believed to be reasonable under the 
circumstances.  Actual results may differ from those estimates and underlying assumptions are 
continuously reviewed. 

The main areas of estimation relate to the following: 

 The valuation of land and buildings, where the services of professionally qualified 
surveyors are used to ensure that best practice and consistency of approach is applied, 
and 

 The valuation of Pension Scheme assets and liabilities, where professionally qualified 
actuaries are employed to provide the information required under IAS19 Employee 
Benefits. 

Changes in Accounting Estimates  

Changes in accounting estimates are accounted for prospectively, i.e. in the current and future 
years affected by the change. 
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Events after the Reporting Period 

Events after the reporting period end represent those events which occur between the end of the 
reporting period and the date when the Annual Report and Accounts are authorised for issue by 
the Board.   

Material events for which conditions exist at 31 March are reflected on an accruals basis within the 
financial year.   The Notes to the Accounts contain details of material events where their conditions 
did not exist as at 31 March.  

Inventories 

Inventories are included in the Statement of Financial Position at the lower of cost or net realisable 
value on an average cost basis. 
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Report No: C/ARAC/12-19 

Agenda Item: 11c 

Report To: AUDIT AND RISK ASSURANCE COMMITTEE 

Meeting Date: 27 MARCH 2019 

Report Title: 
AUDIT OF THE PROCUREMENT OF FIRE KIT AND PERSONAL 

PROTECTIVE EQUIPMENT –ACTION PLAN UPDATE 

Report 

Classification: 
For Noting 

Board/Committee Meetings ONLY 

For Reports to be held in Private 

Reason   

1 Purpose 

1.1 The purpose of this report is to update the Audit and Risk Assurance Committee regarding 
progress in relation to the Action Plan arising from the Audit of the Procurement of Fire 
Kit and Personal Protective Equipment.  
 

2 Background  

2.1 
 
 
 
 
2.2 

Following the abandonment of an exercise to procure structural fire kit and personal 
protective equipment, the Chief Officer (Accountable Officer) commissioned an internal 
audit review to enable robust scrutiny of the process and to ensure that SFRS learns 
lessons for the future. 
 
As a result of this audit an Action Plan was developed and reported to the Committee at 
its meetings in June, October and January. 
 

3 Main Report and Discussion 

3.1 
 
 
 
 
 
 
 
 
3.2 
 

The latest Action Plan Update is attached at Appendix A, showing, of 25 actions, 21 are 
fully complete, with 4 ongoing: 
 A3 – procurement section on SFRS website – awaiting new SFRS website 
 A14 – procurement training programme – to be delivered over the next financial year 
 B2 – structure review of Equipment and Logistics team – has proven challenging to 

identify suitable comparators but work will continue to ensure the team is appropriately 
resourced 

 C1 – job descriptions – work is ongoing with HR to finalise these 
 

These actions will now be incorporated into business as usual within the Directorate and 
as such no further updates are planned for the Committee. 
 

4 Recommendation  
4.1 The Audit and Risk Assurance Committee is asked to note the contents of the report. 

 
  

SCOTTISH FIRE AND RESCUE SERVICE  

Audit and Risk Assurance Committee 
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5 Key Strategic Implications 

5.1 
5.1.1 

Financial 
There are no financial implications directly associated with this report. 
 

5.2 
5.2.1 

Legal 
The action plan is intended to ensure SFRS has effective governance arrangements in 
place around audit recommendations. 
 

5.3 
5.3.1 

Performance 
The action plan is aimed at ensuring SFRS performs as effectively as possible in both 
Procurement and Asset Management. 
 

5.4 
5.4.1 

Environmental & Sustainability 
There are no environmental and sustainability implications associated with this report. 
 

5.5 
5.5.1 

Workforce 
A number of actions have been undertaken to ensure staff have the necessary capacity, 
skills and expertise to carry out these functions effectively. 
 

5.6 
5.6.1 

Health & Safety 
There are no environmental and sustainability implications associated with this report. 
 

5.7 
5.7.1 

Timing 
This action plan was agreed in June 2018. 
 

5.8 
5.8.1 

Equalities 
There are no environmental and sustainability implications associated with this report. 
 

5.9 
5.9.1 

Information Governance 
There is no requirement for a privacy impact assessment. 
 

5.10 
5.10.1 

Risk 
Implementation of this action plan is intended to reduce risks to SFRS in these areas. 
 

5.11 
5.11.1 

Communications & Engagement 
The action plan was developed in conjunction with those who have been assigned tasks. 
 

5.12 
5.12.1 

Training 
A number of actions have been undertaken to ensure staff have the necessary capacity, 
skills and expertise to carry out these functions effectively. 
 

6 Core Brief 

6.1 Not Applicable 
 

7 Appendices/Further Reading 
7.1 Appendix A - Follow Up Action Plan – Issues Arising from the Audit of the Procurement 

of structural Fire kit and Personal Protective Clothing 
 

Prepared by: Sarah O’Donnell, Director of Finance and Contractual Services 

Sponsored by: Sarah O’Donnell, Director of Finance and Contractual Services 

Presented by: Sarah O’Donnell, Director of Finance and Contractual Services 
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Audit & Risk Assurance Committee 27 March 2019 For Noting 
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APPENDIX A 
Follow Up Action Plan 
Issues Arising from the Audit of the Procurement of Structural Fire Kit and Personal Protective Equipment 
 
A. Procurement 
 

Ref Action Due 
% 

Complete 
RAG Latest Update Owner 

A1 

Raise profile and 
credibility of 
procurement and in 
turn raise morale 

Q4 100% 
C

om
pl

et
e 

- 1-2-1 meetings held by Director with each member of the team 
- Planning Day held by Procurement Manager – SWOT analysis 

undertaken 
- Director led process workshop held with team 
- Director led meetings with stakeholders (A2) 
- Procurement Manager established quarterly meetings with 

Directorates / Service Delivery Areas (A4) 
- Procurement Manager and team members engaging at Scottish 

and UK level – attendance at National Heads of Procurement 
Event, Scottish Government PCG, Cluster Group Meetings and 
NFCC Forums 

- SFRS Procurement represented at national collaborative events 
– Procurement Improvement Event (30/5), national Meet the 
Buyer Event (6/6), Regional Meet The Buyer Inverness (5/9), 
Emergency Services Show (19/20 Sept) 

- SFRS participation in establishing NFCC National Frameworks 
(e.g. National Workwear Project) and discussions have taken 
place with on-going engagement in other proposed projects. 

- Meeting to be progressed with HIAL to discuss collaborative 
opportunities. 

- Membership of Supplier Development Programme confirmed 
- Successful recruitment campaign, appointing 4 additional 

members of staff with recruitment ongoing for 2 further 
Procurement Officers 

- SFRS shortlisted in GO Awards 2018 in the category of GO 
Procurement Project of the Year Award (sub £20million value). 
Event  occurring on 23rd October 

Director FCS 
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C
om

pl
et

e 

- Meeting being set with Supplier Development Programme to 
explore further the opportunities which membership provides to 
SFRS. 

- Webpage on Supplier Development Programme being 
progressed. 

- SFRS success with in engagement with Support Business noted 
in Central government procurement Update Bulletin issued in 
Dec 2018. 

- Procurement Strategy 2019-2021 approved by Board 13 
December 2018. 

- Meeting held with Excel Scotland and SG Procurement – scope 
for further collaboration and frameworks. 

- Positive feedback being received from CPSG members 
regarding procurement engagement and progress on projects 
across all directorates. 

- Team members and Client Depts participating in Scottish 
Government National UIG’s. 

- Return made in response to NFCC requests for SFRS feedback 
to NFCC Procurement Strategy. 

- Attendance confirmed  at Supplier Development Programme 
Regional Officers Group 

 

A2 

Through 
stakeholder 
consultation, 
develop 
comprehensive 
performance 
framework 
(qualitative and 
quantitative), and 
establish baseline 

Q2 100% 

C
om

pl
et

e 
- Procurement Performance Framework has been finalised and 

circulated to stakeholders. 
- Qualitative questionnaires are currently in operation following 

each tender exercise 
- SG PCIP initial assessment Director FCS 



NOT PROTECTIVELY MARKED  

AuditRiskandAssuranceCommittee/Report/ 
AuditProcurementStructuralFireKitandPPEUpdate Page 6 of 13 Version 1.0: 18/03/2019 

A3 

Develop 
procurement 
section on SFRS 
website to provide 
greater accessibility 
to prospective 
suppliers, including 
procurement 
pipeline 

Q2 99% 

Am
be

r 

- Materials / content has been developed for both intranet / 
internet. 

- iHub site being finalised for go-live by the end of March. 
- Procurement internet site will go live when new SFRS website 

goes live.    Procurement 
Manager 

A4 

Develop effective 
engagement 
arrangements with 
client departments 
to ensure needs 
are met 

Q2 100% 

C
om

pl
et

e 

- Quarterly meetings now established  
- Corporate Procurement Steering Group meets 6-weekly 
- Category Leads meeting with Client Department on regular 

basis 
 

 

Procurement 
Manager 

A5 

Review 
procurement 
processes and 
documentation to 
identify any scope 
to streamline 
and/or clarify 

Q3 100% 
   

   
  C

om
pl

et
e - Work completed on areas identified in Action Plan and other 

amendments / changes to others will be progressed as Business 
As Usual to take account of areas such as changes in 
Procurement journey / changes in legislation. 

Head of 
Finance & 

Procurement/ 
Procurement 

Manager 

A6 

Ensure peer 
review/quality 
review process is 
applied to all 
procurements 
before issue, 
paying particular 
attention to use of 
language to avoid 
ambiguity and error 

Q2 100% 

C
om

pl
et

e 

- Quality review process issued to Procurement Team and now 
being used in all procurement exercises with a value in excess 
of £50,000 

Procurement 
Manager 
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A7 

Review the 
Procurement 
Practice Note in 
relation to Tender 
Evaluation to 
ensure it effectively 
addresses sample 
evaluation.  

Q2 100% 

C
om

pl
et

e 

- Complete and now live. 

Procurement 
Manager 

A8 

Review 
Procurement 
Practice Note in 
relation to User 
Intelligence Groups 
and ensure it is 
being applied 

Q2 100% 

C
om

pl
et

e 

- Complete and now live 

Procurement 
Manager 

A9 

Develop and issue 
a Procurement 
Practice Note in 
relation to Market 
Engagement 

Q3 100% 

C
om

pl
et

e - Complete and now live 

Category Lead 

A10 

Develop and issue 
a standard protocol 
for use in the event 
of a legal 
challenge, to 
include a lessons 
learned review 

Q2 100% 

C
om

pl
et

e 
- Complete and now live 

Procurement 
Manager 
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A11 

Review 
arrangements for 
declaring Gifts, 
Hospitality and 
Interests to ensure 
these comply with 
the Scottish 
Procurement Policy 
Handbook and are 
being effectively 
actioned. 

Q1 100% 

C
om

pl
et

e 

- Review of Gifts, Hospitality and Interests Policy complete.  
Report was prepared and presented to SLT on 10 September, 
which was approved. 

- Gifts, Hospitality and Interest Register will be a standing item 
on the Corporate Assurance Board agenda  
 Category Lead 

A12 

Develop a plan to 
resolve the 
resourcing issues, 
with particular 
focus on current 
workload 

Q1 100% 

C
om

pl
et

e 

- Procurement Team vacancies are now filled with final two 
members of the team commencing January 2019.   

- Category Leads progressing immediate requirements with 
relevant Client Departments and working with them to develop 
longer term workplan establishing key priorities.   

Head of 
Finance & 

Procurement/ 
Procurement 

Manager 

A13 

Ensure all 
procurement staff 
have the required 
skills and 
knowledge to 
perform their roles 
effectively 

Q3 100% 
C

om
pl

et
e 

- Training needs for Procurement Team identified as part of the 
wider training programme developed for SFRS.  Details have 
been passed to TED who will assist with the implementation of 
the training programme.  

- Fully qualified MCIP’s qualified staff in all senior roles providing 
support and mentoring to other team members 

- Regular team meetings focusing on improvement measures 
across the Section / Organisation 
 

Head of 
Finance & 

Procurement/ 
Procurement 

Manager 

A14 

Develop and 
implement a 
suitable training 
programme for 
client department 
staff involved in the 
procurement 
process 

Q4 95% 

G
re

en
 

- Training programme has been developed with minimum 
numbers and costs established.   This detail has been passed to 
TED who will assist with the implementation of the training 
programme.       

 

Procurement 
Improvement 

Lead 
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A15 

Review the PCIP 
action plan with a 
view to maximising 
possible progress 
ahead of the next 
assessment 

Q3 100% 

C
om

pl
et

e 

- Current position established and Action Plan has been 
developed in preparation of assessment to be undertaken on 12th 
June 2019. 

- Progress against Action Plan will be monitored within the 
Procurement Section on two weekly cycle, with updated position 
reported to HoFP on monthly basis.  Updates will be provided to 
CPSG at agreed meeting cycle.  

Procurement 
Improvement 

Lead 

A16 

Based on agreed 
performance 
framework, 
demonstrate 
improvement from 
baseline 

Q4 100% 

C
om

pl
et

e 

- Performance framework in place and performance indicators will 
be presented to various forums at agreed intervals. 

- PCIP outcomes will be presented to relevant forums after June 
assessment. 
Return made in response to NFCC requests for SFRS feedback 
to NFCC Procurement Strategy  
 

Head of 
Finance & 

Procurement/ 
Procurement 

Manager 

 

  



NOT PROTECTIVELY MARKED  

AuditRiskandAssuranceCommittee/Report/ 
AuditProcurementStructuralFireKitandPPEUpdate Page 10 of 13 Version 1.0: 18/03/2019 

Follow Up Action Plan 
Issues Arising from the Audit of the Procurement of Structural Fire Kit and Personal Protective Equipment 
 
B. Asset Management 
 

Ref Action Due 
% 

Complete 
RAG Latest Update Owner 

B1 

Review Asset 
Management 
governance 
arrangements to 
ensure appropriate 
formal checks, 
balances and 
support 
mechanisms 

 
 

Q1 
 
 

100% 

   
   

   
   

  C
om

pl
et

e 

- Following a restructure in July 2017, an Asset Governance and 
Performance team was established within Asset Management 

- The Asset Governance and Performance team support and 
monitor all major projects within Asset Management and 
centrally collate all performance indicators  

- Asset Management (AM) holds monthly Heads of Section 
Meetings which are formally recorded 

- The Head of Function has monthly 1-to-1 meetings with each 
Head of Section, with notes of actions produced 

- All key pieces of work are now being formally instructed in 
writing, 

- The Director of FCS will attend the HoS meeting on 26 
November to review progress. 

Head of Asset 
Management 

B2 

Review structure 
and remit of 
Equipment and 
Logistics team to 
ensure 
organisational 
needs are being 
met and resourcing 
is appropriate 

Q4 50% 

G
re

en
 

- Discussions now ongoing with West Midlands and London FRS 
on benchmarking with our current structures 

- We have identified an area for a compliance officer to manage 
the procurement contracts within AM and this will be explored 
further as we consult with other services  

- We are now in dialogue with Kent FRS to establish their 
structure for supporting equipment and PPE 

- Initial consideration of AM ICT systems – cross functional 
workshop arranged to consider strategic system requirements – 
being prioritised within ICT workplan as agreed by the Digital 
Steering Group 

- Emailed to Northern Ireland and Kent last week still no replies 

Head of Asset 
Management 
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B3 

Through the AMLB, 
undertake a review 
of the operational 
interface between 
Asset Management 
and Service 
Delivery/R&R to 
ensure 
organisational 
needs are being 
met 

Q2 100% 

C
om

pl
et

e 

- AMLB Terms of Reference updated to clarify roles and 
responsibilities – endorsed by AMLB, awaiting approval through 
SLT as part of wider review 

- Asset Management Strategy being developed through AMLB 
which will further clarify roles – draft due 12 October 

- Commenced Quarterly Periodic SDA DACO / AM Meetings 
started in June 

- Periodic Meetings have now commenced with DACO RR in 
June   

- All regular meetings are now in place and in the diary.  
- Project specific meetings take place with key partners to ensure 

full client involvement   

Director FCS/ 
Head of Asset 
Management 

B4 

Ensure all staff 
involved in the 
procurement 
process have 
received the 
necessary training 
and are competent 
to perform the roles 
assigned to them 

Q4 100% 

   
   

 C
om

pl
et

e 

- Finance & Procurement provided a recommended training 
matrix (guidelines) of development courses that Asset 
Management staff involved in procurement should undertake. 
These courses will be built into the appraisal process for each 
member of staff, with a certificate being produced at the end of 
each course and populated on iTrent and part of their PRF.  

- HoF to discuss training matrix with staff and agree three-year 
priority based plan. Once plan is in place we would consider this 
action closed. 

- This was agreed and discussed at last Heads of Section 
Meeting and will now form part of the appraisal process for all 
concerned. Procurement will however need to source the 
training courses to fulfil this and coordinate the training 

Head of Asset 
Management 

B5 

Put in place robust 
arrangements to 
ensure appropriate 
technical expertise 
is available for all 
future asset related 
procurements 

Q3 100% 

C
om

pl
et

e 

- Decision that any area where SFRS does not have the required 
expertise such knowledge will be sourced from appropriate 
independent experts. This approach has been successfully 
tested within the Soft FM procurement.  

- AM will continue to develop its network within NFCC to tap into 
areas of best practice and experts within certain key fields. 

- Procurement Practice Note to reflect requirement for an 
assessment to be carried out to determine whether an 
independent technical expert is required for each procurement 
and if so in what capacity. 

Head of Asset 
Management 
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B6 

Develop “customer” 
feedback 
mechanisms to 
collect regular 
qualitative 
information on 
Asset Management 
performance  Q4 100% 

C
om

pl
et

e 

- Initial questionnaire undertaken with stations in relation to the 
new fire kit. Results have been collated and presented to the 
Asset Management Liaison Board. The report was welcomed 
and fully supported by the AMLB Board  

- This will now be standard practice for all major investments of 
PPE and equipment, and will be extended across other aspects 
of Asset Management. 

- The next exercise planned is to understand how our assets are 
performing within Water Rescue Stations 

- Kent FRS, which manages the PPE framework, has requested 
a copy of our feedback questionnaire, with a view to issuing to 
all framework users. 

- There is also consideration and progress for an ICT portal 
within the intranet to develop discussion forums on assets and 
to encourage station participation when rolling out new 
equipment and vehicles etc.  

Head of Asset 
Management 
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Follow Up Action Plan 
Issues Arising from the Audit of the Procurement of Structural Fire Kit and Personal Protective Equipment 
 
C. General 
 

Ref Action Due 
% 

Complete 
RAG Latest Update Owner 

 
C1 

Review job 
descriptions for 
Heads of Function 
and senior 
managers to ensure 
roles and 
responsibilities are 
clear. 

Q1 80% 

Am
be

r 

Work is ongoing with HR to develop up to date job descriptions for 
all relevant posts, in line with corporate approach.  Draft job 
descriptions now provided to HR for Heads of Function – 
feedback awaited.  HR confirmed they are content with job 
descriptions for HoF’s.  A draft job description has been 
developed for the Equipment Manager. 

Director FCS 

C2 

Ensure SFRS 
Appraisal Process is 
operating effectively 
across the 
Directorate 

Q1 100% 

C
om

pl
et

e HR are now sample testing the Appraisal Process across SFRS – 
all teams within FCS have now confirmed satisfactory progress. 

Director FCS 

C3 

Through the SFRS 
Appraisal Process, 
put in place personal 
development plans 
to address identified 
needs. 

Q1 100% 
C

om
pl

et
e 

Personal Development Plans have been updated in line with 
identified needs. 
 
360 Review process commencing, initially for FCS Management 
Team, to be cascaded to senior managers. 

Director FCS 
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Report No: C/ARAC/18-19 

Agenda Item: 12 

Report To: AUDIT AND RISK ASSURANCE COMMITTEE 

Meeting Date: 27 MARCH 2019 

Report Title: REVIEW OF TERMS OF REFERENCE 

Report 

Classification: 
For Noting 

Board/Committee Meetings ONLY 

For Reports to be held in Private 

Reason   

1 Purpose 

1.1 
 

The purpose of this report is to present proposals to ensure the continued effectiveness 
of the governance arrangements enabling Committee members the opportunity to review 
their Terms of Reference (Appendix A) and propose any amendments, if required, prior 
to it being put forward for approval at the Board meeting on 25 April 2019. 
 

2 Background  

2.1 
 

A review of the Terms of Reference (Appendix A) related to general governance matters 
of the Board and its Committees is required to be progressed to ensure the continued 
effectiveness of these arrangements, this is also an opportunity to simplify and 
standardise where appropriate the Terms of Reference across all Committees of the 
Board, note reference was made to the revised Scottish Government Audit and 
Assurance Committee Handbook (March 2018) as part of the review. 
 

3 Main Report and Discussion 

3.1 
 
 
 
 
3.2 

The Terms of Reference for this Committee have had a light touch review to ensure that 
they are an accurate representation of the responsibilities expected of the Committee and 
to simplify and standardise approaches where possible across all Committees of the 
Board.  
 
In summary please note some key sections that were amended:- 
 
1.  Introduction:- 
 
1.2 The overall purpose of the Committee is to satisfy itself as to the adequacy and 

effectiveness of the audit and risk policies, procedures regarding management of 
risk, control and governance and associated assurance through a process of 
constructive challenge.   

 
1.3 The Committee is authorised by the Board to make decisions within their limits of 

responsibilities under these Terms of Reference. 
 
1.4 Along with all staff, the Board and its Committees have a key part to play in 

embedding and living ‘Our Values’, developed as a result of staff views on what 
they value most about working within SFRS.  We all have a responsibility to ensure 
we continually promote them in everything we do. 

SCOTTISH FIRE AND RESCUE SERVICE  

Audit and Risk Assurance Committee 

https://www.gov.scot/publications/audit-assurance-committee-handbook/
https://www.gov.scot/publications/audit-assurance-committee-handbook/
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2.  Membership:-  
 
2.1 Appoint a Deputy Chair of the Committee. 
 
2.3  Authority to invite representatives of related partner organisations and bodies. 
 
3.  Reporting:- 
 
3.1 Minutes of the meetings of the Committee will be submitted to meetings of the 

Board.  The Committee may submit special reports to the Board as required. 
 
4.  Responsibilities:- 
 
4.1 The Committee will advise and support the Board and Accountable Officer on the 

appropriateness of the:  
 
(Note updated wording and broken down into separate bullet points):-  
 Strategic processes for risk management, the control environment and 

governance; 
 Annual governance statement and effectiveness of the internal control 

environment; 
 Accounting policies, the accounts, and the annual report for the organisation, 

including the process for the review of the accounts prior to submission for audit, 
levels of error identified, and management’s letter of representation to the external 
auditors; 

 
4.2 The broad areas of responsibility give the Committee scope to continually monitor 

and review Audit and Risk Assurance related matters as deemed necessary. 
 
4.4 All Committees must endeavour to avoid duplication of work of other Committees 

by focusing on specific delegated areas of responsibility.  Overall co-ordination of 
work is overseen by the Integrated Governance Committee Section 7.2. 

 
5.  Rights:- 
 
5.1 Are authorised by the SFRS Board to make decisions within their limits of 

responsibilities under the Terms of Reference, as detailed within Section 4.1. 
 
5.2 The Committee may: 
 Scrutinise the delegated areas of responsibility referred to in Section 4 above; 
 Invite additional members for a limited period to provide specialist assistance. 

However, where there is associated expense this must have prior approval from 
the Chair of the Board and Accountable Officer; 

 Procure specialist advice at the expense of the organisation, subject to budgets 
agreed by the Chair of the Board and Accountable Officer; 

 Approve previous Committee minutes at the next Committee meeting; 
 Hold private workshop sessions as required for development purposes and to 

accommodate organisational input and support; 
 Seek guidance and where appropriate refer matters to the Partnership Advisory 

Group. 
 
6.  Access:- 
 
6.1  Members of the SLT as required, will have free and confidential access to the Chair 

of the Committee. 
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7.  Meetings:- 
 
7.1 The procedures for meetings are: 
 
 To meet formally and in public at least on a quarterly basis.  
 To consider and agree, in line with the Standing Orders, whether any item on the 

Agenda needs to be considered in private. 
 The Chair of the Committee, in consultation with Members, may request an 

additional meeting if considered necessary 
 A minimum of 3 Committee members will be present for the meetings to be deemed 

quorate; 
 In the absence of the Chair, the Deputy Chair will assume the responsibilities of the 

Chair. In both their absence and in agreement with the remaining three Committee 
members present any one member is authorised to assume the role of Chair for 
the duration of the meeting. 

 The Committee may ask any other officials of the organisation to attend, to assist 
it with its discussions on any particular matter. 

 The Committee may ask any or all of those who normally attend, but who are not 
Members, to withdraw to facilitate open and frank discussion of particular matters. 

 The Board or Accountable Officer may ask the Committee to convene further 
meetings to discuss particular issues on which they want the Committee’s advice. 

 
9.  Information Requirements - Appendix 2  
 
 This has been updated in line with the revised Scottish Government Audit and 

Assurance Committee Handbook (March 2018). 
 

4 Recommendation  
4.1 
 

The Committee are invited to review in full, the Terms of Reference for the Committee; 
and propose any amendments, if required, prior to being submitted for approval at the 
meeting of SFRS Board on 25 April 2019. 
 

5 Key Strategic Implications 

5.1 
5.1.1 
 

Financial 
There are no key strategic implications arising from the recommendations set out in this 
paper. 
 

5.2 
5.2.1 
 

Legal 
The recommendations contained within this report are intended to assist the Committee 
and ultimately the Board in its ability to perform its scrutiny role and therefore deliver its 
statutory duties effectively.  
 

5.3 
5.3.1 
 

Performance 
This includes the review of duties and reporting arrangements within the Terms of 
Reference to ensure effective performance management of Committee related business 
. 

5.4 
5.4.1 
 

Environmental & Sustainability 
There are no key strategic implications arising from the recommendations set out in this 
paper. 
 

5.5 
5.5.1 
 

Workforce 
There are no key strategic implications arising from the recommendations set out in this 
paper. 
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5.6 
5.6.1 
 

Health & Safety 
There are no key strategic implications arising from the recommendations set out in this 
paper. 
 

5.7 
5.7.1 
 

Timing 
This report has been produced to support the proposed arrangements to ensure the 
continued effectiveness of the governance arrangements of the Board and its 
Committees. It is intended that any revisions to the current Terms of Reference will be 
presented at the Board meeting scheduled for 25 April 2019. 
 

5.8 
5.8.1 
 

Equalities 
The existing Equality Impact Assessment – Board Operating Arrangements, has been 
reviewed and there are no issues arising from the matters raised within this report.  
 

5.9 
5.9.1 
 

Information Governance 
There are no key strategic implications arising from the recommendations set out in this 
paper. 
 

5.10 
5.10.1 
 

Risk 
The implementation of the proposed arrangements in this report are intended to support 
control measures identified to mitigate the impact of Strategic Risk 7 – Failure to Maintain 
Effective Systems of Control (Risk Ref. 7.6 - Failure to maintain and mature effective 
governance arrangements). 
 

5.11 
5.11.1 
 

Communications & Engagement 
The proposals have been developed by the Board Support Team following a Committee 
workshop held in February 2019 and in consultation with the Committee.  The proposals 
are therefore presented within this report for consideration prior to submitting to the Board 
for approval, subject to any amendments. 
 

5.12 
5.12.1 
 

Training 
There are no key strategic implications arising from the recommendations set out in this 
paper. 
 

6 Core Brief 

6.1 
 

Not applicable. 

7 Appendices/Further Reading 
7.1 
 
7.2 

Appendix A - Revised Terms of Reference 
 
Scottish Government Audit and Assurance Handbook (March 2018) 
 

Prepared by: Alasdair Cameron, Group Manager, Board Support Team 

Sponsored by: 
Mark McAteer, Director of Strategic Planning, Performance and 
Communications 

Presented by: Alasdair Cameron, Group Manager, Board Support Team 
  

https://www.gov.scot/publications/audit-assurance-committee-handbook/
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Links to Strategy 

This links to SFRS Strategic Plan 2016-19 through our priorities of Governance and Social 
Responsibility, incorporating the following associated key strategic objectives: 
 We will continue to ensure that our decision-making processes are transparent and 

evidence led. 
 We will develop a performance framework that enables the effective management of risk 

and supports effective scrutiny, challenge and improvement. 
 We will embed effective communication and engagement in all that we do. 
 We will continue to explore how we maximise efficiency and productivity within our 

organisation and partnerships.  
Governance Route for Report Meeting Date Comment 

Audit and Risk Assurance Committee 27 March 2019 For Noting 

SFRS Board Meeting 25 April 2019 For Approval  
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APPENDIX A 

 
 

 
 

 

 

 

SCOTTISH FIRE AND RESCUE SERVICE BOARD 

 
CORPORATE GOVERNANCE 
 
TERMS OF REFERENCE FOR THE AUDIT AND RISK 

ASSURANCE COMMITTEE 

 

 

 

Author/Role GM Alasdair Cameron  
Date of Risk Assessment (if applicable) N/A 
Date of Equality Impact Assessment 28 March 2018 
Date of Impact Assessment (commenced) N/A 
Date of Impact Assessment (concluded) N/A 
Quality Control (name) Brian Baverstock, Board Member 
Authorised (name and date) Kirsty Darwent, Chair of the Board –  

March 2019 
Last reviewed/amended (name and date) GM Alasdair Cameron – March 2019 
Date for Next Review March 2020 
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SCOTTISH FIRE AND RESCUE 
SERVICE BOARD 
 
CORPORATE GOVERNANCE 
 
TERMS OF REFERENCE FOR THE 
AUDIT AND RISK ASSURANCE 
COMMITTEE 

 

 

1. INTRODUCTION 

 

2. MEMBERSHIP 

 

3. REPORTING 

 

4. RESPONSIBILITIES 

 

5. RIGHTS 

 

6. ACCESS 

 

7. MEETINGS 

 

8. RELATIONSHIPS TO OTHER COMMITTEES 

 

9. INFORMATION REQUIREMENTS 

 

10. APPENDIX 1 – COMMITTEE MEMBERSHIP 

 

11. APPENDIX 2 – LIST OF INFORMATION REQUIREMENTS 
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1. INTRODUCTION 

 

1.1 The Scottish Fire and Rescue Service (SFRS) have established a Committee of the 

Board, known as the Audit and Risk Assurance Committee (“the Committee”).   

 

1.2 The overall purpose of the Committee is to satisfy itself as to the adequacy and 

effectiveness of the audit and risk policies, procedures regarding management of 

risk, control and governance and associated assurance through a process of 

constructive challenge.   

 

1.3 The Committee is authorised by the Board to make decisions within their limits of 

responsibilities under these Terms of Reference. 

 

1.4 Along with all staff, the Board and its Committees have a key part to play  

embedding and living ‘Our Values’, developed as a result of staff views on what 

they value most about working within SFRS.  We all have a responsibility to ensure 

we continually promote them in everything we do. 

 

 

2. MEMBERSHIP 

 

2.1 The Committee will comprise five members appointed by the Board, including a 

Chair and Deputy Chair.  The Committee will be supported by the Accountable 

Officer and other staff, as appropriate to the agenda. 

 

2.2 The Board is to ensure that the Chair and Members have the relevant expertise, 

experience, training, development and support. 

 

2.3 The Committee may invite representatives of related partner organisations, as 

appropriate, to Committee meetings to assist with the work of the Committee. 

 

2.4 The composition and effectiveness of the Committee will be reviewed annually by 

the Board.  A full list of the membership is detailed in Appendix 1. 

  

https://www.firescotland.gov.uk/media/1225253/sfrs_values_framework.pdf
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3. REPORTING 

  
3.1 Minutes of the meetings of the Committee will be submitted to meetings of the 

Board.  The Committee may submit special reports to the Board as required. 

 
 

3.2 The Committee will provide the Board and Accountable Officer with an Annual 

Report, timed to support finalisation of the accounts and the Annual Governance 

Statement, summarising its conclusions from the work it has conducted   throughout 

the reporting year. 

 

 

4. RESPONSIBILITIES 

 

4.1 The Committee will advise and support the Board and Accountable Officer on the 

appropriateness of the: 

 

 Strategic processes for risk management, the control environment and governance; 

 Annual Governance Statement and Internal Controls;   

 Accounting policies, the accounts, and the annual report for the organisation, 

including the process for the review of the accounts prior to submission for audit, 

levels of error identified, and management’s letter of representation to the external 

auditors; 

 Planned activity and results of both internal and external audit; 

 Adequacy of management response to issues identified by audit activity, including 

external audit’s management letter/report; 

 Adequacy of management response to risks identified through the strategic risk 

register pertinent to the business of the Committee; 

 Progress against aligned Strategic Risks for all the Committees as captured within 

the Strategic Risk Register; 

 Effectiveness of the internal control environment; 

 Assurances relating to the corporate governance requirements for the organisation; 

 Proposals for tendering for either internal or external audit services or for purchase 

of non-audit services from contractors who provide audit services; and 

 Anti-fraud and corruption policies, whistleblowing processes and arrangements for 
special investigations.  
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4.2 The broad areas of responsibility give the Committee scope to continually monitor 

and review Audit and Risk Assurance related matters as deemed necessary. 

 

4.3 The Committee will also periodically review its own effectiveness and report the 

results of that review to the Board and Accountable Officer. 

 

4.4 All Committees must endeavour to avoid duplication of work of other Committees by 

focusing on specific delegated areas of responsibility.  Overall co-ordination of work 

is overseen by the Integrated Governance Committee Section 8.2. 

 

5. RIGHTS 

 

5.1 The Committee is authorised by the Board to make decisions within their limits of 

responsibilities under these Terms of Reference as detailed within Section 4.1.  This 

however is subject to ensuring that any decision made does not adversely impact 

on the Strategic Direction of the SFRS, which will continue to be subject to SFRS 

Board scrutiny and governance arrangements. 

 

5.2 The Committee may: 

 

 Scrutinise the delegated areas of responsibility referred to in Section 4 above; 

 Invite additional members for a limited period to provide specialist assistance. 

However where there is associated expense this must have prior approval from the 

Chair of the Board and Accountable Officer; 

 Procure specialist advice at the expense of the organisation, subject to budgets 

agreed by the Chair of the Board and Accountable Officer; 

 Approve previous Committee minutes at the next Committee meeting; 

 Hold private workshop sessions as required for development purposes and to 

accommodate organisational input and support. 
 

 

6. ACCESS 

 

6.1 Members of SLT, Internal Audit and External Audit will have free and confidential 

access to the Chair of the Audit and Risk Assurance Committee. 
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7. MEETINGS 

 

7.1 The procedures for meetings are: 

 

 To meet formally and in public at least on a quarterly basis.  

 To consider and agree, in line with the Standing Orders, whether any item on the 

Agenda needs to be considered in private 

 The Chair of the Committee, in consultation with Members, may request an 

additional meeting if considered necessary; 

 A minimum of 3 Committee members will be present for the meetings to be deemed 

quorate; 

 In the absence of the Chair, the Deputy Chair will assume the responsibilities of the 

Chair. In both their absence and in agreement with the remaining three Committee 

members present any one member is authorised to assume the role of Chair for the 

duration of the meeting. 

 The Committee may ask any other officials of the organisation to attend, to assist it 

with its discussions on any particular matter; 

 The Committee may ask any or all of those who normally attend, but who are not 

Members, to withdraw to facilitate open and frank discussion of particular matters; 

 The Board or Accountable Officer may ask the Committee to convene further 

meetings to discuss particular issues on which they want the Committee’s advice. 

 

8. RELATIONSHIP TO OTHER COMMITTEES 

 

8.1 The Committee will have strategic relationships with these Committees: 

 

 Service Delivery; 

 Staff Governance; 

 Transformation and Major Projects. 

 

8.2 The Integrated Governance Committee will review and co-ordinate intended 

outcomes between Committees, to prevent duplication and ensure alignment of 

business, capturing any common themes across all Committees. 
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9. LIST OF INFORMATION REQUIREMENTS 

 

9.1 A list of suggested minimum requirements for the inputs which should be provided 

to the Committee is contained within Appendix 2. 
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APPENDIX 1 

 

COMMITTEE MEMBERSHIP 

 

Members 

 

 5 Board members. 

 

Others in attendance 

 

 Chief Officer - Accountable Officer; 

 Deputy Chief Officer (In absence of the Accountable Officer); 

 Director of Finance and Contractual Services; 

 Internal Audit 

 External Audit 

 Legal Services 

 Board Support 

 Other representation, as appropriate and by invite. 
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APPENDIX 2 

LIST OF INFORMATION REQUIREMENTS 

 

For each meeting, the Audit and Risk Assurance Committee will be provided with: 

 A report, summarising any significant changes to the organisation’s Strategic Risk 

Register; 

 A progress report from the Head of Internal Audit summarising: 

o Work performed (and a comparison with work planned); 

o Key issues emerging from Internal Audit work; 

o Management response to audit recommendations; 

o Significant changes to the audit plan; and 

o Any resourcing issues affecting the delivery of Internal Audit objectives. 

 A progress report from the External Audit representative, summarising work done 

and emerging findings. 

 

As and when appropriate, the committee will also be provided with: 

 business update reports from the Accountable Officer; 

 the Charter / Terms of Reference of the Internal Audit Directorate; 

 the Internal Audit Strategy; 

 the annual Internal Audit Plan 

 the Head of Internal Audit's Annual Opinion and Report; 

 quality assurance reports on the Internal Audit function; 

 the draft accounts of the organisation; 

 the draft governance statement; 

 a report on any changes to accounting policies; 

 External Audit's management letter/report; 

 a report on any proposals to tender for audit functions; 

 a report on co-operation between Internal and External Audit; 

 a report on the Counter Fraud and Bribery arrangements and performance; 

 reports from other sources within the “three lines of assurance” integrated 

assurance framework (eg Best Value self-assessment Reviews, Gateway 

Reviews, Health Check Reviews, ICT Assurance Reviews, Digital 1st Service 

Standard Reviews, Procurement Capability Reviews, Procurement Key Stage 

Reviews). 
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Report No: C/ARC/19-19 

Agenda Item: 13a 

Report To: AUDIT AND RISK ASSURANCE COMMITTEE 

Meeting Date: 27 MARCH 2019 

Report Title: STRATEGIC RISK REGISTER UPDATE – MARCH 2019 

Report 

Classification: 
For Noting 

Board/Committee Meetings ONLY 

For Reports to be held in Private 

Reason   

1 Purpose 

1.1 The purpose of this report is to provide the Audit and Risk Assurance Committee with 
information on the current Strategic Risk Register, as at March 2019. 
 

2 Background  

2.1 
 
 
 
2.2 
 
 
 
 
 
2.3 
 
 
 
 
2.4 
 
 
 

The Audit and Risk Assurance Committee (ARAC) is responsible for advising the Board 
and the Accountable Officer on the adequacy and effectiveness of the Service’s 
arrangements for risk management and has oversight of the Strategic Risk Register. 
 
The Strategic Leadership Team (SLT) has responsibility for the identification and 
management of strategic risk and will ensure that the Strategic Risk Register presents a 
fair and reasonable reflection of the most significant risks impacting upon the 
organisation.  The SLT will champion the importance of risk management in supporting 
the achievement of the Service’s strategic aims and objectives. 
 
The risk management framework provides a single consistent approach to the 
identification, assessment and reporting of risk across the Service.  The most significant 
risks are reported through the Strategic Risk Register and are aligned to the 2016-2019 
Strategic Plan.   
 
Strategic risks are prepared in consultation with the Board and SLT and are managed 
collectively by the SLT, with each Corporate Risk allocated to an identified DACO or Head 
of Function.  These Responsible Officers provide information on the current controls in 
place and additional actions still required to mitigate the impact and /or probability of a 
risk occurring. 
 

3 Main Report and Discussion 

3.1 
3.1.1 
 
 
 
 
3.1.2 
 
 

Strategic Risk Dashboard 
The Strategic Risk Dashboard is attached as Appendix A and identifies a single strategic 
overview for the 8 risk themes.  Following revisions within the register by Directorates no 
change is proposed to the dashboard ratings and it continues to accurately reflect the 
overall risk to the Service. 
 
Following discussion with the Board it has been agreed that the Services risk themes will 
be aligned to the new Strategic Plan Outcomes, better demonstrating the alignment and 

SCOTTISH FIRE AND RESCUE SERVICE  

Audit and Risk Assurance Committee 
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3.2 
3.2.1 
 
 
 
 
 
3.2.2 
 
 
 
 
 
3.2.3 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

integration of risk within the strategic planning framework.  Once the new Strategic Plan 
is adopted by the Service the Dashboard will be updated to reflect this change. 
  
Strategic Risk Register Update 
ARAC previously agreed that relevant actions from the Annual Operating Plan, 
Directorate Plans or other relevant plans could be used to provide assurance that 
identified risks were being adequately managed.  This would be as an alternative to 
creating a separate risk action plan.  Where required for scrutiny purposes the relevant 
Executive Board or Committee would ask for any required evidence to be provided. 
 
The Strategic Risk Register, outlined within Appendix B, identifies the 8 overarching 
Strategic Risks and 56 sub-risks, or corporate risks.  The risk action plans, attached in 
Appendix C, relate to 6 corporate risks where separate risk action plans are required.   A 
new action plan is being developed in relation to CR6.4 as outlined below.  Appendix D 
to the report identifies the risk matrix information used within the risk register. 
 
Following discussions with Responsible Officers a number of changes have been made 
within the register and these are outlined below:   
 
CR1.1a: The probability has increased from 1 to 3 resulting in an increased risk rating of 
15.  The Services current systems are ageing and nearing end of life which increases the 
risk of a failure being experienced.  The risk rating will be significantly reduced once the 
new system is fully implemented and operational. 
 
CR1.1b:  The probability has increased from 2 to 3 and the impact has been increased 
from 4 to 5 resulting in an increased risk rating of 15.  The Services current systems are 
ageing and nearing end of life which increases the risk of a failure being experienced.  
The increased impact reflects a consistent position across the 3 risks associated with the 
Services mobilisation, deployment and resolution of an incident.  The risk rating will be 
significantly reduced once the new system is fully implemented and operational. 
 
CR1.1c:  The probability has increased from 1 to 3 resulting in an increased risk rating of 
15.  The Services current systems are ageing and nearing end of life which increases the 
risk of a failure being experienced.  The risk rating will be significantly reduced once the 
new system is fully implemented and operational. 
 
CR1.7:  The probability has reduced from 4 to 2 reducing the overall rating to 8.  This 
change has resulted from an ongoing inspection regime that is now fully embedded within 
station work activities and supported by the inspection and repair processes undertaken 
by Hydrant Operatives.  Internal Governance arrangements are also in place to monitor 
and track all repair work with Scottish Water. 
 
CR4.4:  The probability has decreased from 4 to 3 reducing the overall rating to 9.  A 
number of significant financial exposures were identified in the early part of the year, 
causing uncertainty in relation to the Services financial position.  These exposures were 
successfully managed, reducing uncertainty and resulting in a more positive position 
being identified. 
 
CR5.6:  The probability has decreased from 5 to 4 reducing the overall rating to 12.  The 
change reflects the revised procedures issued in relation to procurement processes, the 
new staff resources now in place and the effective functioning of User Intelligence Groups 
as part of the procurement process.  
 
CR6.4:  Following discussions between the Director of POD and the Director of FCS a 
new risk has been identified in relation to the Services senior management structure.  With 
significant changes within the senior management structure there is a need to ensure that 
appropriate arrangements are in place to manage this risk.  The register outlines the 
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3.3 
3.3.1 
 
 
 
 
3.3.2 

current controls already in place but additional actions will be identified and where 
required a risk action plan created.  
 
CR8.1:  The impact rating has been reduced from 5 to 4 resulting in a revised risk rating 
of 8.  Consultation work undertaken demonstrates the effectiveness of the Services 
framework.  Continued monitoring of this activity will be maintained to revise any areas of 
weakness identified but it was felt that an impact of 4 more fairly reflected the position of 
this risk. 
 
Risk Spotlight 
Previous reports identified that all Committee’s and Executive Boards now receive 
information on relevant corporate risks and can invite responsible officers to the meeting 
to discuss these risks for scrutiny purposes.  For this ARAC Committee the following risk 
has been selected for scrutiny: 
 
CR7.1 Breach of Cyber Security 
The Spotlighting of risks allows each responsible officer to provide the background to the 
risk, highlighting any particular areas of concerns.  The officer is then able to identify the 
additional work still required and the timescales for completion.  It also ensures that the 
Committee or Executive board is able to undertake an effective scrutiny role on behalf of 
the Service. 
 

4 Recommendation  
4.1 The Audit and Risk Assurance Committee is asked to: 

 Note the content of the report. 
 Note the current Strategic Risk Dashboard. 

 
5 Key Strategic Implications 

5.1 
5.1.1 

Financial 
There are no direct financial implications associated with this report. 
 

5.2 
5.2.1 

Legal 
There are no legal implications directly associated with this report. 
 

5.3 
5.3.1 

Performance 
The risk management framework forms part of the Services wider governance 
arrangements and will collectively ensure performance is improved. 
 

5.4 
5.4.1 

Environmental & Sustainability 
There are no direct Environmental or Sustainability implications associated with this 
report. 
 

5.5 
5.5.1 

Workforce 
There are no direct Workforce implications associated with this report. 
 

5.6 
5.6.1 

Health & Safety 
There are no direct Health and Safety implications associated with this report. 
 

5.7 
5.7.1 

Timing 
The Strategic Risk Register will be reported quarterly to the Audit & Risk Assurance 
Committee. 
 

5.8 
5.8.1 

Equalities 
There are no direct Equality implications associated with this report. 
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5.9 
5.9.1 

Information Governance 
There are no direct information governance implications associated with this report. 
 

5.10 
5.10.1 

Risk 
The risk register forms a core element of the SFRS risk management and corporate 
Governance arrangements. 
 

5.11 
5.11.1 

Communications & Engagement 
Engagement with the Board, SLT and SMT has been undertaken through facilitated 
workshops and written reports. 
 

5.12 
5.12.1 

Training 
There are no direct Training implications associated with this report. 
 

6 Core Brief 

6.1 Not Applicable 
 

7 Appendices/Further Reading 
7.1 
 
7.2 
 
7.3 
 
7.4 
 

Appendix A – Strategic Risk Dashboard 
 
Appendix B – Strategic Risk Register 
 
Appendix C – Strategic Risk Action Plans 
 
Appendix D – Risk Matrix 
 

Prepared by: David Johnston, Risk and Audit Manager 

Sponsored by: Sarah O’Donnell, Director of Finance and Contractual Services 

Presented by: Sarah O’Donnell, Director of Finance and Contractual Services 

Links to Strategy 

The risk management framework links back to the Service’s Governance and Social Responsibility 
priority outlined within the 2016-2019 SFRS Strategic Plan. 
 
Governance Route for Report Meeting Date Comment 

Strategic Leadership Team 29 (25) March 2019 To Be Noted 

Audit and Risk Assurance Committee 28 March 2019 For noting 
 



Strategic Risk Dashboard       Appendix A 
As at March 2019 

 

 

 

 

Probability (P) 

 

 

 

Impact (I) 

SLT Comments 

The review of the strategic risk register has resulted in the rating of 3 risks being increased, 4 risks being reduced and 
one new risk being added.  The risk ratings however have not altered significantly within the 8 Strategic Risk themes 
and the recommendation is that current strategic risk ratings remain the same. 

 P I Risk 
Rating 

Risk 
Movement 

1 - Failure to minimise Communities' exposure to risk and harm 3 4 12  
2 - Failure to Protect the Health, Safety and Wellbeing of Firefighters and other employees 3 4 12  
3 - Failure to deliver Service Transformation 3 4 12  
4 - Failure to ensure Financial Sustainability 3 4 12  
5 - Failure to ensure Legal Compliance is maintained 3 4 12  
6 - Failure to have in place a suitably skilled, engaged and flexible workforce, ensuring 
capacity, to deliver service priorities 

3 4 12  

7 - Failure to maintain effective systems of control 3 4 12  
8 - Failure to maintain confidence in the Service 2 3 6  

5 5 10 15 20 25 

4 4 8 12 16 20 

3 3 6 9 12 15 

2 2 4 6 8 10 

1 1 2 3 4 5 

  1 2 3 4 5 
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March 2019  

Current Risk Assessment

Annual Operating Plan Directorate Plan Committee Level Executive Board Level Probability Impact
Risk 

Rating

3 4 12 12 SLT

CR1.1a

MR1

NCR1

CCF

Operations Control

Uniformed Staff 

Availability

Obj , 1, 3, 4

Operational Assets

Obj 5, 6

N Aug-18 March 2019
Legal and 
Regulatory 
Compliance

Failure to successfully mobilise to an emergency 

incident

Failure to discharge a Statutory Duty. 

Adverse media coverage

Negative internal and external scrutiny

Impact upon health and safety of external stakeholders

Negative impact upon perception and reputation of 
Service.

The CCF project reports to a Project Board and to the SFRS Programme Board. Project 
reporting ongoing to the Transformation and Major Project Committee also. At this time the 
scrutiny and responses are considered to be fit for purpose.

Effective detailed design specification, legal contract and then management of contract will 
ensure delivery of the CCMS Project stated outcomes. This will ensure a resilient call 
handling system is in place to ensure consistent and effective operational mobilising of SFRS 
resources.

Fall-back procedures are well-rehearsed and reciprocal arrangements are also in place to 
deal with spate conditions or catastrophic failure. All SFRS Control Rooms have a dedicated 
‘Stand-by’ Control rooms located in each SDA, further resilience provided by Police Scotland. 

Business Continuity Plans  have been developed for all three OC. Airwave disaster recovery 
plans are also being reviewed for the 3 OC’s. All OC personnel follow a maintenance phase 
development plan which ensures that there is continuous practical and theoretical input to 
staff on call handling and incident management procedures.  An FDM Command Group 
review is carried out on a Bi-Annual basis, which ensures the best disposition of roles and 
skills within each area and across the country as a whole.This process is completed in full 
around October/November each year in preparation for the new leave year. OC develop and 
assess their succession planning on an annual basis which results in identification of 
recruitment, promotion and development needs. This process has been completed for the 
next calander year with resourcing tasks now underway.

Service Delivery Committee

Asset Management Liaison Board 3 5 15 5   DACO Response & 

Resilience

CR1.1b

MR1

NCR1

CCF

Operations Control

Uniformed Staff 

Availability

Obj , 1, 3, 4

Operational Assets

Obj 5, 6

N Aug-18 March 2019
Legal and 
Regulatory 
Compliance

Failure to deploy required/adequate resources to 

an emergency incident

Failure to discharge a Statutory Duty. 

Adverse media coverage

Negative internal and external scrutiny

Impact upon health and safety of external stakeholders

Negative impact upon perception and reputation of 
Service.

Operational availability remains under the strict control of an R&R project, which now 
includes a Tactical Availably Group to ensure adequate stakeholder engagement on acute 
staffing matters. Interfaces have been established with key stakeholder groups to identify 
areas of improvement and best practice. The Staffing Project is engaged with the 
development, review and implementation of HROD policies and procedures and is also 
working closely with Finance and HROD partners to ensure crewing is maintained in line with 
the Target Operating Model. 

CCMS project ongoing across SFRS and fallback arrangements in place across 3 Control 
Rooms.     
System Suppliers and S&D team are preparing Data Migration plan and working with System 
Suppliers to identify and utilise suitable tools to assist with data cleansing and data migration 
process. Identifying all datasets to be utilised within new CCMS.
Ensuring robust testing of all datasets prior to and following migration to new CCMS.

Business Continuity Plans have been developed for all 3 OCs.

Service Delivery Committee Asset Management Liaison Board 3 5 15 8   DACO Response & 

Resilience

CR1.1c

MR1

NCR1

Operations Control

Policies, Procedures 

& Incident Command

Obj 1, 5, 6

Uniformed Staff 

Availability

Obj 1, 2, 3, 4

Operational Assets

Obj 5, 6

Operational 

Assurance

Obj 1, 2, 3, 4, 5, 6, 7, 

8

N Aug-18 March 2019 Operational Failure to successfully resolve an emergency 

incident

Failure to discharge a Statutory Duty. 

Adverse media coverage

Negative internal and external scrutiny

Impact upon health and safety of external stakeholders

Negative impact upon perception and reputation of 
Service.

A suite of Standard Operating Procedures are in place for all generic incidents types.

Robust process in place for staff training and development in Incident Command and 
Operational Assurance process to monitor trends and identify areas requiring review.

Robust periodic inspections and maintenance regimes including defecting and impounding 
procedures for all operational assets. 

CCMS contract was awarded in Dec 2017 and implementation across SFR&S occurring 
thereafter, with proposed completion estimated for 2020.

Effective detailed design specification, legal contract and then management of contract will 
ensure delivery of the CCMS Project stated outcomes. This will ensure a resilient call 
handling system is in place to ensure consistent and effective operational mobilising of SFRS 
resources.

Service Delivery Committee

National Operational Assurance 

Board 3 5 15 5   DACO Response & 

Resilience

CR1.2

Specific risk action 

plan within the P&P 

consolidated action 

plan.

Y  August 2018.  March 2019
Legal & 

Regulatory 
Compliance

   The SFRS has a number of statutory duties under 

Part 3 of the Fire (Scotland) Act 2005 in regards to 

the enforcing of compliance on duty holders under 

said Act. There is a risk that should the resources 

and capacity required not be available due to 

financial pressures or a lack of succession 

planning, the SFRS will not meet its statutory 

obligations.

Failure to effectively enforce fire safety legislation. There 
are a number of potential consequences of this risk, 

including increased risks to communities and Firefighters, 
increased risk of legal challenges, negative media 

coverage and reputational damage.

FSE personnel have been allocated based on the off station structures review which was 
carried out in 2016. This has been communicated to LSO’s to implement.
• Review of P&P resource allocation is ongoing to ensure resources are aligned to demand. 
• P&P managers provide an eight weekly update on staffing pressures and succession 
planning projections.
• 24 personnel are currently undertaking FSE development modules with another 24 planned 
for 2019.
• Directorate oversight is provided through annual area visits, regular CPD visits and eight 
weekly P&P managers meetings.
• Arrangements are in place for peripatetic deployments as a short term measure
• Increasing pressure around FSEO competency, training, recruitment and retention have 
necessitated a full review of FSE delivery. Work is underway to draw up terms of reference 
for the review with an anticipated start date in Q1     

Service Delivery Committee Senior Management Team 4 3 12 12  
DACO Prevention & 

Protection

CR1.3 IL03 N

Reviewed - May 
2017.  Further 
review to be 
concluded in 
August 2018 

March 2019 Operational
Develop processes to identify cause and spread of 

fire, learning opportunities from this and to 

highlight good practice.

Failure to identify the cause and spread of fire, preventing 
learning opportunities, highlighting good practise.The 

consequences of this risk would include the impact upon 
health, safety and wellbeing of staff and communities, 

ineffective decision making, poor investment of available 
resources and lost opportunities to improve and/or 

innovate.

•  Our Fire Investigation Units investigate fires and produce comprehensive reports into the 
relevant findings. Robust auditing and future accreditation/quality management requirements 
will continuously improve FI investigation and reporting performance. Associated policies and 
procedures for FI in place.
• NFCC recommendations have been implemented – all FI personnel will attend the Skills for 
Justice Level 5 award for Fire Investigators 
• FI structure review submitted to SLT. 
• FI reviewing processes for information and data sharing across internal and external 
stakeholders
• Partnership working to study post fire atmospheres and how exposure impacts on SFRS 
personnel during firefighting and investigative operations. FI will feed this back to HSW and 
the wider organisation
• Serious Fire Task Group will meet on a quarterly basis. Analysis of serious fires, fatalities 
and emerging trends will inform function heads of actions to take. Information also presented 
at local P&P managers meeting to inform wider cadre of P&P and the ensure LSO areas are 
informed
• Case Conference process to be reviewed, simplified and relaunched and supported  
–ensuring that all fire fatalities have a completed CC and learning from each promulgated at 
the SFTG 
• FI projects focusing on known fire trends (lithium Ion, emollient creams), and reviewing 
process around notification, education and recording
• Working group established in response to the MWG activity around the Grenfell Enquiry. 
White goods campaign and trading standards relations will be built around this.
• A Quality Management system is under consideration taking account of UK wide work and 
ISO standard.

Service Delivery Committee Ops Assurance Board 3 3 9 9  
DACO Prevention & 

Protection

Responsible OfficerRisk MovementRisk Ref. No.
Actions 

Required
Date Identified

Last Reviewed 

Date

Risk Appetite 

Category
Risk Description Consequence of Risk Control Measures In Place

Risk Appetite 

Impact Assessment

Previous 

Risk Rating

Strategic Risk 1 - Failure to minimise Communities' exposure to risk and harm 

Governance and Scrutiny ArrangementsLink to Core Business Planning Documents



Current Risk Assessment

Annual Operating Plan Directorate Plan Committee Level Executive Board Level Probability Impact
Risk 

Rating

Responsible OfficerRisk MovementRisk Ref. No.
Actions 

Required
Date Identified

Last Reviewed 

Date

Risk Appetite 

Category
Risk Description Consequence of Risk Control Measures In Place

Risk Appetite 

Impact Assessment

Previous 

Risk Rating

Strategic Risk 1 - Failure to minimise Communities' exposure to risk and harm 

Governance and Scrutiny ArrangementsLink to Core Business Planning Documents

CR1.4

Specific risk action 

plan within the P&P 

consolidated action 

plan.

N

Reviewed - May 
2017. Now falls 

within the 
auspices of the 
Safe and Well 
Major Project 

March 2019
Reputational / 
Stakeholder 
Confidence

Failure to successfully engage with partners, 

communities and other stakeholders on matters of 

community safety and resilience  'EXTERNAL 
STAKEHOLDER LEVEL - 'There is a risk that 

partnership working arrangements with partners are not 
robust enough due to a lack of guidance and/or 

resource/capacity

Failure to resource and maintain relationships may 
negatively impact upon our ability to target interventions to 

those in need leading to negative outcomes for 
communities and additional levels of external and internal 
scrutiny.  It could also lead to negative media coverage 

and reputational damage.

• The SFRS Strategic Plan and P&P Strategy provide clear and definitive guidance in regards 
to working with partners to make our communities safer.
• We continue, through our Community Engagement Section, to engage nationally with 
partners and locally through the Local Fire and Rescue Plans and Local Outcome 
Improvement Plans.  Protocols to support information sharing as part of Health and Social 
Care pilots are being established. 
• The P&P Directorate, through the Chair of ACO McGown, fully supports the work of Phase 
2 of the Building Safer Communities Programme.
• A Strategic Assessment has been completed as part of Phase 2 and specific work 
packages generated as a result.  
• The major transformation project, Safe and Well, will support better engagement with 
partners moving forward and will encompass Health and Social Care,  Building Safer 
Communities Phase 2 and information sharing
• Partnership working is embedded throughout our CSE Policies, procedures and guidance. 
P&P provide ongoing support and CPD opportunities to support SDA delivery of policy. 
• Local Community Planning Processes embedded within LSO Areas
• P&P have supported secondments into SBRC and the Wheatley group
• Work is ongoing with HSC partners to develop pilot projects.

Service Delivery Committee
Senior Management Team or 

Strategic Leadership Team
2 4 8 8  

DACO Prevention & 

Protection

CR1.5
GSR1

GSR2

Action 4

Action 5

Action 6

Action 8

Action 19

Action 20

Action 21

Action 22

N 20/02/2017 March 2019
Reputational/ 
Stakeholder 
Confidence

Failure to improve outcomes by identifying 

new/emerging community risks and demands 

Unable to allocate resources on a risk based approach, 
resulting in inefficient use of resource, exposure to staff 
and communities, adverse media and scrutiny of Service.

SFRS' Performance Management Framework (PMF) is in place, having been agreed by the 
Board on 22 February 2018.  Work is on-going to embed the PMF, supported by an 
implementation plan, which will include the development of reporting methodologies for the 
various executive and non-executive groups across the SFRS, and locally.  These 
arrangements, which will be supported by infographic style reports, will enable new and 
emerging risks to be identified so appropriate management actions can be considered and 
undertaken.  The procurement of a Performance Management System is complete, with the 
new InPhase system expected to make significant improvements to how we manage and 
present performance information. 

Service Delivery Committee Senior Management Team 2 4 8 8  DACO SPPC

CR1.6

 MR2, MR3, MR4

 NCR1, NCR2, NCR3, 

NCR4, NCR5

Capability 

Development and 

Assurance

Obj 1, 2, 3, 4

Uniformed Staff 

Availability

Obj - 1, 2, 3, 4

OCCTO 

Obj - 1, 2, 3, 4, 5

Service Delivery 

Liaison

Obj - 1, 2, 3, 4, 5, 6, 7

Operational 

Assurance

Obj - 1, 2, 3, 4, 5, 6, 

N 20 Feb 17 March 2019 Operational
Failure to develop and maintain systems providing 

assurance in relation to organisational and 

community and national resilience

Impact upon service provision
Impact upon reputation and perception of the Service

Unable to demonstrate suitable governance 
arrangements are in place. 

Failure to demonstrate effective emergency planning and 
recovery.

National Operational Assurance Board and governance process. 

Business Continuity Plans. Audit is complete and areas being assisted in development of 
localised plans.

National Resilience Model development. 

Links to UK Resilience. 

Scottish Capability Assurance Support System in development. Sub group set up to progress 
and take this to the next stage. Work ongoing with OC to further develop the system to allow 
organisations to self register. The R&R Directorate continue to manage these issues and 
related risk, through internal governance processes such as the DMT, SMT, SLT, OIB, OAB, 
SGB, H&SB, AMB and DSG. In addition, they are involved in a well-established Scottish 
resilience community and attend fora such as the SRP, RRP, LRP, SMARTEU, CONTEST, 
ESTG, ESRRG as well as being the Lead in building Community Resilience through the 
SRA/RPA process and the CAR. Lastly, the SFRS are pivotal members of the NOG, SRB, 
NRB, NOLUG, NOEWG as well as national groups for Water Rescue, NILO, CBRN and 
Nuclear response, to name a few. The Resilience Manager is also involved with NRAT 
managers and is currently developing further the national assurance process within Scotland. 

Service Delivery Committee
National Operational Assurance 

Board
2 4 8 8   DACO Response & 

Resilience

CR 1.7  Policy, Procedures & 

Incident Command

Obj - 5

N Aug-17 March 2019
Legal and 
Regulatory 
Compliance

Failure to take all reasonable measures for 

ensuring an adequate supply of water for 

firefighting and other emergencies                The 
service is required to have adequate systems in 
place to ensure hydrants are operationally ready. 

Failure to discharge a Statutory Duty.

Impact upon health and safety of internal and external 
stakeholders

Negative impact upon perception and reputation of 
Service. 

Adverse media coverage, 

Negative internal and external scrutiny

Work is progressing with SFRS Legal Team and Scottish Water (SW) Legal Department in 
the final stages of the production of a Service Level Agreement  between SFRS and SW to 
ensure:
• Adopted SFRS hydrants are repaired within agreed timescales and to current technical 
standard.
• Unplanned interruption of water supply is repaired within the specified required time; and 
• Scottish Water deployment of technical support at major incidents to consider 
augmentation of water pressure to hydrants that are used for firefighting activities.

SFRS Water Planning Function within R&R is now well established with clear governance 
arrangements and reporting of non compliance repairs by SW.
• Hydrant allocation and access for new building developments and existing conversion of 
premises;
• Recording and reporting relating to inspection and maintenance of hydrants; and
• Dissemination of information from Scottish Water in relation to planned interruptions to 
supply.

Provision of Operational Information System capable of displaying fixed and alternative water 
supplies.

Probability has been reduced due to ongoing inspection regime that is fully embedded into 
station work activities which is further supported by the inspection and repair process that are 
undertaken by the Hydrant Operatives.  Internal governance is in hand to monitor and track 
all repair work with SW.

Service Delivery Committee Asset Management Liaison Board 2 4 8 16   DACO Response & 

Resilience

CR1.8 GSR7 PCIP N 02-Feb-18 March 2019 Operational

Loss of strategic service provision and/or supply 

of goods or works due to the business failure of an 

external supplier or the failure of the external 

supply chain, which will include Brexit

Impact upon SFRS resilience if an unexpected loss of 
service is experienced.  Depending upon the nature of the 
contract adverse media aor political scrutiny could result 
together with the potential for additional financial costs to 
be incurred in meeting any shortfall in service provisojn 
through new suppliers.  

Ongoing contract monitoring, maintain tendering requirements to ensure financial stability of 
potential suppliers, ongoing contract management meetings

Audit and Risk Assurance 

Committee
Corporate Assurance Board 4 4 16 16   Head of Finance & 

Procurement

CR1.9 T2  N 21-Mar-14 March 2019 Legal / 
Regulatory

Failure to procure goods, works and services 

within the required timescale

Significant impact upon the successful delivery of 
projects.  Impact upon achievement of SFRS Operating 
Plan and general performance within the Service.

A Corporate Procurement Steering Group has been established to provide scrutiny and 
assurance of the procurement workplan and an agreed Procurement Workplan is in place 
and prioritised appropriately.  A Commodity Strategy has been implemented and user 
Intelligence Groups are established within Projects to ensure effective decision making.  The 
Section will continue to reprioritise and align available capacity and resource to meet service 
demand.  Additional staff have now been appointed and are in post.

Audit and Risk Assurance 

Committee
Corporate Assurance Board 4 4 16 16  

Head of Finance & 

Procurement



Current Risk Assessment

Annual Operating Plan Directorate Plan Committee Level Executive Board Level Probability Impact
Risk 

Rating

Responsible OfficerRisk MovementRisk Ref. No.
Actions 

Required
Date Identified

Last Reviewed 

Date

Risk Appetite 

Category
Risk Description Consequence of Risk Control Measures In Place

Risk Appetite 

Impact Assessment

Previous 

Risk Rating

Strategic Risk 1 - Failure to minimise Communities' exposure to risk and harm 

Governance and Scrutiny ArrangementsLink to Core Business Planning Documents

CR1.10  MR:Action 2 SDA 9 / AP5 Y June 2018 March 2019
Reputational/ 
Stakeholder 
Confidence

There is a risk to the Service where it fails to 

ensure sufficient staff with the appropriate skills 

are on duty to maintain an effective level of 

operational cover. To maintain effective, safe front line 
service delivery, the Service requires to secure and 
maintain sufficient numbers of suitably skilled and 
competent staff in order to be able to mobilise 
emergency response assets and ensure a safe system 
of work.  Securing the optimum numbers will also result 
in the most efficient delivery model and assist in 
securing financial sustainability.

Failure to effectively crew to the appropriate level with with 
the required blend of skills to maintain appliance and 
specialist capaility availability. Potential for fire cover and 
the provision of specialist capabilities in a geographical 
areas to be reduced to a level that will impact on the 
effectiveness of the SFRS operational response.  Inability 
to mobilise an asset due to insufficient crew, 
driving/specialist skills or command competence.  
Reduced level of service delivery and breach of statutory 
obligations.  Potential impact on community safety and 
adverse media and external scrutiny.  

Wholetime:  Application of absence management and other supportive policies to ensure 
staff availability is maintained high.  A new Wholetime Duty System has been implemented 
along with supporting systems.  A number of recruitment processes have now taken place 
with new trainees in post with more to follow. recruitment up to RBC  
                                                                                                                                                                                                                                                                                                                            
RDS:  Use of Gartan availability system to identify RDS issues and generate monthly reports 
on station performance. A focus on maximising recruitment opportunies and recognising the 
commitment of RDS staff employers. Improved opportunites and flexibility in the provision of 
training to RDS staff through the TED review. Service Delivery Committee     Staff Governance Board 4 4 16 16   

Service Delivery 

DACO's

3 4 12 12 SLT

CR2.1  WD10 / WD11 / WD12  Y 20 Feb 17 March 2019
Legal and 
Regulatory 
Compliance

Failure to develop HSW management 

arrangements necessary to enhance the safety 

culture with the aim of protecting and enhancing 

the health, safety and wellbeing of staff  

Increased risk of serious injury or death, general impact 
upon the health, safety and wellbeing of staff, impact 
upon the safety of communities, impact upon key 
performance indicators, negative internal and external 
scrutiny, prosecution under H&S legislation, unnecessary 
costs, impact on reputation and staff morale, impact on 
service delivery

Completed gap analysis
Management arrangements development programme
Business partner Health and Safety Improvement Plan
Health and  Sfety Engagament protocol
Development of an in-house Health and Safety Management Information System
Development of a corporate resiliencee and wellbeing strategy
Structural proposals being discussed with management 

Staff Governance 

Committee
 National Health and Safety Board 3 3 9 9  Head of HSW

CR2.2 WD2 WD4 / WD5  Y 20 Feb 17 March 2019
Legal & 

Regulatory 
Compliance

Failure to develop and embed core competence 

standards and operational skills standards 

consistently across the Service

Impact upon the health, safety and wellbeing of staff, 
impact upon the safety of communities, impact upon key 
performance indicators, negative internal and external 
scrutiny

Development and implemented of a robust Performance Management Framework which 
identified outcomes and areas for improvement, which is reported to the SLT

FDM TfOC was implemented April 2018, this builds on the introduction of the FF and 
Supervisory TfOC. Designing and implementing an operational competence framework is 
about ensuring that operational station and control based firefighters and managers across all 
duty systems have the right skills to deliver public safety by applying recognized operational 
procedures and complying with appropriate health and safety legislation.

TED continue to progress and complete actions allocated to the Function from a number of 
actiona plans including, Operational Assurance, Health & Safety, Internal Audit, HMFSI and 
CFBT Action Group. All of these actions when completed ultimately improves firefighter 
safety and enhance core competencies. 

TED Quality Assurance Strategy has been implemented to ensure a consistent approach to 
training in terms of compliance with training standards at LSO and station level. 

TED Training Review completed and final report to be submitted to SLT by the end of Q4 to 
seek direction and approval of recommendations. 

Staff Governance 

Committee
Staff Governance Board 3 3 9 9  Head of TED

CR2.3 

MR2, MR3

Risk, Governance & 

OI

Obj - 1, 2, 3, 4, 5

Policy, Procedures & 

Incident Command

Obj - 1, 2

N 20 Feb 17 March 2019
Legal and 
Regulatory 
Compliance

There is a risk to SFRS if operational intelligence 

information is not captured or presented to crews 

at the point of need. A recurring theme identified 
within serious and tragic losses of fire and rescue staff 
and stakeholders has been the lack of available 
intelligence at operational incidents. At present there are 
a number of different approaches to the provision of OI 
across Scotland with varying degrees or resilience.

Potential injury to staff and or stakeholders 

Breaches in relevant legislation and associated fines or 
penalties imposed upon the service 

Impact upon attainment of operational priorities 

Adverse media scrutiny 

Potential FAIs and resulting impact upon perception and 
reputation of organisation

Hardware solution installations 95% complete within the ESDA and 76% complete across 
SFRS. National installations continuing in WSDA and NSDA

Legacy OI systems are being maintained as far as reasonably practicable. Regular 
intervention meetings between ICT and R&R to identify and rectify issues with legacy 
systems.  

The new OI policy has been published and embedded. Guidance on implementation is 
included within training resources  and available on the SFRS Intranet.

All SDAs have been engaged on the development of transitional arrangements for the new 
system

Training and assessment embeded  within LCMS

Introduction of OI within the trainee firefighter syllabus

Exclusive use of the new OI System within future incident command training courses

Service Delivery Committee                 

OI Project Board

4 3 12 12   DACO Response & 

Resilience

CR2.4 MR2, MR3, MR4, WD16

Risk, Governance & 

OI

Obj -  5, 6

Policy, Procedures & 

Incident Command

Obj - 1, 2, 3, 4, 6

N Feb-17 March 2019 Operational

There is a risk to SFRS where it fails to create and 

implement policy . Across all areas of response 
service, the need for standardised policy to ensure 
consistent approaches are taken with regard to the type 
and scale of appliances and equipment in use, and the 
levels of training and competency required for their use.

Potential injury to staff and or stakeholders 

Breaches in relevant legislation and associated fines or 
penalties imposed upon the service 

Impact upon attainment of operational priorities 

Adverse media scrutiny 

Potential FAIs and resulting impact upon perception and 
reputation of organisation

A suite of standardised documents is currently being created and embedded within SFRS.

Structured working relationships are in place with colleagues in Asset Management and an 
R&R Asset Liaison role has been created within the Directorate. 

The R&R Service Delivery Liaison Group meetings ensure that policy and procedure is 
applied consistently across the Service. 

The Director and DACO Response and Resilience meet quarterly with LSO representatives 
from each of the Service Delivery Areas.

An OA Sub Group has been established to improve communication and progression of 
health and safety (H&S) issues and to prioritise operational assurance activities that support 
the management of risk at operational incidents. This group continues to progress and 
develop and is achieving effective outcomes.

Service Delivery Committee  
National Ops Assurance Board 2 3 6 6  

DACO Response & 

Resilience

CR2.5
PIF and Specific 

Action Plan
Y August 2018 March 2019 Political

Failure to minimise unwanted fire alarm Signals. 

There is a risk that this  incident type creates a high 
number of unnecessary blue light journeys, and  

consequential outcomes e.g. injuries, vehicle repar 
costs, environmental impact, public liabilities and 

internal/external business capacity pressures.

Failure to apply the UFAS demand reduction measures at 
a local level may result in an increase of UFAS events, 

blue light journeys and consequential risk.

• A SFRS UFAS Incident Policy and Procedure has been introduced combined with a 
supporting appliance reduction decision matrix procedure to assist local decision making.  
• A review of the UFAS Incident Policy has concluded with an action plan agreed to take 
account of the recommendations highlighted by various external bodies such as HMFSI and 
BRE.  
• The UFAS PDA Reduction Procedure has now been introduced in all SDAs.  Demand 
reduction for UFAS has been set at 15% over 3 years.  Reduction outcomes are reported via 
the P&P performance reporting system.  
• A time and risk based study produced in advanced of SLT response decision.
• UFAS champions have been implemented by each LSO to implement UFAS policy locally.
• A new UFAS recording system and mapping tool has been implemented across the service.
• URS can report on reduction of blue light journeys and provide statistical analysis around 
UFAS.
• P&P continue to support SDA reduction initiatives through collation and dissemination of 
good practice.

Service Delivery Committee  

Senior Management Team 3 3 9 9  
DACO Prevention & 

Protection

Strategic Risk 2 - Failure to Protect the Health, Safety and Wellbeing of Firefighters and other employees



Current Risk Assessment

Annual Operating Plan Directorate Plan Committee Level Executive Board Level Probability Impact
Risk 

Rating

Responsible OfficerRisk MovementRisk Ref. No.
Actions 

Required
Date Identified

Last Reviewed 

Date

Risk Appetite 

Category
Risk Description Consequence of Risk Control Measures In Place

Risk Appetite 

Impact Assessment

Previous 

Risk Rating

Strategic Risk 1 - Failure to minimise Communities' exposure to risk and harm 

Governance and Scrutiny ArrangementsLink to Core Business Planning Documents

CR2.6 WD2 / WD3 / WD4

 

Y Oct-17 March 2019 Legal / 
Regulatory

Failure to meet the Service demand in relation to 

training within the current capacity and resources 

available to TED

Failure to deliver on Service Redesign implementation 
could result in political / reputational or financial risk to 
Directorate and Service. 

Adverse scrutiny whether internal or external. 

Potential impact upon core training programme to 
accommodate other training needs.  Impact upon learning 
path for staff.

TED have refined the TNA and LNA process with the aim of improving  the services ability to 
preplan and prioritise the organisation training requirementsfor 2019/20. 

Collation of 2019/20 TNA complete with a LSO TNA Engagement Forum Event also 
completed with training allocation for LSO areas finalised. 

TED Training Review completed and final report to be submitted to SLT by the end of Q4 to 
seek direction and approval of recommendations. 

Staff Governance 

Committee
Staff Governance Board 4 4 16 16  Head of TED

3 4 12 12 SLT

CR3.1
GSR1

T5

Action 4

Action 9

Action 49

Y 07/04/2018 March 2019
Reputational/ 
Stakeholder 
Confidence

Failure to fully develop an effective long-term 

transformation strategy and supporting delivery 

plans

Inability to identify long-term strategic direction of SFRS 
within the wider context of public sector reform in 
Scotland.  Inability to gain necessary political support and 
investment from Scottish Government over the full period 
of transformation.  Difficulty in identifying long-term 
relevance of SFRS and demonstrating Service as an 
investible commodity for the future.

A Service Transformation - High Level Plan, covering the period up to and including 2021/22, 
has been agreed by the Board; this will be iterative as the on-going transformation journey 
matures, with any updates being presented to the Board on a six-monthly basis.  Individual 
projects are being managed in line with SFRS' agreed protocols, including full coordination 
by the Programme Office to ensure they fully complement the High Level Plan.  
Transformation is also being supported by the development of SFRS' next Strategic Plan, 
which will cover the period 2019-22, and associated Annual Operating Plans.  

Transformation and Major 

Projects Committee 
Transformation Programme Board 2 4 8 8   DACO SPPC

CR3.2 T4 / T5  N 20 Feb 17 March 2019
Reputational/ 
Stakeholder 
Confidence

Failure to engage with and communicate with 

relevant stakeholders, including employees

Fail to identify shared values and priorities, missed 
opportunities, miscommunication and poor perception 
held of SFRS

A Communication and Engagement Strategy has been approved by SLT and Board and sets 
out the key principles of engagement and consultation across SFRS. This will direct a 
consistent approach and standard across SFRS. Consultation and engagement planning will 
form key element of projects and policy delivery and will be scrutinised by relevant Board 
Committees. CitizenSpace software will be utilised for consultations to ensure the widest 
stakeholder reach and the provision of quantitative and qualitative reporting to inform the 
decision-making process. New employee communication channels are being developed to 
ensure effective two-way engagment. SFRS Communications is also investing in technology 
to provide Service-wide single sight view of all engagement, allowing us to more effectively 
develop our tactics to emerging needs and issues.

Transformation and Major 

Projects Committee 
Transformation Programme Board 3 4 12 12  

Head of Comms and 

Engagement

CR3.3 T4 / T5  N 20 Feb 17 March 2019
Reputational/ 
Stakeholder 
Confidence

Failure to secure required levels of political and 

other critical support

Inability to gain necessary investment and support from 
Government, difficulty in identify long-term investment 
opportunities.  

A Communication and Engagement Strategy has been approved by SLT and Board and sets 
out the key principles of engagement and consultation across SFRS. This will direct a 
consistent approach and standard across SFRS. SFRS Communications has also increased 
its capability in political engagement with ex-Scottish Government employees providing 
insight to the political landscape and ensuring increased frequency and more effective 
engagement with both Ministers, Officials and Opposition MSPs. The future use of a matrix 
approach to engagement will also ensure we deploy the appropriate skills and experience 
from within SFRS to maximise political and stakeholder engagement. SFRS Communications 
will also provide specialist guidance on the reputational risk of failure to acheive politcal and 
stakeholder support and steps required to mitigate this risk.

Transformation and Major 

Projects Committee 
Transformation Programme Board 2 4 8 8  

Head of Comms and 

Engagement

CR3.5 Action 50 N 07/04/2018 March 2019
Reputational/ 
Stakeholder 
Confidence

Failure to realise benefits from the transformation 

programme within required timescales

Inability to demonstrate that the intended outcomes of 
transformation have been met, including being unable to 
evidence enhancement of firefighter and community 
safety as a result of the programme.

Benefits realisation is being managed during the programme of transformation using a top-
down and bottom-up approach.  The High Level Plan contains five overarching benefits that 
the programme will deliver.  In addition to this, each project dossier contains a benefits 
section.  These sections from individual dossiers are being built into an overall Benefits 
Realisation Plan, which will be tracked and monitored throughout the programme.

Transformation and Major 

Projects Committee 
Transformation Programme Board 3 4 12 12   DACO SPPC

CR3.6  Y 07/04/2018 March 2019
Reputational/ 
Stakeholder 
Confidence

Failure to identify and manage interdependencies 

within the transformation programme and with 

other key priorities

This could result in competing and/or conflicting priorities, 
which impact upon capacity and capability of employees.  
Opportunities may be lost, with the SFRS being unable  to 
demonstrate improvements as a result of transformation.

Governance arrangements have been altered to enable the Senior Management Team to 
take on the Programme Office Board role.  This will support the coordination of 
transformation along with other key priorities by the Senior Management Team, under the 
direction set by the Strategic Leadership Team.  Developments have taken place at an 
executive and non-executive level to bring major projects into the scope of the transformation 
programme arrangements.  This includes support from the Programme Office, oversight by 
the Senior Management Team/Programme Office Board, and scrutiny by the Transformation 
and Major Projects Committee.  An action plan has also been developed following a recent 
Gateway Review of the programme; this includes specific actions in respect of the 
management of interdependencies, which are progressing positively.  The Service 
Improvement Team has undertaken a review of how the Programme Office is 'Meeting the 
Needs of their Customers', providing an additional opportuninty to identify and understand 
risks and interdependencies from feedback.

Transformation and Major 

Projects Committee 
Transformation Programme Board 4 3 12 12   DACO SPPC

CR3.7 WD2  Y 20 Feb 17 March 2019 Operational Failure to develop a sustainable skills profile to 

effect transformation

Impact upon capacity and capability of employees, lost 
opportunities, impact upon ability to demonstrate 
continued service improvement, increase in work related 
stress

Training delivery for RRU stations has been coordinated via TED and delivered 
predominantly by LSO trainers. 

TED Leads continue to work closely with Service Tranformation Project Managers for RRU's, 
OHCA, MTFA and Rural Fulltime Posts to ensure that TED are fully sighted on any training 
impacts that arise as a result of these Transformational Projects.  

Collation of 2019/20 TNA complete with a LSO TNA Engagement Forum Event also 
completed with training allocation for LSO areas finalised. 

Transformation and Major 

Projects Committee 
Transformation Programme Board 3 3 9 9  Head of TED

Strategic Risk 3 - Failure to deliver Service Transformation



Current Risk Assessment

Annual Operating Plan Directorate Plan Committee Level Executive Board Level Probability Impact
Risk 

Rating

Responsible OfficerRisk MovementRisk Ref. No.
Actions 

Required
Date Identified

Last Reviewed 

Date

Risk Appetite 

Category
Risk Description Consequence of Risk Control Measures In Place

Risk Appetite 

Impact Assessment

Previous 

Risk Rating

Strategic Risk 1 - Failure to minimise Communities' exposure to risk and harm 

Governance and Scrutiny ArrangementsLink to Core Business Planning Documents

CR3.8
Action 51

Action 52
Y 07/04/2018 March 2019

Reputational/ 
Stakeholder 
Confidence

Failure to ensure effective governance of 

transformation programme

Unable to effectively coordinate and scrutinise programme 
of work, leading to inefficiency in making required 
changes, and key milestones being missed.

Each project within the transformation programme has an Executive Lead and Project 
Manager assigned to them.  Support and coordination is provided by the Programme Office, 
ensuring the SFRS' standard protocols for project management are followed.  Oversight of 
the programme is provided by the Senior Management Team/Programme Office Board, with 
scrutiny from the Transformation and Major Projects Committee.  Appropriate external 
scrutiny is also being factored into the programme; an action plan has been developed 
following a recent Gateway Review, which includes specific actions in respect of governance.

Transformation and Major 

Projects Committee 
Transformation Programme Board 2 4 8 8   DACO SPPC

CR3.9 Action 51 Y 07/04/2018 March 2019
Reputational/ 
Stakeholder 
Confidence

Failure to maintain appropriate levels of suitably 

developed staff to support the transformation 

programme

Unable to deliver programme of work in a timely manner, 
resulting in benefits not being realised and resources not 
being effectively and efficiently utilised.  

A dedicated Programme Office has been created to support transformational and other major 
projects being undertaken within the SFRS.  A member of the Programme Office has taken 
on the role of Service Improvement Assessor.  This provides an opportunity for learning new 
skills in problem solving, self-assessment, and process improvement.  Other suitable 
development opportunites are being provided to Executive Leads, Project Managers, and 
other key personnel to support the programme of work.  

Transformation and Major 

Projects Committee 
Transformation Programme Board 3 3 9 9   DACO SPPC

CR3.10  Y 07/04/2018 March 2019 Financial Failure to deliver the transformation programme 

within available budget 

The SFRS could overspend in respect of the budget 
allocated to the Programme Office itself, and also as a 
result of changes brought about by transformation 
causing impacts upon finance across other areas of the 
Service.

The finances allocated to the Programme Office are managed as part of the overall budget 
for the Strategic Planning, Performance and Communications (SPPC) Directorate.  This is 
coordinated through regular engagement between senior directorate managers and the 
SPPC Finance Business Partner.  Regular engagement also takes place between the 
Programme Office and Finance colleagues on the overall coordination and timings of the 
transformation programme.  An action plan has also been developed following a recent 
Gateway Review of the programme; this includes specific actions in respect of financial 
monitoring.  Where appropriate the SFRS Business Case process is utilised to secure 
additional funding for the transformation programme and constituent projects. 

Transformation and Major 

Projects Committee 
Transformation Programme Board 3 3 9 9   DACO SPPC

CR3.11 WD7  Y Nov-18 March 2019 Operational

Failure to ensure productive engagement and 

timeous negotiations regarding terms and 

conditions of employment in order to enable 

transformation.

Transformation agenda is reliant upon negotiations being 
concluded and implemented. Impact upon capacity and 
capability of employees, lost opportunities, impact upon 
ability to demonstrate continued service improvement.

Review of the Working Together Framework, with a specific focus on bargaining 
arrangements.

Review of the SFRS Consultation and Negotiation policy, with a specific reference to 
composition of panels and governance.

Review of the terms of reference for EPF and PAG.

Terms of reference to be agreed in order to set out the scope of the consultation and 
negotiation in relation to service transformation matters.

Project Manager appointed with a specific reference to transformation across POD.

Transformation and Major 

Projects Committee 
Transformation Programme Board 4 4 16 16   Head of HROD

3 4 12 12 SLT

CR4.1 GSR6  N 20 Feb 17 March 2019 Financial Failure to have in place appropriate financial 

planning arrangements

Investment decisions not fully informed, adverse scrutiny, 
budget planing assumptions inaccurate, potential benefits 
and opportunities not gained

Capital Programme has been scrutinised by Directorates, Business Cases are developed for 
strategic transformation projects with resource implications understood and agreed

Audit and Risk Assurance 

Committee
Corporate Assurance Board 2 3 6 6  

Head of Finance & 

Procurement

CR4.2 GSR6 / T3  N 20 Feb 17 March 2019 Financial Failure to maintain sufficient investment in asset 

base

Additional costs incurred in repairs and maintenance, 
exposure where relevant legislation not met, potential 
health, safety and welfare exposures

Continue to maintain assets within allocated budget, ensuring that assets are kept to 
legislative requirements and fit for purpose. Long Term Financial strategy clearly 
demonstrates that further high levels of investment are required to ensure asset base is fully 
supported . 

Audit and Risk Assurance 

Committee
Asset Management Liaison Board 4 4 16 16  

Head of Asset 

Management

CR4.4 GSR6  N 20 Feb 17 March 2019 Financial Failure to match expenditure with available funding

Potential for over or underspends impacting upon 
effectiveness of service and generating unwanted internal 
or external scrutiny

Monthly monitoring, Finance Business Partner support, Active contribution to Government 
Spending Review to articulate requirements of Service

Audit and Risk Assurance 

Committee
Corporate Assurance Board 3 3 9 12  

Head of Finance & 

Procurement

3 4 12 12 SLT

CR5.1 GSR1

Action 4

Action 8

Action 9

Action 53

N 30/09/2016 March 2019
Legal & 

Regulatory 
Compliance

Failure to govern organisation within statutory 

framework

Potential fine or penalty incurred, negative impact upon 
reputation of Service, adverse external scrutiny

Established Board support Team, Published 2016/19 Strategic Plan complementing the Fire 
and Rescue Framework.  Compliance with established Data Protection policies and 
procedures. Guidance and support in relation to equalities, data management, freedom of 
information and adoption of a business partner approach informing Directorates of 
governance requirments developing awareness and ownership of governance arrangements.

Audit and Risk Assurance 

Committee
Corporate Assurance Board 2 3 6 6  DACO SPPC

CR5.2 WD9  Y 20 Feb 17 March 2019
Legal and 
Regulatory 
Compliance

Failure to ensure compliance with relevant 

Employment legislation

Unable to demonstrate our commitment to being an 
Employer of Choice, inability to attract and retain staff, 
potential litigation and ET awards  or penalty incurred, 
negative impact upon reputation of Service, adverse 
external scrutiny

Key people policies have been implemented to represent the SFRS from antecedent services 
in line with current legislation and good practice.  Evolving case law is regularly monitored 
and policies will be adjusted as required.   Standardised and harmonised T&Cs will also 
remove risk of equal pay claims related to differences in T&Cs across SFRS. 

Staff Governance 

Committee
Staff Governance Board 2 2 4 4  Head of HR-OD

CR5.3 WD12  Y 20 Feb 17 March 2019
Legal and 
Regulatory 
Compliance

Failure to ensure compliance with Health,  Safety 

and Welfare Legislation

Exposure to employee safety, potential impact upon 
safety of communities, potential fine or penalty imposed 
on Service

Directorate/SDA Improvement Plans
Health and Safety partner engagement
Quarterly reports monitoring progress of action plans 
Annual reports
Clinical governance gap anlysis
Health and safety audit prgramme

Staff Governance 

Committee
 National Health and Safety Board 4 4 16 16  Head of HSW

CR5.4   Civil Contingencies

Obj 1, 2, 3, 4, 5, 6
N 20 Feb 17 March 2019

Legal and 
Regulatory 
Compliance

Failure to ensure compliance with the Civil 

Contingencies Act 2004

Inability to demonstrate suitable levels of service 
resilience, 

Potential impact upon service delivery, 

Negative internal and external scrutiny. 

Inability to respond to certain incident types. 

Failure to discharge statutory duties.

Resilience capability leads appointed. 

National Resilience Model being developed. 

Close liaison with other UK fire services and partner agencies. 

SMARTEU exercise co-ordination and joint working. 

Capabilities assurance system under development for national resilience capabilities.SRA's  
have been completed and sent out to all subject  experts and a report on the feedback will be 
prepared for Jan 2019. This will form the basis of the RRP full report which is due in Feb 
2019 regional workshops have been held in all RRP areas.

Service Delivery Committee
National Operational Assurance 

Board
1 4 4 4  

DACO Response & 

Resilience

Strategic Risk 5 - Failure to ensure Legal Compliance is maintained

Strategic Risk 4 - Failure to ensure Financial Sustainability



Current Risk Assessment

Annual Operating Plan Directorate Plan Committee Level Executive Board Level Probability Impact
Risk 

Rating

Responsible OfficerRisk MovementRisk Ref. No.
Actions 

Required
Date Identified

Last Reviewed 

Date

Risk Appetite 

Category
Risk Description Consequence of Risk Control Measures In Place

Risk Appetite 

Impact Assessment

Previous 

Risk Rating

Strategic Risk 1 - Failure to minimise Communities' exposure to risk and harm 

Governance and Scrutiny ArrangementsLink to Core Business Planning Documents

CR5.5 GSR12  Y 01/11/2014 March 2019
Legal & 

Regulatory 
Compliance

Failure to ensure compliance with information 

governance legislation

Potential fine or penalty incurred, negative impact upon 
reputation of Service, adverse external scrutiny.

Compliance with Data Protection policies and procedures.  Guidance and support regarding 
data breach/incident management.  Development of e-learning package for all staff.   
Development of Information Sharing Protocol Policy and template/awareness training.   
Implementation of Secure Email System and supporting policies.  Information Governance 
adopt a business partner approach to advise Directorates.  Compliance with Freedom of 
Information policies and procedures.  Guidance and support in relation to handling requests.  
Proactive publishing on Publication Scheme (website).  Implementation of a Records 
Management Plan (RMP) which sets out proper arrangements for the management of 
records in compliance with the Public Records (Scotland) Act.  Compliance with SFRS 
Records Management and  Retention arrangements.  

Audit and Risk Assurance 

Committee
Corporate Assurance Board 3 4 12 12  Director SPPC

CR5.6 T2 N 20 Feb 17 March 2019 Legal/Reputatio
nal/Financial Failure to comply with Procurement Legislation

Potential fine or penalty incurred, negative impact upon 
reputation of Service, adverse external scrutiny

Standing Orders, Procurement procedures, Peer review process, Training for staff involved in 
procurement eg Quick Quote.  Currently reviewing Scottish Government Frameworks.

Audit and Risk Assurance 

Committee
Corporate Assurance Board 3 4 12 16  

Head of Finance & 

Procurement

CR5.7 GSR8 N 20 Feb 17 March 2019 Legal/Reputatio
nal/Financial

Failure to ensure compliance with Environmental 

Legislation

Potential fine or penalty incurred, negative impact upon 
reputation of Service, adverse external scrutiny

New environmental plans are being developed and various new contracts will have 
Environmental responsibilities incorporated within ( Hard and Soft FM). Full review of high risk 
fuel sites is underway.  The sustainability and environmental section restructure has now 
been completed with all 3 posts filled.

Audit and Risk Assurance 

Committee
Asset Management Liaison Board 3 4 12 12  

Head of Asset 

Management

CR5.8 GSR6 Y 20 Feb 17 March 2019 Legal/Reputatio
nal/Financial Failure to comply with Road Traffic Legislation

Exposure to legal challenge and associated financial loss, 
impact upon perception and reputation of Service 

Implementation of the Management of Occupational Road Risk (MORR) policy. Via the Driver 
Awareness Group the rollout has commenced for the new drivers handbook and vehicle 
defect pack.

Audit and Risk Assurance 

Committee
Asset Management Liaison Board 2 3 6 6  

Head of Asset 

Management

CR5.9 GSR6 Y 20 Feb 17 March 2019 Legal/Reputatio
nal/Financial

Failure to comply with Software Licensing 

agreements and Copyright Legislation

Exposure to legal challenge and associated financial loss, 
impact upon perception and reputation of Service 

Contract management with major suppliers, technical controls over source programmes and 
files

Audit and Risk Assurance 

Committee
Corporate Assurance Board 2 3 6 6  Head of ICT

CR5.10  EU Exit co-Ordination 
Group Action Plan N 30 August 2018 March 2019

Legal & 
Regulatory 
Compliance

Failure to plan for the potential  impacts of the EU 

Exit including impact on the workforce, contracts, 
procurement management and applicable european 

standards and regulations. 

Inability to achieve Service priorities, ensure financial and 
contractual sustainability, and lack of guidance and 
procedures for compliance with new standards and 
regulations.  Issues of resilience and adverse media or 
policital scrutiny could also present signfciant risk and 
challenge to the Service.

Scottish Government funding to assist preparations and mitigation. Workforce mapping and 
planning, procurement procedures considerations, ongoing contract management and 
supplier resilience mapping,   parnership working with the Scottish Government's EU Justice 
Board, Society of Local Authority Lawyers and Administrators, and other stakeholders and 
partners.     

SFRS Board Corporate Assurance Board 4 4 16 16   Director SPPC

3 4 12 12 SLT

CR6.1 WD7 Y 20 Feb 17 March 2019 Financial
Failure to maintain harmonious employee relations 

within established collective bargaining 

arrangements

Impact upon staff morale and service provision, impact 
upon Service resilience

There is an agreed Working Together Framework with an associated action plan live and 
under regular review with regular updates via Staff Governance Committee and Employee 
Partnership Forum to ensure priniciples are embedded.  Positive working is promoted in all 
union meetings. The recent standardisation of uniformed terms and conditions in June 2018 
has reduced the risk rating from 16 to 12.

Staff Governance 

Committee
Staff Governance Board 3 4 12 12  Head of HR-OD

CR6.2 WD8 Y 20 Feb 17 March 2019 Reputational
Failure to develop and maintain a postive/ 

transparent working culture and climate that is 

aligned with SFRS Values

Impact upon staff morale and service provision, impact 
upon Service resilience, impact upon the health, safety 
and wellbeing of staff, adverse internal and external 
scrutiny, potential litigation and ET awards  or penalty 
incurred, negative impact upon reputation of Service.

Cultural audit in 2014 was undertaken with an action plan in place.  The SFRS staff survey 
will be live between 17 September and 28 October 2018, with collation of results scheduled 
for November and feedback to Board, SLT, SMT and SGC due in December. A corporate 
communication will be sent to all staff in January with broader staff engagement taking place 
between January and March 2019.

Staff Governance 

Committee
Staff Governance Board 3 3 9 9  Head of HR-OD

CR6.3 WD5 / WD6 Y 20 Feb 17 March 2019 Reputational

Failure to develop and deliver a Workforce and 

Resourcing Plan in support of the SFRS strategic 

plan, financial strategy and service transformation 

programme.

Inability to achieve service priorities, lost investment/ 
rationalisation opportunities, project/ programme failure, 
impact upon morale and the health, safety and wellbeing 
of staff, future service resilience impact, impact upon 
Service Redesign

The workforce plan 2018-21 is due for approval. It sets out the SFRS's approach to 
workforce planning and forecasting, resourcing/campaign planning, links to talent 
management and succession planning.  Executive and Strategic Development Centres and 
Programmes are in place and currently running over a 2 year period, with middle manager 
development centres and programmes planned to take place during 2019. 

Staff Governance 

Committee
Staff Governance Board 2 3 6 6  Head of HR-OD

CR6.4 WD5   Y Mar-19 March 2019 Reputational

The Service’s senior management structure has 

undergone significant change over 2018/19 with 

further appointments to be made during 2019/20.  

There is a risk that these changes could impact 

upon the capability and capacity of the senior 

workforce.

Impact upon strategic and operational performance

Impact on strategic decision making

Potential negative external perception of the organisation 
and impact upon reputation

Impact upon the level of knowledge and experience 
retained within Service

Appointment of new Chief Officer with 26 years of Fire Service experience to lead SFRS in 
delivering a transformed Service

Senior appointments to Depute chief Officer and Director of POD from within the Service, 
retaining existing knowledge and experience

Established frameworks to maintain the right development paths and opportunities for senior 
managers to minimise any gaps in skills or knowledge

Staff Governance 

Committee
Staff Governance Board 2 3 6 New  New Director of POD

3 4 12 12 SLT

CR7.1 GSR7 / GSR9  N 20 Feb 17 March 2019
Legal and 
Regulatory 
Compliance

Breach of cyber security
Service interruption, negative publicity and scrutiny, 
financial fine and penalties ICT management process, Digital Strategy Steering Group Audit and Risk Assurance 

Committee
Corporate Assurance Board 3 5 15 15  Head of ICT

CR7.2 T3  N 20 Feb 17 March 2019
Legal and 
Regulatory 
Compliance

Breach of physical security
Impact upon health, safety and wellbeing of staff and 
Communities, 

Station Security measure to be reviewed, however all personnel must be aware of their 
personal security responsibilities.  Security report provided to the Asset Management Liaison 
Board in September 2018.

Service Delviery Committee Asset Management Liaison Board 3 3 9 9  
Head of Asset 

Management

CR7.3 GSR9  Y 20 Feb 17 March 2019 Operational Failure to prevent insider threats to the 

organisation

Service interruption, negative publicity and scrutiny, 
financial fine and penalties 

Paper containing the Insider Threat action plan will progress through SLT during Q2 18/19 
and highlight the ongoing work and requirements across the SFRS to mitigate the risk of 
insider threat. 

Staff Governance 

Committee
Staff Governance Board 2 4 8 8  Head of HR-OD

CR7.5 GSR5

Action 15

Action 24

Action 25

Action 26

Action 27

Action 32

Action 33

Action 34

Action 35

N 20/02/2017 March 2019 Political

Failure to continuously improve through 

identifying interdependencies that allow for 

effective decision making, transfer of information 

and robust governance arrangements. 

Ineffective decision making, poor investment of available 
resources, health and safety exposures.  Failure to have 
effective systems of controls will lead to loss and negative 
scrutiny of Service.  Inability to achieve Service priorities 
and ensure financial sustainability.

Revised Executive Governance Structure of SLT and SMT aligned to Non-Executive Board 
and Committees Structure including establishment of IGC - Integrated Governance 
Committee as a further Committee of the Board, with a clear focus on identifying common 
themes across all Committees and the Serviice, this is also where the Code of Corportae 
Governance (6 principles) is brought to and monitored ; Annual Governance Statement 
/Assurance Framework Process aligning risks and actions to Annual Operating Plan and 
business as usual arrangements; Internal and External Audit of these systems including 
annual review of Statement of Assurance by External Audit.  Annual Review of Effectiveness 
of SFRS Board and its Committees and associated Governance documents e.g Standing 
Orders, Scheme of Delegations, Terms of Reference, Members Code of Conduct; Board 
Strategy/Development/Information Days programmes with Guidance documents now created 
to support; Internal and External Audit; liaison and support from Scottish Government Fire 
and Rescue Division, Board members and SLT appraisals. Board and SLT Development 
Days.  Introduction of pre-agenda meetings for all  Committees including the Board and  

SFRS Board Strategic Leadership Team 3 3 9 9  DACO SPPC

Strategic Risk 6 - Failure to have in place a suitably skilled, engaged and flexible workforce, ensuring capacity, to deliver service priorities

Strategic Risk 7 - Failure to maintain effective systems of control



Current Risk Assessment

Annual Operating Plan Directorate Plan Committee Level Executive Board Level Probability Impact
Risk 

Rating

Responsible OfficerRisk MovementRisk Ref. No.
Actions 

Required
Date Identified

Last Reviewed 

Date

Risk Appetite 

Category
Risk Description Consequence of Risk Control Measures In Place

Risk Appetite 

Impact Assessment

Previous 

Risk Rating

Strategic Risk 1 - Failure to minimise Communities' exposure to risk and harm 

Governance and Scrutiny ArrangementsLink to Core Business Planning Documents

CR7.7 GSR6  N 20 Feb 17 March 2019 Financial Loss of Financial Control

Investment decisions may not result in best value.  Loss of 
investment opportunities and internal and external 
criticism.  Inability to demonstrate a cohesive governance 
structure wihtin the Service.  Inability to fund agreed 
decisions.

All SLT/Board/Committee Reports are required to identify any financial implications resulting 
from the recommendations made. All such proposals must be verified by the Finance 
Business Partner; Delegated Financial Authority.  Monthly monitoring and reporting process 
together with active engagement by Business Partners within Directorates of the Service.

Audit and Risk Assurance 

Committee
Corporate Assurance Board 2 3 6 6  

Head of Finance & 

Procurement

2 3 6 6 SLT

CR8.1 GSR1  Y 20 Feb 17 March 2019
Reputational/ 
Stakeholder 
Confidence

Failure to develop suitable consultation and 

engagement processes informing effective 

decision making

Ineffective decision making, poor investment of available 
resources, impact upon staff morale and levels of 
engagement

A Communication and Engagement Strategy has been approved by SLT and Board and sets 
out the key principles of engagement and consultation across SFRS. This will direct a 
consistent approach and standard across SFRS. Consultation and engagement planning will 
form key element of projects and policy delivery and will be scrutinised by relevant Board 
Committees. CitizenSpace software will be utilised for consultations to ensure the widest 
stakeholder reach and the provision of quantitative and qualitative reporting to inform the 
decision-making process.

Transformation and Major 

Projects Committee 
Transformation Programme Board 2 4 8 10  

Head of Comms and 

Engagement

CR8.3

GSR1

GSR2

GSR4

T4

Action 4

Action 5

Action 6

Action 9

Action 13

Action 14

Action 19

Action 20

Action 21

Action 22

Action 23

Action 28

Action 42

Action 43

Action 44

N 01/11/2014 March 2019
Reputational/ 
Stakeholder 
Confidence

Failure to demonstrate adequate performance 

against acceptable criteria

Unable to demonstrate an improvement in community 
outcomes through work undertaken by SFRS, including 
an inability to demonstrate best value.

SFRS' Performance Management Framework (PMF) has been developed and was agreed 
by the Board on 22 February 2018.  Work is on-going to embed the PMF, supported by an 
implementation plan, which will include the development of reporting methodologies for the 
various executive and non-executive groups across the SFRS, and locally.  These 
arrangements will be supported by infographic style reports.  The PMF is a live document that 
will evolve to capture additional performance measures in relation to new risks and demands, 
including broader work undertaken by the Service as a result of the transformation 
programme.  The procurement of a Performance Management System to support this has 
been completed, and is expected to make significant improvements to how the Service 
manages performance information.  The Performance Improvement Forum (PIF) monitors 
and reports on Service performance on national findings from Audit Scotland and HMFSI 
reports. 

SFRS Board Strategic Leadership Team 2 4 8 8  DACO SPPC

CR8.5 GSR1 / GSR2  N 20 Feb 17 March 2019
Reputational/ 
Stakeholder 
Confidence

Failure to protect the reputation of the Scottish Fire 

& Rescue Service

Adverse internal and external scrutiny, impact upon 
morale of employees, partnership engagement could be 
impacted

A Communication and Engagement Strategy has been approved by SLT and Board and sets 
out the key principles of engagement and consultation across SFRS. This will direct a 
consistent approach and standard across SFRS. Policies to set out requirements for 
engagement with the Media, Political Stakeholders and the use of Social Media will be in 
place. The SFRS Communications team is investing in specialist, skilled personnel to both 
professionalise our communications and ensure more effective horizon scanning and 
response to reputational risk.   

Audit and Risk Assurance 

Committee
Corporate Assurance Board 3 4 12 12  

Head of Comms and 

Engagement

CR8.6 GSR3 Action 7 N 10/04/2018 March 2019
Reputational/ 
Stakeholder 
Confidence

Failure to demonstrate corporate social 

responsibility and sustainability

Unable to demonstrate the social value added by the 
SFRS, and the impacts the Service has on sustainability.

An SFRS Sustainability Framework is in development.  This will demonstrate our 
sustainability through delivery of economic, social and environmental benefits.   It will outline 
our commitment to social responsibility and identify appropriate measures from which to 
monitor our positive contributions to society.

Audit and Risk Assurance 

Committee
Corporate Assurance Board 3 3 9 9   DACO SPPC

CR8.7 GSR1 / GSR2  N Apr-18 March 2019
Reputational/ 
Stakeholder 
Confidence

Failure to give appropriate consideration to SFRS 

reputation in the corporate decision-making 

process

Adverse internal and external scrutiny, impact upon 
morale of employees, partnership engagement could be 
impacted

SFRS Communications are available to provide guidance on potential reputational impact of 
key corporate decisions. Counsel should be sought and all decisions taken in cognisance of 
reputational impact / risk. Decision-making fora should also directly address reputational 
issues in addition to the existing communications and engagement considerations

Audit and Risk Assurance 

Committee
Corporate Assurance Board 4 4 16 16 Head of Comms and 

Engagement

CR8.8
GSR4
T4

Action 13
Action 14
Action 23
Action 28
Action 43
Action 44

N 06/12/2018 March 2019
Reputational/ 
Stakeholder 
Confidence

Failure to implement the Service Improvement 

Strategy to meet the needs of the service and its 

key stakeholders.

Adverse internal and external scrutiny, impact on the 
ability of the Service to identify risk, continuously improve 
and be a learning organisation.  

The Service Improvement Strategy 2018-2021 was developed through engagement activities 
and takes into account stakeholder requirements. Within the strategy the Service 
Improvement Team has responsibility to lead, guide and advise on strategic, directorate and 
operational delivery levels in line with the SFRS' outcomes.  The strategy is supported by a 
Service Improvement Programme.  To further support the implementation of the strategy 
there is an on-going committment to enhance the Service Improvement Assessor cadre, 
highlighting the positive development opportunities this would provide for staff.  A CPD 
Programme is under development with the TED function to ensure Assessors are recognised 
for their commitment.

Audit and Risk Assurance 

Committee
Corporate Assurance Board 3 4 12 12   DACO SPPC

Strategic Risk 8 - Failure to maintain confidence in the Service



Appendix C 

Strategic Risk  Strategic Risk 1 – Failure to minimise 

Communities’ exposure to risk and 

harm 

Risk 

Rating 

16 

Risk Ref CR1.10 Risk Owner Service Delivery 

DACO 

Risk 

Appetite 
 

Risk There is a risk to the Service where it fails to ensure sufficient staff with the appropriate skills on duty to maintain 

an effective level of operational cover 

Agreed Management Action(s) (reference Directorate 

Plan or Annual Operating Plan where relevant) 

Target / 

Completion Date 

Action Summary Responsible 

Officer  

Establish a cross directorate approach to workforce 

planning.  

 March 2019 Close collaboration between POD, 

Service Delivery and central staffing to 

ensure effective arrangements are in 

place to recruit, train and retain the 

identified number of skilled and 

competent staff required to maintain 

and effective operational response.   

Head of HROD 

Review Central staffing March 2019 The Response and Resilience directorate 

are undertaking a review of the 

approach to coordinating operational 

staffing supported by the SDA DACOs 

DACO Dickie 

Maintain appropriate levels of skills  March 2019 Maintain the appropriate level of 

competencies and specialist skills in 

DACO Stewart  
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collaboration with SDA DACOs to ensure 

appropriate appliance and specialist 

capability availability is maintained. 

Ensure the appropriate distribution of staff and skills 

across the Service Delivery areas. 

March 2019 Ensure the appropriate skill levels area 

maintained within Service Delivery Areas 

and work with POD to ensure vacancies 

are identified and arrangements are in 

place to address these. 

SDA DACOs 

Establish monitoring arrangements to ensure 

appropriate availability is maintained 

March 2019 Central staffing team establish 

monitoring arrangements with SDAs to 

ensure appropriate availability 

maintained 

 

DACO Dickie  
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Strategic Risk  Strategic Risk 2 – Failure to Protect the 
Health, Safety and Wellbeing of 
Firefighters and other employees 

Risk Rating 16 

Risk Ref CR2.6 Risk Owner DACO TED  Risk Appetite  

Risk Failure to meet the Service demand in relation to training within the current capacity and resources available to TED 

Agreed Management Action(s) (reference Directorate 
Plan or Annual Operating Plan where relevant) 

Target / 
Completion Date 

Action Summary Responsible 
Officer  

Initial discussions have taken place at the RRU 
Implementation Board about the potential use of a 
skills bank to build capacity and resilience and assist 
with the delivery of RRU training through a peripatetic 
team. 

Q4 2018-19 TED successfully applied for funding from the 
Service Transformation Fund, with £311,430 
being allocated to assist with costs associated 
with RRU training requirements. 
RRU Training will be delivered utilising a 
blended delivery model of both National 
Instructors and LSO Instructors, this model 
has successfully delivered training to the RRU 
stations in WIOS.  
The funding allocation for TED for RRU 
training costs has been increased to 
£500,000.  

DACO TED 

TED propose a blended approach to delivering the 
Learning and Development Framework, utilising 
external courses, internal TED resources and cross 
Directorate subject matter experts (SME), who will 
deliver training within business as usual. This approach 
should mitigate capacity issues in the delivery of the 
Learning and Development Framework.  

Q4 2018-19 
Phased 
implementation 
based on 
business needs 
and Workforce 
and Resource 
Plan.   

HR/OD have developed the people 
management elements of the framework. 
Cross directorate SME’s assisted in the 
delivery of two day Supervisory Induction 
courses in all three SDA’s. Four places have 
been secured on the Executive Leadership 
Development Programme.  

DACO TED 
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On 29th January 2018, following the submission of a 
briefing paper on “Training Analysis” by DACO Paul 
Stewart, the SLT instructed that a full review of the 
Training and Employee Development Function should 
be undertaken. This project will be governed through 
the Asset management Liaison Board and will be led by 
DACO Stewart. 
 
Whilst this, by nature is a scoping project: it is hoped 
that it may deliver opportunities to improve both 
training efficiency and performance: thereby improving 
both firefighter and public safety. 

Q3 2018-19 AM King has been appointed Project 
Manager for the TED Training Review and has 
developed a Project Dossier and associated 
Work packages, which have been allocated to 
Responsible Owners for completion. 
 
Consolidate findings and submit final project 
report and recommendations to be 
completed by December 2018.  
 
Completion date for TED Training Review has 
been extended to March 2019. However a 
short term action plan for Driver Training has 
been developed with the aim of increasing 
capacity to deliver driver training.  

DACO TED 
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Strategic Risk  Failure to deliver Service 
Transformation 

Risk Rating    16 

Risk Ref CR3.11 Risk Owner Head of HROD Risk Appetite  

Risk Failure to ensure productive engagement and timeous negotiations regarding terms and conditions of 
employment in order to enable transformation. 
 

Agreed Management Action(s) (reference Directorate 
Plan or Annual Operating Plan where relevant) 

Target / 
Completion Date 

Action Summary Responsible 
Officer  

Review of collective bargaining arrangements in line 
with review of Working Together Framework. Terms of 
reference to be agreed that set out the scope of the 
consultation and negotiation in relation to service 
transformation matters. 
 

 Q4 2018/19 Produce documentation that sets clear 
parameters around bargaining 
mechanisms. 

Head of HROD 

Review of the terms of reference for EPF and PAG. 
 

Q4 2018/19 Approval will be sought at EPF in March 
2019 for the revised EPF terms of 
reference. PAG TOR will be reviewed 
thereafter. 

Head of HROD 

Project Manager appointed with a specific reference to 
transformation across POD 

Q4 2018/19 Funding to be confirmed for temporary 
HROD Manager (Service transformation). 
Review arrangements across POD for 
service transformation. 

Head of HROD 

Ensure effective engagement with key stakeholders 
throughout negotiations. 

Q1-4 2019/20 Once parameters outlined above are set, 
create plans/strategies to engage and 
communicate as appropriate. 

Head of HROD 
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Strategic Risk  Strategic Risk 5 – Failure to ensure legal 
compliance is maintained 

Risk Rating 16 

Risk Ref CR5.3 Risk Owner Head of Function Risk Appetite  

Risk Failure to ensure compliance with Health, Safety and Welfare Legislation 

Agreed Management Action(s) (reference Directorate 
Plan or Annual Operating Plan where relevant) 

Target / 
Completion Date 

Action Summary Responsible 
Officer  

Directorate/SDA Improvement Plans developed to support 
legal compliance and supported by Health and Safety 
business partner engagement 

 ongoing Improvement plans in place supported 
by business partner arrangements. 
Completion of plans by Directorate/SDA  
has been limited with the majority of 
actions carrying forward to 2018/19 

Head of Function 

Production of annual report to advise SLT and Board of 
performance  

Q4 2018/19 HSW Annual Report approved by SFRS 
Board in December 2017, still to be 
published 

Head of Function 

Implementation of Clinical and corporate standards, 
HSW Framework and recording systems across SFRS 

Q4 2018-19 Standards being developed and 
implemented. HW management system 
now implemented.  Clinical standards are 
detailed in the Clinical Governance 
action plan for progression during 2018-
19 

Head of Function 

Development of an SFRS corporate wellbeing and 
resilience strategy  

Q4  2018-19 Work on first draft has commenced.  
Progression delayed  

Head of Function 
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Strategic Risk  Strategic Risk 5 – Failure to 

ensure legal compliance is 

maintained 

Risk Rating 12 

Risk Ref CR5.5 Risk Owner Head of 

Corporate 

Governance 

Risk Appetite   

Risk Failure to ensure compliance with information governance legislation 

Agreed Management Action(s) (reference Directorate 

Plan or Annual Operating Plan where relevant) 

Target / 

Completion Date 

Action Summary Responsible 

Officer  

Develop an Information Asset Register (IAR) to demonstrate 

the proper control and management of personal data which 

is fundamental to ensure, and be able to demonstrate, 

compliance with the General Data Protection Regulations 

(GDPR) (draft Annual Operating Plan 2018/19). 

31/03/19 Data is currently being collated from across 

the service to assist with populating the 

Information Asset Register which is intended 

to assist in the creation of an inventory of 

personal data processed, map the processing 

and analyse the legal basis of the processing. 

Head of Corporate 

Governance 

Development of Action Plan and Working Group to support 

transition to new General Data Protection Regulations (GDPR) 

(Directorate Plan) 

Ongoing 2019 An action plan has been developed and the 

Working Group has met to delegate various 

tasks and responsibilities.  Work still ongoing 

to review relevant policy documents to 

ensure compliance. 

Head of Corporate 

Governance 

Development of associated GDPR guidance documentation, 

training and support to SFRS.  Development of Breach 

Ongoing 2019 Policies and procedures to be reviewed or 

developed and relevant training provided 

where necessary. 

Head of Corporate 

Governance 
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Procedure and full inventory of ISPs. (draft Annual Operating 

Plan 2018/19). 

Complete Recommendations/Actions from Internal Audit 

carried out in Quarter 1 of 2018/19 

31/03/2019 Actions have been included in the 

overarching GDPR Action Plan and are being 

monitored at each monthly Internal Audit 

Meeting. 

Head of Corporate 

Governance 

Performance Indicator included in the new corporate 

Performance Management  Framework which will be 

reported to the Board on a quarterly basis: 

% information requests which receive a response within the 

statutory timescale 

Ongoing 2019 Ensure all information requests are 

responded to within statutory timescales. 

Head of Corporate 

Governance 
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Strategic Risk  Failure to enable the delivery 
of the SFRS People Agenda 

Risk Rating    12 

Risk Ref CR6.1 Risk Owner Head of HROD Risk Appetite  

Risk Failure to maintain harmonious employee relations within established collective bargaining arrangements 

Agreed Management Action(s) (reference Directorate 
Plan or Annual Operating Plan where relevant) 

Target / 
Completion Date 

Action Summary Responsible 
Officer  

Quarterly review and reporting of the SFRS Working 
Together Framework and associated Action Plan  

 Q4 2018/19 Staff Governance Board and Staff 
Governance Committee review progress 
at quarterly meetings 

Head of HROD 

Support negotiations for pay claims during 2018/19  Q3 2018/19 Separate support staff and uniformed 
pay claims were approved and 
implemented for 18/19. 

Head of HROD 

Support negotiations and implementation of  
Uniformed terms and conditions of employment  

Q4 2018/19 Standardisation of uniformed terms and 
conditions has been achieved and 
implemented. Discussions to harmonise 
as part of wider service transformation 
programme are ongoing. 

Head of HROD 

Support negotiations to standardise RDS Terms and 
Conditions of employment 

Q4 2018/19 Negotiations continue and formal 
proposals are being prepared for issue. 

Head of HROD 

Develop an SFRS Total Reward and Recognition 
Framework 

Q3 2018/19 SFRS Additional Annual Leave purchase 
scheme was implemented. 

Head of HROD 
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RISK ASSESSMENT
Impact Political Operational Financial Legal& Regulatory Compliance Reputational/Stakeholder Confidence

1

Effective Strategic Decision making, full 

engagement by Board and SLT and 

meeting in full the expectation of 

Scottish Government and Local 

Communities

No negative impact on our ability to deliver the service. no impact on our ability to deliver a balanced budget no adverse reputational damage to the service
Rumours, with potential for local 

public/political concern

2

Minor reduction in Board engagement, 

minimal impact upon achievement of 

strategic objectives and no adverse 

comment from SG

There will be a very minimal impact on our ability to deliver 

the service.

our ability to deliver a balanced budget will be 

realised with minimal adjustments

Potential unexpected external scrutiny of our 

activities due to non compliance. Some adverse 

media attention received. 

Some negative Local press interest or Local 

public/political concern.

3

Question raised over effectiveness of 

strategic decision making, noticeable 

impact upon service delivery, critisim 

by external bodies, partners and sG

There will be a reduction in the ability for us to deliver our 

services and there may be minor service disruption.

action required to ensure delivery of a balanced 

budget. Potential adverse impact on service delivery.

Prolonged adverse media attention. Critcism of 

our service as a result of srutiny  by external 

bodies. Potential legal action.

Limited damage to reputation.

Extended negative local press interest. Some 

regional public/political concern.

4

Ineffective Board engagement, 

challenge over strategic decision 

making of SFRS, failure to delvier 

against agreed priorities and SG 

critisism and threat of intervention 

Service disruption for an extended period. Major 

consequences.

insufficient finances available to support service 

delivery

Inneffective governance arrangements 

identified resulting in Government intervention 

in the management of the service.

Loss of credibility and confidence in the 

service. National negative press interest. 

Significant public/political concern.

5

Failure to deliver against SG prorities, 

failure of Board and SLT to engage, 

intervention by SG and external 

monitoring bodies

Failure to deliver our services failure to live within our means failure of the service
Full Public Inquiry. International negative press 

interest. Major public/political concern.

Probability

5 5 10 15 20 25

4 4 8 12 16 20

3 3 6 9 12 15

2 2 4 6 8 10

1 1 2 3 4 5

 1 2 3 4 5
IMPACT

Criteria for Evaluating Risk
Probability Description Numerical Value Plain English

1 Very Low – Where an occurrence is improbable or very unlikely
1 in 20,000

Never happended and doubt it will

2 Low - Where an occurrence is possible but the balance of probability is against
1 in 2,000

Has happended before but unlikely

3 Medium- where it is likely or probable that an incident will occur
1 in 200

Will probably happen at some point in the future

4 High- where it is highly probable that an incident will occur
1 in 20

Has happended in recent past and will probably happen 

again

5 Very High- where it is certain that an event will occur 1 in 2 It's already happening and will continue to do so
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RISK APPETITE

Impact Political Operational Financial Legal & Regulatory Compliance Reputational/Stakeholder Confidence

 

Averse (1)

Minimal tolerance for taking any 

decisions or actions that could result in 

increased parliamentary scrutiny or 

criticism of the Service

Defensive approach - aim to maintain or protect existing ways 

of working, rather than to create or innovate.  Priority for tight 

management controls and oversight with limited devolved 

decision making authority.  Resources withdrawn for all non-

essential activities.  General avoidance of system/technology 

developments

The key objective is to operate in line with the 

agreed budget profile.  Only willing to accept the low 

cost option

Avoid anything which could be challenged, even 

unsuccessfully

Minimal tolerance for any decisions that could 

lead to increased scrutiny or criticism of the 

Service

 

Minimalist (2)

Only tolerant of making decisions that 

contradict or challenge national or 

local governments where there is no 

chance of significant repercussions for 

the Service

Innovations are always avoided unless essential.  Decision 

making authority held by the SLT. Resources allocated to core 

business.  Only essential systems/technology developments

Only prepared to accept the potential for very 

limited variance in budget lines.  Minimising cost is 

the primary concern

Want to be very sure the Service would win any 

challenge

Only tolerant of risk taking where there is no 

chance of significant repercussions for the 

Service

 

Cautious (3)

Only tolerant of making statements or 

taking decisions that impact on the 

political arena where the Service has 

the support of key political 

stakeholders

Tendency to stick to the status quo.  Innovations generally 

avoided unless necessary.  Decision making authority generally 

held by SLT.   Resources are generally allocated to core 

business.  Systems/technology developments limited to those 

which are essential, unless low risk

Prepared to accept the potential for some variance in 

budget lines and the potential for some minor 

underspend/overspend.  Value for money is the 

primary concern, with an emphasis on quality as well 

as price

Limited tolerance for sticking our neck out.  

Want to be reasonably sure the Service would 

win any challenge.

Only tolerant of risk taking where there is 

limited chance of significant repercussions for 

the Service

 

Open (4)

Appetite to take decisions which may 

expose the Service to additional 

parliamentary or political scrutiny, but 

only where appripriate steps have 

been taken to minimise any exposure

Innovation supported as long as there is a commensurate 

improvement in management control.  Responsibility for non-

critical decisions may be devolved.  Resources are allocated to 

capitalise on potential opportunities, not just to deliver our 

current practises.  Systems/techology developments 

considered where these will enable delivery.

Prepared to take some financial risk by investing in 

new projects or activities ( recognising that this could 

result in overspend / underspend ) as long as 

appropriate controls are in place.  In assessing value 

for money, quality considerations are weighted more 

than price

Challenge will be problematic but the Service is 

likely to win it.  The gain will outweigh the 

adverse consequences.

Appetite to take any decisions which may 

expose the Service to additional scrutiny, but 

only where appropriate steps have been taken 

to minimise any exposure

 

Risk Seeking (5)

Appetite to take decisions which are 

likely to expose the Service to 

additional political, media and 

parliamentary scrutiny where the 

potential benefits to the Service 

outweigh the risks

Innovation pursued, desire to break the mould and challenge 

working practices.  High levels of devolved authority, 

management by trust rather than tight control.  Resources are 

allocated to areas of work where there are guarantees of 

success - investment capital type approach.  New technologies 

viewed as a key enabler of operational delivery.

Prepared to take financial risks by investing for the 

best possible reward, accepting that this brings the 

possibility of underspend/overspend.

Chances of losing are high and consequences 

serious.  But a win would be seen as a great 

coup.

Appetite to take decisions which are likely to 

expose the Service to additional scrutiny, if the 

potential benefits outweigh the risks

(Red highlighted Section indicates the risk appetite level determined by the Board and SLT)
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 STANDING ITEMS  AGENDA ITEMS 

13 June 2019 
 

ANNUAL PRIVATE MEETING WITH INTERNAL AUDIT  

 Declaration of Interests  
 Minutes 
 Action Log 
 Forward Planning 
 Internal Controls Updates 

- Strategic Risk Register 
- Anti Fraud 

 Gifts and Hospitality – Quarterly 
Update 

  

Internal Audit 

 Internal Audit – Annual 
Opinion and Report 
2018/19 

 Internal Audit Progress 
Report 2019/20 

  Corporate 
Performance Indictors 
– Internal Audit 
Exception Reporting 
(Targets) 

 

External Audit 
External Audit – 2019/20 
Audit Plan Progress 
Report 
 
 
HMFSI  
Routine Annual Report 
 

SFRS (Draft) Annual 
Governance Statement 
2018/19 
 
Committee (Draft) Audit 
Annual Report 2018/19 to 
the Accountable Officer 
and Board 

 

10 October 
2019 

ANNUAL PRIVATE MEETING WITH EXTERNAL AUDIT  
 Declaration of Interests  
 Minutes 
 Action Log 
 Forward Planning 
 Internal Controls Updates 

- Strategic Risk Register 
- Anti Fraud 

 Gifts and Hospitality – Quarterly 
Update 

 

Internal Audit 

 Internal Audit 
Progress Report 
2019/20 

 Corporate 
Performance Indictors 
– Internal Audit 
Exception Reporting 
(Targets) 

 Internal Audit Annual 
Assurance Report 
2018/19 

Review of Committee 
Audit Annual Report 
2018/19 to the 
Accountable Officer and 
Board 
 
Review of SFRS Annual 
Governance Statement 
2018/19 
 

Private Session – SFRS 
Draft Annual Report and 
Accounts 2018/19 
 
Private Session – 
External Audit Annual 
Report to Members and 
Auditor General for  
Scotland  
 

 

16 January 
2020 

 Declaration of Interests  
 Minutes 
 Action Log 
 Forward Planning 
 Internal Controls Updates 

- Strategic Risk Register 
- Anti Fraud 

 Gifts and Hospitality – Quarterly 
Update 

 

Internal Audit  
Internal Audit Progress 
Report 2019/20 
 

External Audit 
External Audit – 
2018/19Audit Plan 
Progress Report 

  

  

Agenda 

Item 14a 
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25 March 2020  Declaration of Interests  
 Minutes 
 Action Log 
 Forward Planning 
 Internal Controls Updates 

- Strategic Risk Register 
- Anti Fraud 

 Gifts and Hospitality – Quarterly 
Update 

 

Internal Audit 

 Internal Audit 
Progress Report 
2019/20 

 Draft Internal Audit 
Plan 2020/19 

 

External Audit 
External Audit – The Audit 
Plan 2020/21 

Arrangements for 
Preparing the AGS 
2018/19. 
 
Review of the Committee 
Terms of Reference 
 
Value Added Statement 
(tbc) 

Accounting Policies 
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