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Links to Strategy 
The risk management framework links back to the Service’s Governance and Social Responsibility 
priority outlined within the 2016-2019 SFRS Strategic Plan. 
 
 

Governance Route for Report Meeting Date Comment 
Workshop to Strategic Leadership Team  20 February 2017 Noted 

 

1 Purpose 
1.1 The purpose of this report is to provide the Audit and Risk Assurance Committee (ARAC) 

with a progress update on work undertaken to revise the Strategic Risk Register. 
 

 

2 Summary 
Main 
Report 
Ref: 

2.1 
 
 
 
 
2.2 
 
 
 
 
2.3 

The report outlines work undertaken to revise the Strategic Risk Register and 
associated Corporate Risks.  With the implementation of the 2016-2019 Strategic 
Plan the opportunity was taken to refresh the strategic risks to ensure they reflect 
the revised values and priorities of the Service.   
 
Discussions with the Board, SLT, DACO’s and Heads of Function has resulted in 
a refreshed risk register with 8 overarching Strategic Risks and a number of sub-
risks, or Corporate Risks, which collectively will manage the Strategic Risk 
Register. 
 
Work is now being progressed within Directorates to develop the new framework 
and refreshed actions plans and a workshop held with the Board on 23rd March 
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2017 began the process of updating the Service’s Risk Appetite and linking this 
back to the revised Strategic Risk Register.     
 

 

3 Recommendation 
Main 
Report 
Ref: 

3.1 The ARAC is asked to note the content of this report. 

 
 

 

4 Key Strategic Implications 
Main 
Report 
Ref: 

4.1 
4.1.1 
 

Financial 
There are no direct financial implications associated with this report. 
 

 

4.2 
4.2.1 
 

Legal 
There are no legal implications directly associated with this report. 
 

 

4.3 
4.3.1 
 

Performance 
The report identifies the integrated and developing link between risk 
management and business planning/performance.  The closer alignment will 
minimise the duplication of information and allow for a more integrated and 
consistent approach to planning. 
 

 

4.4 
4.4.1 
 

Environmental & Sustainability 
There are no direct Environmental or Sustainability implications associated with 
this report. 
 

 

4.5 
4.5.1 

Workforce 
There are no Workforce implications directly associated with this report. 
 

 

4.6 
4.6.1 
 

Health & Safety 
There are no Health & Safety implications directly associated with this report. 

 

4.7 
4.7.1 
 

Engagement 
Work has been undertaken with Board Members, the SLT, DACO’s and Heads 
of Function. 
 

 

4.8 
4.8.1 
 

Timing 
The revised framework and Strategic Risks will be reported to the SFRS Board 
in April 2017. 
 

 

4.9 
4.9.1 

Equalities 
There are no direct Equalities implications directly associated with this report. 
 

 

4.10 
4.10.1. 
 

Risk 
The risk register process forms a core element of the SFRS Risk Management 
Framework and Corporate Governance arrangements. 
 

 

 
5 Core Brief 
5.1 The Director of Finance and Contractual Services updated the ARAC on the work 

undertaken to revise the Strategic Risk Register in line with the new SFRS Strategic Plan.  
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Following input from the Board, SLT and SMT officers a new Strategic Risk Register has 
been developed, creating enhanced ties back to Directorates and relevant DACO’s and 
Heads of Function.  Work is continuing to develop associated risk actions plans, linking 
more closely with Directorate Plan actions, and a Board Strategy Day on 23rd March 
refreshed the Services Risk Appetite, mapping the assessments against the new Strategic 
Risks of the Service.  
 

 
6 Appendices 
6.1 Appendix A to this report provides the current draft Strategic Risk Register. 
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REPORT SUBJECT 
 

 
1 PURPOSE 

1.1 The purpose of this report is to provide the ARAC with a progress update on work 
undertaken to revise the Strategic Risk Register (SRR). 

 
2 BACKGROUND 

2.1 
 
 
 
2.2 
 
 
 
 
2.3 
 

The Audit and Risk Assurance Committee is responsible for advising the Board and 
Accountable Officer on the arrangements for risk management and has oversight of the 
Service’s SRR. 
 
The SLT have responsibility for the identification and management of strategic risk and will 
ensure that the risk register presents a fair and reasonable reflection of the most significant 
risks impacting upon the organisation.  The SLT will champion the importance of risk 
management in supporting the achievement of the Service’s strategic aims and objectives. 
 
Previous reports to the SLT and ARAC identified work being undertaken to revise both the 
Strategic Risk Register and the framework within which it sits.  This work is still continuing 
and an outline of activity has been outlined within the report. 

 
3 REVISED RISK REGISTER FRAMEWORK 

3.1 
 
 
 
 
3.2 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
3.3 
 
 

The new Strategic Risk Register is aligned to the SFRS 2016-2019 Strategic Plan, reflecting 
the revised values and priorities of the Service.  Workshops and individual meetings with 
Board Members, SLT and the SMT have shaped the new register, increasing awareness 
and ownership of risk across the Service. 
 
The new strategic register identifies 8 strategic risks and a number of accompanying sub-
risks, or corporate risks, which together will manage the most significant risks of the 
Service.  Strategic risks will be managed collectively by the SLT whilst each corporate risk 
has been allocated to an identified DACO or Head of Function.  The 8 strategic risks are 
outlined below: 
 

• Failure to minimise Communities exposure to risk and harm 
• Failure to Protect the Health, Safety and Wellbeing of Firefighter and other 

employees 
• Failure to deliver Service Transformation 
• Failure to ensure Financial Sustainability 
• Failure to ensure Legal Compliance is maintained 
• Failure to enable the delivery of the SFRS People Agenda 
• Failure to maintain effective systems of control 
• Failure to maintain confidence in the Service 

 
Directorates will still be required to maintain their own specific registers and will continue to 
use the same template as the strategic register to maintain a consistent approach.  To allow 
integration between both registers each Directorate register will be pre-populated with the 
Corporate Risks allocated to their DACO or Head of Function.  Directorates will add specific 

SCOTTISH FIRE AND RESCUE SERVICE 
Audit and Risk Assurance Committee 
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3.4 
 
 
 

local risks to these registers and prepare Directorate Action Plans.  These actions plans will 
provide update on both Directorate and Corporate Risks allowing monitoring and review of 
the Strategic Register. 
 
Scrutiny of the process will continue to be undertaken through the Audit & Risk Assurance 
Committee on a quarterly basis with a prior report forwarded to the SLT.  In a revision to 
previous lines of reporting, and to engage more closely with DACO’s and Heads of 
Function, the SMT will receive an initial report to provide challenge to the process and 
actions taken. 

 
4 FURTHER ACTIONS REQUIRED 

4.1 
 
 
4.2 
 
 
 
4.3 
 
 
 
 
 
4.4 
 
 
 
 
 
4.5 

Directorates are currently reviewing their risk registers, taking account of the new corporate 
risks, and will shortly develop associated action plans for monitoring and review. 
 
A Board Strategy Day held on 23rd March 2017 reviewed the new Strategic and Corporate 
risks and began the process of revising the current risk appetite level set for the Service.  
Work will now be undertaken to finalise the register and provide a final report to the Board. 
 
The business planning processes of the Services continue to develop and mature and the 
management of risk will form a core part of this process.  Where Directorates prepare 
updated Plans the significant risks of the Service will inform this process.  In this way the 
risk register will inform the planning process and actions coming out of the planning process 
will directly manage the risks of the organisation.   
 
The review of the Service’s Governance Arrangements has resulted in the formation of a 
number of new Officer Boards, strengthening the decision making process and performance 
accountability within the Service.  These new Boards are currently developing their 
reporting arrangements and terms of reference and as part of this process will consider how 
they contribute towards the overall management of risk for the organisation.   
 
Further development of the Service’s risk management framework will be undertaken in line 
with Zurich Municipal’s report on the Service’s Enterprise Risk Management systems.  A 
draft report has been received from Zurich and this will be considered prior to a presentation 
to the SLT.  Once the report is agreed a formal process on implementing the report’s 
recommendations is required. It is anticipated that one of the new corporate Boards, 
established under the revised executive governance arrangements, could be used to 
provide this initial scrutiny and review. 

 

5 RECOMMENDATION 

5.1 The Audit & Risk Assurance Committee is asked to: 

• Note the content of this report 

 



Scottish Fire & Rescue Service  APPENDIX 1.  
Corporate Risk Register  
March 2017  

Risk Ref. 
No. Link to Fire Framework / Strategic Plan Date Identified Risk Appetite 

Category Risk Description Consequence of Risk Control Measures In Place Risk Assessment Risk Appetite Risk Risk Owner

Probability Impact Risk 
Rating Impact Assessment Movement

SLT

CR1.1 National and Community Resilience.          
AOP -  3.1          20 Feb 17

Legal and 
Regulatory 
Compliance

Failure to turnout to an emergency incident

Failure to discharge a Statutory Duty. Adverse media 
coverage, negative internal and external scrutiny, impact 
upon health and safety of external stakeholders, negative 
impact upon perception and reputation of Service.

Resilient Call Handling systems within robust Control Room environment. 
Effective Command and Control and Mobilising system. Effective back up 
arrangements and partnerships. Resilience built into operational response.

2 4 8 0 3  DACO Response & 
Resilience

 

CR1.3

Strategic Priority No1: Improved 
Local Outcomes

AOP 1.1.1 Review existing Prevention 
and Protection structures to determine 
equitable distribution and balance of 
resources.

20 Feb 17 Legal

Failure to effectively enforce fire safety 
legislation

Fail to reduce the number of fire events, adverse internal 
and external scrutiny, health and safety impact upon 
SFRS staff and stakeholders. Reputational damage to 
service.

P&P Strategy; CSE; FEng; FI; FSE Frameworks and supporting policy, 
procedural and guidance documents.

SFRS quarterly performance reports; evaluation of activities with bespoke 
responses to suit any deficiencies.

P&P are working with Performance Data Services to establish clearer 
performance measures from local to strategic level to ensure effective 
monitoring of outcomes from Corporate level to SDA/LSO level.
 

2 4 8 0 3 DACO P&P

CR1.4

Develop processes to identify cause 
and spread of fire, learning 
opportunities from this and to 
highlight good practice.

20 Feb 17 Operational Failure to identify the cause and spread of fire, 
preventing learning opportunities, highlighting 
good practise.

Impact upon health, safety and wellbeing of staff and 
Communities, Ineffective decision making, poor 
investment of available resources,lost opportunities to 
improve and/or innovate.

The service has established links to the business and wider Fire 
community for the sharing of data and intelligence regarding FI activities. 
The SFRS continues to have well establkished FI investigative 
processes that are utilised to allow appropriate learning to be gleaned 
from any operational incident. The Operational Assurance process 

          

2 4 8 0 5 DACO P&P

CR1.5

Strategic Priority 1: improved 
Outcomes

1.3.2 (1.3.1) Establish a process for 
the collation and analysis of a wider 
range of local data, which creates a 
holistic view of community risks

20 Feb 17 Political

Failure to successfully engage with partners, 
communities and other stakeholders on matters 
of community safety and resilience

Inefficient use of available resource, negative impact 
upon the health, safety and welfare of communities, 
failure to develop performance levels in relation to 
community engagement

SFRS Strategic Plan and P&P Strategy; national engagement through 
Partnership Unit; local engagement through Local Fire and Rescue Plans and 
Single Outcome Agreements. 

National strategic discussions commenced with Health and Scottish 
Government regarding sharing data and working together to improve safety

3 4 12 0 4 DACO Prevention & 
Protection

CR1.6 20 Feb 17

Failure to identify new/emerging community 
risks and demands

Unable to allocate resources on a risk based approach, 
inefficient use of resource, exposure to staff and 
communities, adverse media and scrutiny of Service

Transformational Programme Board 0 0 0 0 0 DACO P&P / DACO SPPC

CR1.7

National and Community Resilience                    
AOP - 2.3

20 Feb 17 Operational
Failure to develop and maintain systems 
providing assurance in relation to 
organisational and community and national 
resilience

Impact upon service provision, impact upon reputation 
and perception of the Service, unable to demonstrate 
suitable governance arrangements are in place. Failure to 
demonstrate effective emergency planning and recovery.

National Operational Assurance Board. Business Continuity Plans. National 
Resilience Model development. Links to UK Resilience. New Resilience assets 
database.

2 4 8 0 5  DACO R&R

SLT  

CR2.1 Strategic Aim 1 20 Feb 17 Legal and 
Regulatory

Failure to develop a suite of management 
arrangements that will enhance the safety 
culture and HSW of all employees

Increased risk of serious injury or death, general impact 
upon the health, safety and wellbeing of staff, impact 
upon the safety of communities, impact upon key 
performance indicators, negative internal and external 
scrutiny, prosecution under H&S legislation, unnecessary 
costs, impact on reputation and staff morale, impact on 
service delivery

Completed gap analysis
Management arrangements development programme
Business partner Health and Safety Improvement Plan
Health and  Sfety Engagament protocol
Safety Risk and Compliance Group
Development of an in-house Health and Safety Management Information System

3 4 12 0 3 Head of HSW

CR2.2

We will continue to safeguard the health, 
safety and wellbeing of each employee

We will work to ensure that our workforce 
is highly skilled and empowered

20 Feb 17
Legal & 

Regulatory 
Compliance

Failure to develop and embed core competence 
standards and operational skills standards 
consistently across the Service

Impact upon the health, safety and wellbeing of staff, 
impact upon the safety of communities, impact upon key 
performance indicators, negative internal and external 
scrutiny Developed and implemented SFRS Training Standards for all core and specialist skills

Audit against the Quality Management System within TED which is aligned to BSI ISO 
9001:2015
Development and implemented of a robust Performance management framework 
which identified outcomes and areas for improvement, which is reported to the SLT

3 3 9 0 3 Head of TED

CR2.3

National and Community Resilience                     
AOP - 3.2

20 Feb 17
Legal and 
Regulatory 
Compliance Inadequate provision of operational intelligence 

at point of need

Exposing operational crews to known risk without 
adequate information. Impact on community safety. 
Failing to meet a statutory duty. Negative perception of 
the organisation and impact upon reputation

OI project underway with scrutiny by project Board. Internal Audit of OI project. 
Focus on maintaining legacy sytems effectively. Development of national 
policy and guidance. Development of new software to support futire OI. 
Procurment of new hardware to support OI. Appropriate Governance 
arrangements.

3 3 9 0 3  DACO R&R

CR2.4 National and Community Resilience                    
AOP - 3.1                 20 Feb 17 Operational Failure to standardise operational practise and 

guidance

Potential to affect health, safety and wellbeing of staff. 
Exposure to legal challenge. Inefficient use of resources. 
Reduction in effectiveness of operational response. 

2 3 6 0 5 DACO R&R

CR2.5

Strategic Priority No 3: Modernising 
Response

AOP 3.3.1 Introduce additional 
measures to support the SFRS's 
Unwanted Fire Alarm Signals (UFAS) 
doctrine; supporting business 
continuity, Fire Safety compliance and 
potentially economic growth across the 
public, private and third sectors.

20 Feb 17 Political

Failure to minimise unwanted fire alarms

Failure to apply the UFAS demand reduction measures at 
a local level may result in an increase of UFAS events, 
blue light journeys and consequential risk.

A SFRS UFAS Incident Policy and Procedure has been introduced combined 
with a supporting Appliance Reduction Decision Matrix Procedure to assist 
local decision making. 

A UFAS Incident Policy and Procedure Implementation Review has been 
undertaken with a supporting Action Plan agreed, taking into account the 
recommendations highlighted by various external bodies. e.g. HMFSI, BRE 
etc.

4 4 16 0 4 DACO P&P

SLT

CR3.1 20 Feb 17 Failure to fully develop an effective long-term 
transformation strategy

Inability to gain necessary investment and support from 
Government, difficulty in identify long-term investment 
opportunities

Transformational Programme Board 0 0 0 0 0 DACO SPPC

 

Previous 
Risk Rating

Strategic Risk 1 - Failure to minimise Communities' exposure to risk and harm 

Strategic Risk 2 - Failure to Protect the Health, Safety and Wellbeing of Firefighters and other employees

Strategic Risk 3 - Failure to deliver Service Transformation



Risk Ref. 
No. Link to Fire Framework / Strategic Plan Date Identified Risk Appetite 

Category Risk Description Consequence of Risk Control Measures In Place Risk Assessment Risk Appetite Risk Risk Owner

Probability Impact Risk 
Rating Impact Assessment Movement

Previous 
Risk Rating

             
CR3.2 20 Feb 17 Failure to engage with and communicate with 

relevant stakeholders, including employees

Fail to identify shared values and priorities, missed 
opportunities, miscommunication and poor perception 
held of SFRS

Communications and Engagement Group 0 0 0 0 0 HoF SPPC

CR3.3 20 Feb 17
Failure to make changes within required 
timescales

Lost investment opportunities, lost opportunities for 
service improvement, impact upon level of financial 
sustainability and best value, political or other adverse 
scrutiny

Transformational Programme Board 0 0 0 0 0 DACO SPPC

CR3.4 20 Feb 17
Failure to measure the benefits and improved 
outcomes received from activity and investment 
of resources

Unable to demonstrate redesign of Service has provided 
benefits and new opportunities, failure to demonstrate 
best use of resources

Transformational Programme Board 0 0 0 0 0 DACO SPPC

CR3.5 20 Feb 17
Failure to identify and manage inter-
dependencies within the programme of 
transformation and/or with BAU activities.

Competing and/or conflicting priorities, impact upon 
capacity and capability of employees, lost opportunities, 
impact upon ability to demonstrate continued service 
improvement

Transformational Programme Board 0 0 0 0 0 DACO SPPC

CR3.6

We will continue to safeguard the health, 
safety and wellbeing of each employee

We will work to ensure that our workforce 
is highly skilled and empowered

We will work to ensure that the range of 
our emergency response roles is enhanced 

to improve life outcomes

20 Feb 17 Operational

Failure to develop a sustainable skills profile to 
effect transformation

Impact upon capacity and capability of employees, lost 
opportunities, impact upon ability to demonstrate 
continued service improvement, increase in work related 
stress

Engagement with Service Redesign to identify potential training requirements 
at the earliest opportunity
Development of new SFRS Training Standards to ensure consistency of 
development across the Service
Identification of Training Needs aligned to the introcudtion of any new ways of 
working

3 3 9 0 5 Head of TED

SLT

CR4.1 20 Feb 17 Failure to have in place appropriate financial 
planning arrangements

Investment decisions not fully informed, adverse scrutiny, 
budget planing assumptions inaccurate, potential benefits 
and opportunities not gained

0 0 0 0 0 Head of Finance & 
Procurement

CR4.2 20 Feb 17
Failure to maintain sufficient investment in 
asset base

Additional costs incurred in repairs and maintenance, 
exposure where relevant legislation not met, potential 
health, safety and welfare exposures 0 0 0 0 0 Head of Asset 

Management

CR4.3 20 Feb 17 Inability to spend capital budget allocation
Adverse scrutiny where underspends incurred, lost 
investment opportunities in asset base

Capital Monitoring Group 0 0 0 0 0 Head of Asset 
Management

CR4.4 20 Feb 17
Inability to accurately forecast expenditure

Potential for over or underspends impacting upon 
effectiveness of service and generating unwanted internal 
or external scrutiny

0 0 0 0 0 Head of Finance & 
Procurement

CR4.5 20 Feb 17 Failure to protect the Services against 
uninsured losses

Significant potential for unplanned financial loss on 
Service, reduced investment opportunities in priority 
areas 

0 0 0 0 0 Head of Finance & 
Procurement

CR4.6 20 Feb 17 Lack of procurement and contract management 
skills

Exposure to legal challenge and associated financial loss, 
impact upon perception and reputation of Service 0 0 0 0 0 Head of Finance & 

Procurement

SLT

CR5.1 20 Feb 17 Failure to govern organisation within statutory 
framework

Potential fine or penalty incurred, negative impact upon 
reputation of Service, adverse external scrutiny

Corpporate Assurance Board

0 0 0 0 0 DACO SPPC

CR5.2 20 Feb 17

Failure to ensure compliance with Employment 
legislation - various e.g.      *The Employment 
Rights Act. ... 
•The Sex Discrimination Act, 1975. ... 
•The Equal Pay Act of 1970. ... 
•The Race Relations Act, 1976. ... 
•The Disability Discrimination Act, 1995. ... 
•The National Minimum Wage Act, 1998. ... 
•The Working Time Directive, 1999. ... 
•The Employment Relations Act, 1999.

Unable to demonstrate our commitment to being an 
Employer of Choice, inability to attract and retain staff, 
potential litigation and ET awards  or penalty incurred, 
negative impact upon reputation of Service, adverse 
external scrutiny

2 4 8 0 cautious Head of HR-OD

CR5.3 Strategic Aim 1 20 Feb 17 Legal and 
Regulatory

Failure to ensure compliance with Health,  
Safety and Welfare Legislation

Exposure to employee safety, potential impact upon 
safety of communities, potential fine or penalty imposed 
on Service

Directorate/SDA Improvement Plans
Health and Safety partner engagement
Quarterly reports
Annual reports

4 4 16 0 3 Head of HSW

CR5.4 National and Community Resilience                    
AOP - 2.3

20 Feb 17
Legal and 
Regulatory 
Compliance Failure to ensure compliance with the Civil 

Contingencies Act 2004

Inability to demonstrate suitable levels of service 
resilience, potential impact upon service delivery, 
negative internal and external scrutiny. Inability to 
respond to certain incident types. Failure to discharge 
statutory duties.

Resilience capability leads appointed. National Resilience Model being developed. 
Close liaison with other UK fire services and partner agencies. SMARTEU exercise co-
ordination and joint working. 

2 4 8 0 3 DACO R&R

CR5.5 20 Feb 17 Failure to ensure compliance with information 
governance legislation

Potential fine or penalty incurred, negative impact upon 
reputation of Service, adverse external scrutiny

Corporate Assurance Board

0 0 0 0 0 DACO SPPC

CR5.6 20 Feb 17 Failure to comply with relevant Procurement 
Legislation

Potential fine or penalty incurred, negative impact upon 
reputation of Service, adverse external scrutiny

0 0 0 0 0 HoF Finance & 
Procurement

CR5.7 20 Feb 17 Failure to ensure compliance with 
Environmental Legislation

Potential fine or penalty incurred, negative impact upon 
reputation of Service, adverse external scrutiny 0 0 0 0 0 HoF Asset Management

SLT

Strategic Risk 4 - Failure to ensure Financial Sustainability

Strategic Risk 5 - Failure to ensure Legal Compliance is maintained

Strategic Risk 6 - Failure to enable the delivery of the SFRS People Agenda



Risk Ref. 
No. Link to Fire Framework / Strategic Plan Date Identified Risk Appetite 

Category Risk Description Consequence of Risk Control Measures In Place Risk Assessment Risk Appetite Risk Risk Owner

Probability Impact Risk 
Rating Impact Assessment Movement

Previous 
Risk Rating

             
CR6.1 20 Feb 17

Failure to maintain harmonious employee 
relations within established collective 
bargaining arrangements

Impact upon staff morale and service provision, impact upon 
Service resilience

4 4 16 0 Open Head of HR-OD

CR6.2 20 Feb 17
Failure to develop and maintain a postive/ 
transparent working culture and climate that is 
aligned with SFRS Values

Impact upon staff morale and service provision, impact upon 
Service resilience, impact upon the health, safety and 
wellbeing of staff, adverse internal and external scrutiny, 
potential litigation and ET awards  or penalty incurred, 
negative impact upon reputation of Service.

3 3 9 0 Open Head of HR-OD

CR6.3 20 Feb 17
Failure to develop and deliver a Workforce and 
Resourcing Plan in support of the SFRS 
strategic plan, financial strategy and service 
transformation programme.

Inability to achieve service priorities, lost investment/ 
rationalisation opportunities, project/ programme failure, 
impact upon morale and the health, safety and wellbeing of 
staff, future service resilience impact, impact upon Service 
Redesign

2 3 6 0 Open Head of HR-OD

SLT
CR7.1 20 Feb 17 Breach of cyber security

Service interruption, negative publicity and scrutiny, 
financial fine and penalties 0 0 0 0 0 Head of ICT

CR7.2 20 Feb 17 Breach of physical security
Impact upon health, safety and wellbeing of staff and 
Communities, 0 0 0 0 0 Head of Asset 

Management

CR7.3 20 Feb 17 Failure to prevent insider threats to the 
organisation

Service interruption, negative publicity and scrutiny, 
financial fine and penalties 

Mitigation may be through new governance Boards/Groups - i.e. Information 
Governance Board - need to consider work undertaken by group.  If this work relates 
to activities undertaken at a Directorate level we need to look at who is doing work 
and therefore responsible.  Going forward then is mitigation responsibility of Group 

 /

0 0 0 0 0 Head of HR-OD

CR7.4 20 Feb 17 Failure to develop secure systems and 
safeguards to facilitate the transfer of data 
between partner agencies

Fines or penalties if legislation breached, ineffective 
partnership engagement, lost investment or service 
opportunities

0 0 0 0 0 Head of ICT

CR7.5 20 Feb 17

Failure to identify interdependencies between 
systems of controls, allowing effective decision 
making and transfer of information

Ineffective decision making, poor investment of available 
resources, health and safety exposures

Corporate Assurance Board

0 0 0 0 0 DACO SPPC

CR7.6 20 Feb 17 Failure to maintain and mature effective 
governance arrangements

Failure to have effective systems of controls will lead to 
loss and negative scrutiny of Service.  Inability to achieve 
service priorities and ensure financial sustainability

Corporate Assurance Board 0 0 0 0 0 DACO SPPC

SLT

CR8.1 20 Feb 17
Failure to develop suitable consultation and 
engagement processes informing effective 
decision making

Ineffective decision making, poor investment of available 
resources, impact upon staff morale and levels of engagement

Senior Management Team (Communications & Engagement Group)
0 0 0 0 0 HoF SPPC

CR8.2 20 Feb 17 Failure to effectively use intelligence data 
received to drive service improvement

Lost investment opportunities, lost opportunities for service 
improvement, impact upon level of financial sustainability and 
best value

Corporate Assurance Board

DACO SPPC

CR8.3 20 Feb 17
Failure to provide/identify appropriate 
performance measures driving service 
improvement

Failure to demonstrate service improvement, inability to 
demonstrate best value

Corporate Assurance Board
0 0 0 0 0 DACO SPPC

CR8.4 20 Feb 17 Failure to demonstrate satisfactory 
performance

Failure to demonstrate service improvement, inability to 
demonstrate best value

Corporate Assurance Board
0 0 0 0 0 DACO SPPC

CR8.5 20 Feb 17 Failure to protect the reputation of the Scottish 
Fire & Rescue Service

Adverse internal and external scrutiny, impact upon 
morale of employees, partnership engagement could be 
impacted

Senior Management Team (Communications & Engagement Group)
0 0 0 0 0 HoF SPPC

 

Strategic Risk 7 - Failure to maintain effective systems of control

Strategic Risk 8 - Failure to maintain confidence in the Service



RISK APPETITE
Impact Political Operational Financial Legal & Regulatory Compliance Reputational/Stakeholder Confidence

Averse

Minimal tolerance for taking any 
decisions or actions that could result in 
increased parliamentary scrutiny or 
criticism of the Service

Defensive approach - aim to maintain or protect existing ways 
of working, rather than to create or innovate.  Priority for tight 
management controls and oversight with limited devolved 
decision making authority.  Resources withdrawn for all non-
essential activities.  General avoidance of system/technology 
developments

The key objective is to operate in line with the agreed 
budget profile.  Only willing to accept the low cost 
option

Avoid anything which could be challenged, even 
unsuccessfully

Minimal tolerance for any decisions that could 
lead to increased scrutiny or criticism of the 
Service

Minimalist

Only tolerant of making decisions that 
contradict or challenge national or local 
governments where there is no chance 
of significant repercussions for the 
Service

Innovations are always avoided unless essential.  Decision 
making authority held by the SLT. Resources allocated to core 
business.  Only essential systems/technology developments

Only prepared to accept the potential for very limited 
variance in budget lines.  Minimising cost is the 
primary concern

Want to be very sure the Service would win any 
challenge

Only tolerant of risk taking where there is no 
chance of significant repercussions for the 
Service

Cautious

Only tolerant of making statements or 
taking decisions that impact on the 
political arena where the Service has 
the support of key political 
stakeholders

Tendency to stick to the status quo.  Innovations generally 
avoided unless necessary.  Decision making authority generally 
held by SLT.   Resources are generally allocated to core 
business.  Systems/technology developments limited to those 
which are essential, unless low risk

Prepared to accept the potential for some variance 
in budget lines and the potential for some minor 
underspend/overspend.  Value for money is the 
primary concern, with an emphasis on quality as 
well as price

Limited tolerance for sticking our neck out.  
Want to be reasonably sure the Service would 
win any challenge.

Only tolerant of risk taking where there is 
limited chance of significant repercussions for 
the Service

Open

Appetite to take decisions which may 
expose the Service to additional 
parliamentary or political scrutiny, 
but only where appripriate steps have 
been taken to minimise any exposure

Innovation supported as long as there is a commensurate 
improvement in management control.  Responsibility for non-
critical decisions may be devolved.  Resources are allocated to 
capitalise on potential opportunities, not just to deliver our 
current practises.  Systems/techology developments 
considered where these will enable delivery.

Prepared to take some financial risk by investing in 
new projects or activities ( recognising that this could 
result in overspend / underspend ) as long as 
appropriate controls are in place.  In assessing value 
for money, quality considerations are weighted more 
than price

Challenge will be problematic but the Service is 
likely to win it.  The gain will outweigh the 
adverse consequences.

Appetite to take any decisions which may 
expose the Service to additional scrutiny, but 
only where appropriate steps have been 
taken to minimise any exposure

Hungry

Appetite to take decisions which are 
likely to expose the Service to 
additional political, media and 
parliamentary scrutiny where the 
potential benefits to the Service 
outweigh the risks

Innovation pursued, desire to break the mould and challenge 
working practices.  High levels of devolved authority, 
management by trust rather than tight control.  Resources 
are allocated to areas of work where there are guarantees 
of success - investment capital type approach.  New 
technologies viewed as a key enabler of operational 
delivery.

Prepared to take financial risks by investing for the 
best possible reward, accepting that this brings the 
possibility of underspend/overspend.

Chances of losing are high and consequences 
serious.  But a win would be seen as a great 
coup.

Appetite to take decisions which are likely to 
expose the Service to additional scrutiny, if the 
potential benefits outweigh the risks

(Red highlighted Section indicates the risk appetite level determined by the Board and SLT)

RISK ASSESSMENT
Impact Political Operational Financial Legal& Regulatory Compliance Reputational/Stakeholder Confidence

1

Effective Strategic Decision making, full 
engagement by Board and SLT and 
meeting in full the expectation of 
Scottish Government and Local 
Communities

No negative impact on our ability to deliver the service. no impact on our ability to deliver a balanced budget no adverse reputational damage to the service
Rumours, with potential for local 
public/political concern

2

Minor reduction in Board engagement, 
minimal impact upon achievement of 
strategic objectives and no adverse 
comment from SG

There will be a very minimal impact on our ability to deliver the 
service.

our ability to deliver a balanced budget will be 
realised with minimal adjustments

Potential unexpected external scrutiny of our 
activities due to non compliance. Some adverse 
media attention received. 

Some negative Local press interest or Local 
public/political concern.

3

Question raised over effectiveness of 
strategic decision making, noticeable 
impact upon service delivery, critisim 
by external bodies, partners and sG

There will be a reduction in the ability for us to deliver our 
services and there may be minor service disruption.

action required to ensure delivery of a balanced 
budget. Potential adverse impact on service delivery.

Prolonged adverse media attention. Critcism of 
our service as a result of srutiny  by external 
bodies. Potential legal action.

Limited damage to reputation.
Extended negative local press interest. Some 
regional public/political concern.

4

Ineffective Board engagement, 
challenge over strategic decision 
making of SFRS, failure to delvier 
against agreed priorities and SG 
critisism and threat of intervention 

Service disruption for an extended period. Major 
consequences.

insufficient finances available to support service 
delivery

Inneffective governance arrangements 
identified resulting in Government intervention 
in the management of the service.

Loss of credibility and confidence in the service. 
National negative press interest. Significant 
public/political concern.

5

Failure to deliver against SG prorities, 
failure of Board and SLT to engage, 
intervention by SG and external 
monitoring bodies

Failure to deliver our services failure to live within our means failure of the service
Full Public Inquiry. International negative press 
interest. Major public/political concern.

Probability  
5 5 10 15 20 25
4 4 8 12 16 20
3 3 6 9 12 15
2 2 4 6 8 10
1 1 2 3 4 5

 1 2 3 4 5
IMPACT

Criteria for Evaluating Risk
Probability Description Numerical Value Plain English

1 Very Low – Where an occurrence is improbable or very unlikely
1 in 20,000

Never happended and doubt it will

2 Low - Where an occurrence is possible but the balance of probability is against 1 in 2,000 Has happended before but unlikely

3 Medium- where it is likely or probable that an incident will occur 1 in 200 Will probably happen at some point in the future

4 High- where it is highly probable that an incident will occur 1 in 20 Has happended in recent past and will probably happen 
again

5 Very High- where it is certain that an event will occur 1 in 2 It's already happening and will continue to do so
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