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Report to: AUDIT AND RISK ASSURANCE COMMITTEE 

Report Number: C/ARAC/6-13 

Date: THURSDAY 21 NOVEMBER 2013 

Report By: SARAH O DONNELL, DIRECTOR OF FINANCE AND CONTRACTUAL SERVICES 

 

Subject: ANTI-FRAUD POLICY STATEMENT AND RESPONSE PLAN 
 

1. PURPOSE 

1.1 The purpose of this report is to advise the Audit and Risk Assurance Committee of the 

proposed SFRS Anti-Fraud Policy and Response Plan. 

 

2. RECOMMENDATION 

2.1 The Audit and Risk Assurance Committee is asked to approve the following 

recommendation(s): 

1) That the proposed Anti-Fraud Policy and Response Plan, as attached at Appendix A, be 

noted. 

 

 

3. BACKGROUND 

3.1  In accordance with the Scottish Public Finance Manual (SPFM), HM Treasury guidance and 

SFRS Financial Regulations, the above named Policy Statement and Response Plan have been 

prepared in order to provide guidance on the prevention, detection, reporting and handling 

of fraud. 

3.2 The policy highlights that the SFRS is committed to the Scottish Government’s zero tolerance 

approach to fraud, confirming that no fraud is acceptable, regardless of the value or scale. 

  

Agenda Item: 6 
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4. DEFINITION OF FRAUD 

4.1 Fraud is the use of deception with the intention of obtaining personal gain, avoiding an 

obligation, or causing loss to another party. Fraud can be used to describe a wide variety of 

dishonest behaviour such as deception, bribery, forgery, extortion, conspiracy, 

embezzlement, misappropriation, false representation and the concealment of material 

facts. 

 

5. SCOPE 

5.1 The policy and response plan are designed to: 

 Encourage prevention, 

 Promote detection, 

 Ensure effective investigation where suspected fraud or corruption has occurred, 

 Consistently apply a range of sanctions where fraud is proven, 

 Seek redress to recover all funds obtained through fraud, 

 Learn lessons to ensure similar frauds cannot happen in future. 

 

6. RESPONSIBILITIES 

6.1 The policy and response plan outline the specific responsibilities delegated to individual 

employees however it emphasises that every employee and Board member must have, and 

be seen to have, high standards of personal integrity, observing the Principles of Public Life 

as laid down by the Nolan Committee i.e. Selflessness, Integrity, Objectivity, Accountability, 

Openness, Honesty and Leadership. 

6.2 The policy highlights that employees who suspect a fraud or irregularity have a duty to 

report their concerns and it outlines how they should do this. 

6.3 It also stresses that abuse of this policy will be taken seriously and any employee found to 

have made malicious claims could face disciplinary action. 

 

7. APPROACH TO COUNTERING FRAUD 

7.1 In order to counter fraud and ensure that opportunities for fraud and corruption are 

reduced to the lowest possible level of risk, it is important that the SFRS: 

 Raise awareness of fraud and its safeguards within the SFRS and other organisations 

with whom we engage, 

 Prevent fraud by improving our systems and controls to support our business and 

delivery of services to the community, 

 Work together across the organisation and with other organisations with whom we 

engage to share information and develop combined approaches to countering fraud, 

 Proactively analyse data to identify areas at risk of fraud, 

 Ensure effective and professional investigations of specific cases, 

 Maintain a robust Public Interest Disclosure (whistleblowing) policy, 
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 Ensure appropriate sanctions are in place with legal and/or disciplinary action taken 

against perpetrators of fraud. 

 

8. CONSULTATION 

8.1 This policy statement and response plan has been issued for formal consultation to the trade 

unions represented on the Employee Partnership Forum. 

 

9. EQUALITY IMPACT ASSESSMENT 

9.1  An Equality Impact Assessment has been carried out and no material issues have been 

identified. 

 

SARAH O’DONNELL 
Director of Finance & Contractual Services 
21 November 2013 
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1. INTRODUCTION 

 

1.1 The Scottish Fire and Rescue Service (SFRS) is committed to the Scottish 

Government’s zero tolerance approach to fraud.  No fraud or corruption is 

acceptable, regardless of the value or scale. 

 

1.2 To achieve this, SFRS requires all staff at all times to act honestly and with 

integrity and to safeguard the public resources for which they are responsible. 

 

1.3 SFRS is committed to ensuring that opportunities for fraud and corruption are 

reduced to the lowest possible level of risk. 

 

1.4 The circumstances of individual frauds will vary, however SFRS takes fraud very 

seriously.  All cases of actual or suspected fraud will be vigorously and promptly 

investigated and appropriate action will be taken. 

 

 

2. DEFINITION OF FRAUD 

 

2.1 No precise legal definition of fraud exists.  It is a term used to describe a wide 

variety of dishonest behaviour such as deception, bribery, forgery, extortion, 

corruption, theft, conspiracy, embezzlement, misappropriation, false 

representation, concealment of material facts and collusion. 

 

2.2 Fraud is usually used to describe depriving someone of something by deceit.  It 

is the use of deception with the intention of obtaining personal gain, avoiding an 

obligation or causing loss to another party.  The fraudulent use of IT resources is 

included in this definition where its use is a material factor in carrying out a 

fraud. 
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3. REDUCING THE OPPORTUNITY FOR FRAUD 

 

3.1 The opportunity for fraud must be reduced wherever possible.  The risk of fraud 

can be reduced by ensuring proper separation of duties so that, for example, 

more than one person has to be involved in ordering, receiving and authorising 

payments for goods and services. 

 

3.2 Where resources are limited and separation of duties is not possible, alternative 

management controls such as supervisory checking should be employed. 

 

3.3 In addition, accounting and other records such as cash balances, bank 

balances, physical stock counts should be reconciled with the actual position. 

 

3.4 The Scottish Government’s Counter Fraud Policy also recommends that staff 

who are bankrupt or insolvent are not employed on duties which might permit 

the misappropriation of public funds. 

 

 

4. THE IMPORTANCE OF MONITORING 

 

4.1 Managers have the prime responsibility for ensuring systems are sound and 

operating as intended.  Both Internal and External auditors have a role in 

carrying out independent reviews of systems and the adequacy of controls in 

place. 

 

 

5. THE IDENTIFICATION OF FRAUD 

 

5.1 External and internal fraud is not always easy to identify.  Fraud is often 

committed where there is: 
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 Opportunity to commit fraud.  This is where internal controls are weak and 

access to assets and information allows fraud to occur, 

 Rationalisation that justifies fraudulent behaviour.  The SFRS has a zero 

tolerance approach to fraud, 

 Motivation or a need for committing fraud.  This can be for financial reasons 

or other motivating factors. 

 

5.2 Managers and staff must be alert to the risk of fraud, theft or corruption.  Danger 

signs of external fraud include: 

 

 Photocopies of documents when originals would be expected, 

 Discrepancies in information, eg signatures and dates, 

 Unexpected queries from stakeholders or suppliers, eg bank account detail 

changes, 

 Requests for non-standard types of payment, 

 Unexpected trends or results, eg from reconciliations. 

 

5.3 Danger signs of internal fraud include: 

 

 Evidence of excessive spending by staff in cash/contract work, 

 Inappropriate relationships with suppliers, 

 Reluctance of staff to take leave, 

 Undue possessiveness of or anomalies between work records, 

 Pressure from colleagues to avoid normal control procedures, 

 Abnormal travel and subsistence claims, overtime or flexible working hours 

patterns. 
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6. AVENUES FOR REPORTING FRAUD 

 

6.1 SFRS has in place avenues for reporting suspicions of fraud.  Staff should report 

any such suspicions to their line manager or where appropriate, to the Head of 

Internal Audit. 

 

6.2 All matters will be dealt with in confidence and in strict accordance with the 

terms of the Public Interest Disclosure Act 1998. 

 

6.3 Vigorous and prompt investigations will be carried out into all cases of actual or 

suspected fraud discovered or reported, however it is important that the 

investigative process is not misused.  Any abuse of this process such as raising 

unfounded and malicious allegations will be dealt with as a disciplinary matter. 

 

6.4 All persons who are the subject of an investigation into suspected fraud or 

corruption will be treated fairly and courteously at all times. 

 

 

7 RESPONSIBILITIES 

 

7.1 Chief Officer 

 

7.1.1 In accordance with the Financial Regulations, paragraph 4.10 – 

Prevention of Fraud Corruption and Bribery, the Chief Officer is 

responsible for identifying and managing the risk of fraud and corruption, 

for ensuring that appropriate risk management, internal control and 

governance arrangements are in place and for ensuring that Best Value 

is achieved. 
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7.1.2 The system of internal control is designed to respond to and manage the 

whole range of risks that SFRS faces.  It is based on an on-going process 

designed to identify key risks, to evaluate the nature and extent of those 

risks and manage them effectively.  Managing fraud risks should be seen 

in the context of overall management of risks. 

 

7.1.3 The Chief Officer is also required to make arrangements to keep records 

of, and prepare and forward promptly to the Scottish Government, an 

annual report on fraud and theft suffered by SFRS and notify the Scottish 

Government at the earliest opportunity of any unusual or major incidents. 

 

7.2 Director of Finance and Contractual Services 

 

7.2.1 Overall responsibility for managing the risk of fraud has been delegated 

to the Director of Finance and Contractual Services whose specific 

responsibilities in this regard include: 

 

 Developing a fraud risk profile and undertaking a regular review of the 

fraud risks associated with each key organisational objective in order 

to keep the profile current, 

 Establishing an effective anti-fraud policy and fraud response plan, 

commensurate to the level of risk identified in the fraud risk profile, 

 Designing an effective control environment to prevent fraud, 

commensurate with the fraud risk profile, 

 Establishing appropriate mechanisms for: 

 Reporting fraud risk issues 

 Reporting significant incidents of fraud 

 Co-ordinating assurances about the effectiveness of anti-fraud 

policies to support the Statement of Internal Control, 

 Liaising with the Audit and Risk Assurance Committee, 
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 Making sure that all staff are aware of SFRS anti-fraud policy and 

know what their responsibilities are in relation to combating fraud, 

 Developing skill and experience competency frameworks in relation to 

anti-fraud, 

 Ensuring that appropriate anti-fraud training and development 

opportunities are available to appropriate staff, 

 Ensuring that vigorous and prompt investigations are carried out if 

fraud occurs or is suspected, 

 Ensuring that appropriate legal and/or disciplinary action is taken 

against perpetrators of fraud, in conjunction with the Director of 

Personnel and Organisational Development, 

 Ensuring that appropriate disciplinary action is taken against 

supervisors where supervisory failures have contributed to the 

commission of fraud, in conjunction with the Director of Personnel 

and Organisational Development, 

 Ensuring that appropriate disciplinary action is taken against staff who 

fail to report fraud, in conjunction with the Director of Personnel and 

Organisational Development, 

 Taking appropriate action to recover assets or losses, 

 Ensuring that appropriate action is taken to minimise the risk of 

similar frauds occurring in future. 

 

7.3 Director of People and Organisational Development 

 

7.3.1 In order to ensure that suitable candidates are recruited into SFRS, the 

Director of People and Organisational Development should ensure that 

previous employment records of new employees, both temporary and 

permanent, are reviewed prior to the offer of appointment by the 

stipulation that suitable references should be obtained. 
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7.3.2 In conjunction with the Director of Finance and Contractual Services, the 

Director of People and Organisational Development should ensure that 

appropriate disciplinary action is taken  against perpetrators of fraud, 

supervisors whose failures have contributed to fraud, any employee 

unreasonably failing to report fraud or any employee making malicious 

false claims under this policy. 

 

7.4 SFRS Managers 

 

7.4.1 All SFRS managers are directly responsible for the prevention and 

detection of fraud within  their own areas.  They must assess the types of 

risks involved in the areas for which they are responsible, ensure that an 

appropriate level of internal control exists to safeguard against the risk of 

fraud and corruption, review and test the control systems regularly to 

ensure that such controls are being complied with and work effectively. 

 

7.4.2 SFRS managers are responsible for implementing new controls 

necessary to reduce the risk of similar frauds occurring where frauds 

have taken place. 

 

7.4.3 In particular, SFRS managers should ensure that duties are organised so 

that no one person can carry out a complete transaction without some 

form of checking process being built into the system.  Control of any key 

function should not be vested in one individual. 

 

7.4.4 Managers are also required to take seriously any allegations of fraud 

reported to them and be assured that there are reasonable grounds for 

concern.  Where this is the case, they should notify Internal Audit and the 

Director of Finance and Contractual Services without delay. 
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7.5 All SFRS Employees, including Board Members 

 

7.5.1 All SFRS employees and Board members have a critical role to play in 

the prevention of fraud and corruption.  Specifically, SFRS employees 

and Board members should: 

 Act with propriety in the use of official resources and the handling 

and use of public funds, 

 Conduct themselves in accordance with the seven principles of 

public life as set out in the Nolan Committee i.e. 

 Selflessness 

 Integrity 

 Objectivity 

 Accountability 

 Openness 

 Honesty 

 Leadership 

 Be alert to the possibility that unusual events or transactions could 

be indicators of fraud, 

 Report details immediately through the appropriate channels if they 

suspect that a fraud has been committed or see any suspicious acts 

or events, 

 Co-operate fully with anyone conducting internal checks or reviews 

or fraud investigations. 

 

7.6 Internal Audit 

 

7.6.1 Internal audit is responsible for providing an opinion to the Chief Officer 

on the adequacy of arrangements for managing the risk of fraud and 

ensuring that SFRS promotes an anti-fraud culture. 
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7.6.2 They also assist in the deterrent and prevention of fraud by examining 

and evaluating the effectiveness of control measures commensurate with 

the potential exposure/risk of fraud or corruption. 

 

7.6.3 Internal audit ensure that management has reviewed its risk of fraud or 

corruption. 

 

7.6.4 They assist management in conducting fraud investigations and outlining 

improvements in internal controls required as a result. 

 

7.7 Audit and Risk Assurance Committee 

 

7.7.1 Ownership of this anti-fraud policy and corporate oversight for fraud and 

irregularities is maintained by the Audit and Risk Assurance Committee. 

 

 

8. Outline of Fraud Response Plan 

 

8.1 SFRS has a Fraud Response Plan (Appendix I) which sets out how to report 

suspicions of fraud and to whom. 

 

8.2 It outlines how investigations will be conducted and concluded and it forms a key 

part of SFRS’s anti-fraud policy. 
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1. PURPOSE 

 

1.1 This Fraud Response Plan sets out arrangements to ensure that when 

suspected frauds against SFRS are reported, either to line managers or Internal 

Audit, effective action is taken to: 

 

 Investigate the circumstances, 

 Minimise the risk of subsequent loss, 

 Ensure that appropriate recovery action is taken or failing recovery, to 

initiate action to write off any losses, 

 Remedy any weaknesses in internal control procedures, 

 Initiate disciplinary and/or legal procedures where appropriate, 

 Demonstrate that SFRS is not a soft target for attempted fraud. 

 

 

2. APPLICATION 

 

2.1 All employees and Board members are covered by these arrangements which 

are designed to apply to both external and internal fraud. 

 

2.2 These procedures also apply in respect of SFRS employees who are seconded 

to other bodies.  In such cases, the body to which the employee is seconded will 

be consulted on the handling of the investigation.  These procedures will also 

apply to individuals who are seconded to SFRS. In these cases, the parent body 

will be consulted on the handling of the investigation. 
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3 ROLE OF INTERNAL AUDIT 

 

3.1 Internal audit’s functions include: 

 Receiving and recording information (anonymously or otherwise) about 

suspected frauds, either by telephone or in writing from individual members 

of staff, Board members, SFRS managers or the public, 

 In consultation with the Director of Finance and Contractual Services, 

agree what action, assistance and communication is required from within 

SFRS and externally e.g. Police, External audit, Scottish Government, 

 If appropriate, carry out investigations and liaise with the appropriate 

Police/Procurator Fiscal Service, 

 Make recommendations for improvement where appropriate and advise on 

potential lessons to be learned. 

 

 

4 ROLE OF DIRECTOR OF FINANCE AND CONTRACTUAL SERVICES 

 

4.1 When notified of an actual or suspected fraud, the Director of Finance and 

Contractual  Services should: 

 

 Safeguard funds possibly at risk, 

 Remedy any immediately obvious gaps in financial controls, 

 Consider the case for recovery action and initiate action to recover funds 

as required, 

 Determine the financial effects of fraud, 

 Consider notation of the relevant accounts, 

 Inform all relevant parties as appropriate e.g. Chief Officer, Scottish 

Government, Audit and Risk Assurance Committee. 

 

 

 



NOT PROTECTIVELY MARKED 
 

APPENDIX I 
 

Finance and Contractual Services/Policy/Anti Fraud Response Plan           Page 5 of 7                    Version 0.1: (Date 23/10/2013) 

5 ROLE OF DIRECTOR OF PEOPLE AND ORGANISATIONAL DEVELOPMENT 

 

5.1 When notified of an actual or suspected fraud, the Director of People and 

Organisational Development should: 

 

 If appropriate, based on the prima facie evidence, arrange to suspend the 

employee or employees accused pending the outcome of any 

investigations (and review the notice of suspension at regular intervals 

;throughout the period of the investigation); 

 

 Appoint an Investigating Officer, if appropriate.  It should be noted that 

fraud investigations can be undertaken by Internal Audit or an Investigating 

officer depending on the circumstances and agreement should be reached 

between the directors of People and Organisational Development and 

Finance and Contractual Services as to the most appropriate course of 

action; 

 

 The Investigating officer should be of a suitable level within the 

organisation with the appropriate skills to undertake an investigation and, if 

necessary, have knowledge of the area of work under investigation.  They 

should be a person who has not had close personal or work related ties 

with the person under investigation; 

 

 Consider, in consultation with the line manager, the sensitivity of the 

allegations in terms of public interest and whether the Communications 

team, Chief Officer  or Chair of the Board should be briefed; 

 

 When appropriate, implement disciplinary procedures against the 

perpetrators of fraud, supervisors whose failures have contributed to the 

fraud, any employee unreasonably failing to report fraud or any employee 

making malicious false claims of fraud; 
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 Consider any action to be taken if lessor instances of misconduct have 

been identified during the investigation. 

 

6 GENERAL ACTIONS 

 

6.1 While the responsibilities listed above are assigned to individual post-holders, 

they are clearly inter-linked and close liaison on developments in specific areas 

is essential as is the involvement of line management at an appropriate level. 

 

6.2 In all material cases, consultation should take place with SFRS Legal Services 

Manager to ensure that the standards of evidence required are achieved and 

that the relevant legislation is adhered to, including the Human Rights Act and 

the Data Protection Act.  Internal investigations and disciplinary proceedings 

cannot prejudice any criminal case. 

 

 

7 ACTION ON INVESTIGATION FINDINGS 

 

7.1 As soon as possible after investigations have been completed, SFRS will ensure 

that: 

 disciplinary action, if any, is being taken (in line with Disciplinary Policy and 

Procedures), 

 the form and content of any report to senior officers, Scottish Government, 

Audit and Risk Assurance Committee is appropriate, 

 the Police/Procurator Fiscal are notified, if required, 

 where evidence of fraud or serious misconduct is identified, consideration is 

given as to whether any actions need to be taken to prevent a reoccurrence.  

In such cases, an action plan should be drawn up setting out 

recommendations.  In most cases such action plans are likely to have been 

drawn up by Internal Audit as part of their investigations. 
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8 CONFIDENTIALITY 

 

8.1 Given the sensitive nature of the subject matter, information relating to individual 

employees should be shared with colleagues strictly on a “need to know” basis. 

 

8.2 Information relating to the investigation should be treated in the same way as 

disciplinary investigation information and in relation to those reporting the 

suspected fraud, in accordance with the SFRS Public Interest Disclosure 

(Whistleblowing) Policy (antecedent policies apply until SFRS Policy in place). 

 

 

9 REPORTING CASES OF FRAUD 

 

9.1 Details of fraud will be reported at least annually to the Audit and Risk 

Assurance Committee, Scottish Government Sponsor Unit and External Audit. 


